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Abstract. ABZ and other state-based formal methods and tools are
successfully applied to the development of safety-critical systems for
decades now, in particular in the transport domain, without a single
language or tool emerging as the dominant solution for system design.
Formal methods are highly recommended by the current safety standards
in the railway industry, but railway engineers often lack the knowledge
to transform their semi-formal models into formal models, with a pre-
cise semantics, to serve as input to formal methods tools. We share the
results of performing empirical studies in the railway domain, including
usability analyses of formal methods tools involving railway practition-
ers. We discuss, in particular with respect to railway systems and their
modelling, our experiences in applying rigorous state-based methods and
tools to a variety of case studies, for which we interacted with a number
of companies from the railway domain. We report on lessons learned from
these experiences and provide pointers to drive future research towards
facilitating further synergies between—on the one hand—researchers and
developers of ABZ and other state-based formal methods and tools,
and—on the other hand—practitioners from the railway industry.

1 Introduction

For decades now, railways are controlled by real-time computer-based systems.
To fulfil stringent safety requirements, railway control systems typically require
extensive verification and validation, largely relying on formal methods, as highly
recommended by the CENELEC European standards [30,51] for the develop-
ment of the most critical software for use in the railway industry. This is also wit-
nessed by hundreds of recent projects financed as part of the European Shift2Rail
Joint Undertaking! and its successor Europe’s Rail? and as part of related ini-
tiatives outside the EU, like the UK Rail Research and Innovation Network
(UKRRIN)? and the Chinese State Key Laboratory of Rail Traffic Control and
Safety?.

The original version of the chapter has been revised. A correction to this chapter can
be found at https://doi.org/10.1007/978-3-031-63790-2 31
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We participated in the Shift2Rail projects ASTRail® and 4SECURAil® and in
the Italian regional projects TRACE-IT (TRAin Control Enhancement via Infor-
mation Technology), STINGRAY (SmarT station INtelliGent RAilwaY) and
SmaRIERS (Smart Railway Infrastructures: Efficiency, Reliability and Safety).
Through these projects we interacted with a number of companies from the rail-
way domain, which allowed us to apply more than three decades of experience
with formal methods and tools accumulated in our research lab FMT (Formal
Methods and Tools) to a variety of case studies from the railway domain.

The main safety-critical railway signalling systems can be classified in two
large classes of applications: train movement and distancing control systems,
including the Automatic Train Control (ATC), Automatic Train Operation
(ATO), Automatic Train Protection (ATP) and Automatic Train Supervision
(ATS) subsystems, and interlocking systems. All these subsystems respect inter-
national standards to ensure interoperability between the different subsystems
described. These include ERTMS/ETCS (European Rail Traffic Management
Systems/European Train Control System), its Chinese counterpart CTCS (Chi-
nese Train Control System), both focusing on interoperability for passenger,
high speed and freight lines, and CBTC (Communication-Based Train Control)
systems, mainly aimed at the automatic operation of high capacity metro lines.

The aforementioned classes of subsystems have been subject to formal specifi-
cation and verification for several decades now, as witnessed by the success stories
of the application of the rigorous state-based B method to many cases, which
include the verification of the ATP system for the RER Line A of Paris [61], the
Subway Speed Control System (SSCS) of the Calcutta subway [44], and Line 14
of the Paris Metro [48], as well as derivatives thereof, like line 1 or the NY Canar-
sie line [50], and the driverless Paris—Roissy Airport shuttle [25]. Moreover, B was
also used for an industrial scale analysis of Alstom’s U400 system [41], which is
in operation in about 100 metro lines worldwide.

Further success stories of applying formal methods and tools to railway sys-
tems include the metro control system of Rio de Janeiro, with the support of
Simulink/Stateflow [54], the ERTMS/ETCS standard with NuSMV [36] and
Hybrid ERTMS/ETCS Level 3 with several formal methods and tools as part
of the ABZ 2018 case study [4,7,34,42,47,63,77,88]. Moreover, in [6], the sys-
tem structure of a movement authority scenario of CTCS Level 3 was modelled
in AADL [84] and Hybrid CSP [68], and verified with the Hybrid Hoare Logic
Prover [89], an interactive theorem prover based on Isabelle/HOL [92]. Recently,
in [21], the autonomous positioning system in development for the Florence
tramways was verified with the UPPAAL model-checking toolset [26,46].

In this paper, we first share the results of performing empirical studies in
the railway domain, including usability analyses of formal methods tools involv-
ing railway practitioners, in Sects.2 and 3. We then present some applications
of formal methods and tools to case studies from the railway domain in Sect. 4,
reporting some lessons learned from these experiences and providing some point-
ers to drive future research in the concluding Sect. 5.

5 http://www.astrail.cu/.
5 https://www.4securail.eu,/.
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2 Systematic Mapping Study

In [52], we presented the first systematic mapping study” on formal methods
in the railway domain, focusing on railway signalling systems, to complement
other empirical studies that we performed, which considered the perspective of
stakeholders [15,22] and surveyed different tools for railway system design [55, 56,
79] (cf. Sect. 3). Starting from the base terms “formal methods” (representing the
object of research) and “railways” (representing the domain of application), we
used alternative keywords and wildcards to elaborate the following search string:
“formal” OR “model check™ OR “model based” OR “model driven” OR
“theorem prov*” OR “static analysis”
AND
“railway®™” OR “CBTC” OR “ERTMS” OR “ETCS” OR “interlocking” OR
“automatic train” OR “train control” OR “metro” OR “CENELEC”

As shown in Fig. 1, after originally retrieving 4346 studies from four main
scientific databases, eventually 328 high-quality studies were selected from the
literature from the period 1989-2020. These 328 papers were analysed in detail.

Figure 2 shows that formal methods for railways is a hot topic with a strong
industrial focus, given that 143 papers were published solely during the last five
years (44% of the total), while no less than 79 papers (24%) involve industry
(papers with at least one industrial co-author).

Figure 3 shows that models are at the basis of practically all papers and that
formal verification and model checking are the main analysis techniques [9,39],
but also simulation [64], theorem proving [80,83] and refinement [2,3,74] are
prominently applied techniques.

In terms of concrete languages and tools, Figs.4 and 5 illustrate that the
landscape is highly diversified, but B (15% in total and 22% of the industrial
papers) [1,8,25,41,59,63,67,76,87] and ProB (9% in both cases) [1,41,63,67,76,
87| are among the dominant languages and frequently used tools. However, there
are examples also of ASM, VDM, Z, Alloy and TLA+ [35,57,70], as well as of
Atelier-B and Rodin [4,40,41,65,82,88]. Tools of the B family (i.e., ProB, Atelier-
B and Rodin) clearly dominate (18% overall and 20% of the industrial papers).

T A variant of systematic literature reviews aiming at classifying the literature [71,81].
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Fig. 2. Studies by year. (©2022 ACM. Reprinted with permission from ACM Comput-
ing Surveys [52].
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Our systematic mapping study shows that the empirical maturity of the field
is still limited, as many of the selected papers present only examples or expe-
rience reports. We call for more empirical rigor in the field, with case studies,
which can leverage the strong link with industries, and for controlled experi-
ments, which can address issues related to the learnability of formal methods
and aspects related to human factors. In fact, many papers do not focus on
a particular railway system or standard, but we signal an improvement with
high-quality papers on the ERTMS/ETCS [28,63], CBTC [41] and CTCS [11]
standards. Interlocking is still the most popular subject of study, but other rail-
way subsystems (e.g., ATC, ATO, ATP and ATS) are being considered more
frequently in recent years [62,90,91]. ABZ has contributed to this goal with the
Hybrid ERTMS/ETCS Level 3 case study at ABZ 2018 [4,7,34,42,47,63,77,88].

Our findings also show that almost all core railway development phases can
be addressed with the support of formal methods, which is in line with the
recommendations of the norms [30,51]. However, additional effort should be
dedicated to the later phases of the development process, in particular testing,

implementation and validation, which are currently apparently not sufficiently
addressed.
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3 Systematic Evaluation and Usability Analysis

In [55], we presented the first systematic tool evaluation® and usability analysis
of formal methods tools for railway signalling system design. This complements
other empirical studies that we performed, which surveyed various tools for rail-
way system design [56,79] selected based on surveys with stakeholders [22,53]
and a literature review [52] (cf. Sect.2). The 13 selected tools are as follows:
SPIN, Simulink, nuXmv, ProB, Atelier-B, UPPAAL, FDR4, CPN Tools, CADP,
mCLR2, SAL, TLA+ and UMC (cf. [55] for individual references to these tools”).

The research questions (RQs) we posed ourselves in [55] were the following:

RQ1: Which are the features to consider for evaluating a formal methods tool?
RQ2: How do different tools compare with respect to these features?
RQ3: How do different tools compare with respect to their usability?

Table 1 summarises the characteristics and expertise of the participants who
evaluated the tools based on direct hands-on experience. Next to the assessors
and academic experts (including the authors of [55]), we involved nine railway
practitioners as industry experts, who had no prior experience with applying
formal methods tools yet more than 10 years of experience in the railway domain.

8 Based on the DESMET methodology for evaluating software engineering tools [72].
9 In [55], UPPAAL denoted all variants (i.e., UPPAAL 4.0, UPPAAL SMC, UPPAAL
Stratego and UPPAAL Tiga), by now integrated in UPPAAL 5: https://uppaal.

org/.
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Table 1. Characteristics and expertise of the study participants. (©2021 IEEE. Per-
sonal use is permitted, but republication/redistribution requires IEEE permission.
Reprinted (and adapted) with permission from IEEE Transactions on Software Engi-

neering [55].
ID | Role in | Milieu Main Function Age | Sex | Years of Experience in
Study
Formal Railway FM in
Methods (FM) | Industry | Railways
1 | assessor |academic | workpackage leader | 39 M >13 3 13
2 | assessor | academic | tool developer 62 M >20 0 9
3 | assessor | academic | researcher 36 M >6 0
4 | expert academic | group leader 48 M >15 0
5 | expert academic | project leader 66 |F >30 0 >25
6 | expert academic | professor 65 M >30 0 >25
7 | expert industry | system engineer NA M |0 >10 0
8 | expert industry | system engineer 52 M |0 >10 0
9 | expert industry | system engineer 48 M |0 >10 0
10 | expert industry | software developer |43 M |0 >10 0
11 | expert industry | product manager NA M |0 >10 0
12 | expert industry | system engineer 48 M |0 >10 0
13 | expert industry | innovation engineer | NA |M |0 >10 0
14 | expert industry | software developer |45 M |0 >10 0
15 | expert industry | innovation engineer | NA | F 0 3 to 10 0

The systematic feature evaluation was performed by the assessors, after elici-

tating the features with a collaborative approach inspired by the KJ method [85].
During a 3h workshop, the assessors, the academic experts and two industry
experts came up with 33 features that should be considered when evaluating a
formal methods tool for railway system design, hierarchically categorized into
functional, expressiveness, and quality features, comprising 8 subcategories. The

a

=W N

ssessors produced an evaluation sheet for each tool based on the following use:

install and run the tool;

consult the tool’s website for official documentation;

search for additional documentation useful to fill the evaluation sheet;
consult the 114 papers on formal methods and railways from the literature
review [53] to check for the tool’s application in railways;

perform some trials with the tool to confirm the claims reported in the doc-
umentation, and assign the value to those features that required hands-on
activity to be evaluated;

report the evaluation on the sheet, together with links to the consulted doc-
uments and papers, and appropriate notes when the motivation of an assign-
ment needed clarification.

The evaluation sheets were revised after face-to-face meetings to align visions
and balance judgments, and reviewed externally as part of a deliverable of the
ASTRail project, and they are publicly available for inspection [79]. Figure 6
reports the table resulting from the feature evaluation activity.
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Category  Name SPIN  Simulink  nuXmv ProB  Atelier B UPPAAL  FDR4 CPNTools CADP  mCRL2 SAL TLA+ umc
Development _ Specification / Modeling TEXT GRAPH  TEXTIM TEXT TEXT GRAPH  TEXTIM  GRAPH  TEXTIM TEXT TEXTIM TEXT TEXT
Funclonalfies  Code Generation NO YES NO NO YES NO NO NO YES NO NO NO NO
Documentation / Report Generation PARTIAL YES NO PARTIAL | PARTIAL | PARTIAL  PARTIAL NO PARTIAL  PARTIAL NO NO PARTIAL
Requirements Traceability NO YES NO NO NO NO NO NO NO NO NO NO NO
No YES NO YES YES NO NO NO NO NO NO NO NO
Verifcaton _ Simulation TEXT GRAPH TEXT MIX NO GRAPH TEXT GRAPH TEXT TEXT TEXT NO TEXT
Funcioneltes ~ Formal Verification Me-L MC-0  MC-LMC-B |MC-LMC-BRF| TP MC-LRF RF MC-B  MC-BRF  MC-BRF  MCLTP | MC-LTP | MC-B
Large-scale Verification Technique | FLYPORPAR ~ BMC  BMCSYM scT SCT | SMCSYM COMPOR  BMC  COMPAR  COM PARSCT | SYMSCT FLY
Modek-based Testing No YES NO YES NO YES NO NO YES NO YES NO NO
Language  Non-determinism INT EXT INTEXT | INTEXT | INTEXT | INTEXT  INTEXT INT INTEXT  INTEXT  INTEXT INT INT
Expressiveness. Concurrency ASYNCH NO SYNCH NO NO SYNCH  ASYNCH  ASYNCH  ASYNCH  ASYNCH A/SYNCH | ASYNCH | AISYNCH
Timing Aspects NO YES YES NO NO YES YES YES NO YES YES NO NO
Stochastic or Probabilistic Aspects No NO NO NO NO YES NO NO NO YES NO No NO
Modularity of the Language HIGH HIGH MEDIUM Low LOW | MEDIUM HIGH HIGH HIGH HIGH MEDIUM | MEDIUM HIGH
Supported Data Structures BASIC  COMPLEX COMPLEX | COMPLEX | COMPLEX | COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX | COMPLEX | COMPLEX
Float Support NO YES YES NO NO YES NO NO NO NO NO NO NO
Tool Flexbity  Backward Compatibiity LIKELY  LIKELY  LIKELY LIKELY ~|MODERATE | LIKELY MODERATE LIKELY  LIKELY  LIKELY MODERATE | MODERATE | MODERATE
Standard Input Format OPEN PARTIAL  OPEN OPEN OPEN | PARTIAL  OPEN  PARTIAL STANDARD  OPEN OPEN OPEN | STANDARD
Import | Export vs. Other Tools MEDIUM Low MEDIUM HIGH MEDIUM Low MEDIUM  MEDIUM HIGH HIGH MEDIUM Low MEDIUM
Modularity of the Tool Low HIGH Low HIGH MEDIUM HIGH Low Low HIGH MEDIUM Low Low MEDIUM
Team Support No NO NO NO YES NO NO NO NO NO NO NO NO
Maturiy Industrial Diffusion HIGH HIGH HIGH HIGH HIGH HIGH MEDIUM  MEDIUM  MEDIUM  MEDIUM Low MEDIUM Low
Stage of Development MATURE _ MATURE _ MATURE | WATURE | MATURE | MATURE  MATURE  MATURE  MATURE  MATURE  MATURE | MATURE | PROTOTYPE
Usebilty Availability of Customer Support PARTIAL YES PARTIAL YES YES YES PARTIAL  PARTIAL  PARTIAL  PARTIAL  PARTIAL | PARTIAL | PARTIAL
Graphical User Interface LIMITED YES NO PARTIAL | PARTIAL YES LIMITED  PARTIAL  LIMITED  PARTIAL No LIMITED | PARTIAL
Mathematical Background MEDIUM BASIC  MEDIUM | MEDIUM |ADVANCED | MEDIUM ADVANCED MEDIUM ADVANCED ADVANCED ADVANCED | ADVANCED ~MEDIUM
Quality of GOOD _ EXCELLENT _ GOOD GOOD  |EXCELLENT| GOOD  EXCELLENT  GOOD GooD GooD GooD GoOD | LIMITED
Company  Cost FREE PAY MIX FREE FREE MIX MX FREE MIX FREE FREE FREE FREE
Constrainis  Supported Platforms AL ALL ALL ALL AL ALL AL Windows ALL ALL ALL ALL ALL
Complexity of License Management EASY  ADEQUATE  EASY EASY EASY |MODERATE MODERATE ~ EASY  MODERATE  EASY EASY EASY EASY
Easy to Install YES YES YES YES YES YES YES YES PARTIAL YES YES YES YES
Raiway-speciic CENELEC Certification NO PARTIAL NO [ NO No NO NO No NO NO NO NO
Crieria Integration in the CENELEC Process MEDIUM YES MEDIUM YES YES MEDIUM  MEDIUM  MEDIUM  MEDIUM Low Low Low MEDIUM
SPIN  Simulink  nuXmv ProB  Atelier B UPPAAL  FDR4 CPNTools CADP  mCRL2 SAL TLA+ umc

Fig. 6. Evaluation table. (©2021 IEEE. Personal use is permitted, but republication/
redistribution requires IEEE permission. Reprinted (and annotated) with permission
from IEEE Transactions on Software Engineering [55].

We note that ProB and Atelier-B stand out for project management and
score well on tool flexibility (Atelier-B is the only tool including team support),
usability and maturity; TLA+ much less.

We selected a subset of seven tools for the usability evaluation, excluding
those requiring advanced mathematical background (except for Atelier-B, since
it is one of the few tools used in the development of real-world railway products,
cf. “Integration in the CENELEC process” in Fig.6) and those for which it is
known from the literature that they are inadequate for handling industry-size
problems. We performed the usability evaluation of the resulting seven tools
(SPIN, Simulink, nuXmv, ProB, Atelier-B, UPPAAL and UMC) with railway
experts adopting the following methodology.

First, the assessors developed a model of the moving block system for each
of the tools. The experts were already familiar with the sample system, which
has moreover been used as a reference by other papers in the literature [34,56].

Next, the different characteristics of the tools were illustrated in a 3 h meeting
with the experts, using the predeveloped models as reference. The experts were
asked to evaluate the usability of each tool based on their first impression. After
an introduction, each tool was presented in a 15 min demo, covering the tool’s
general structure, then opening, navigating and describing the model, followed
by a guided simulation and a description and presentation of a formal verifica-
tion session. After the presentation of each tool, the experts filled a usability
questionnaire for the tool.

We used the widely adopted System Usability Scale (SUS) questionnaire of
Brooke [31,32], following Brooke’s guidelines [31] to calculate the SUS score and
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Bangor et al. [10] for the interpretations for the scores: 100 = Best Imaginable;
85 = Excellent; 73 = Good; 52 = OK; 39 = Poor; 25 = Worst Imaginable.

Figure 7 presents the results of the SUS questionnaire. The tool that clearly
stands out as being considered the most usable is Simulink (SUS Score = 76.39),
with ProB (62.22) as runner-up, whereas Atelier-B (45.56) is considered among
the least usable tools, which is attributed to the refinement-based theorem-
proving approach that requires mastering advanced skills. Overall, tool usability
is acceptable, given the average SUS Score (56.67) between OK and Good.

80

60

40

SUS Score

20

nuXmv  Atelier B SPIN umMc UPPAAL ProB Simulink AVERAGE

! !

Fig. 7. SUS scores for the different tools. (©2021 IEEE. Personal use is permitted,
but republication/redistribution requires IEEE permission. Reprinted (and annotated)
with permission from IEEE Transactions on Software Engineering [55].

4 Success Stories

In this section, we briefly discuss some of our experiences in applying rigor-
ous state-based formal methods and tools to case studies that resulted from
our participation in European Shift2Rail projects like ASTRail and 4SECURail
and Italian regional projects like TRACE-IT, STINGRAY and SmaRIERS with

industrial partners from the railway domain.

4.1 Next Generation Railway Signalling Systems

The railway domain is known to be cautious concerning the adoption of techno-
logical innovations, in particular when compared with other transport domains.
Hence, while satellite-based positioning systems are in use for quite some time
now in the avionics and automotive domains, current railway signalling systems
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Fig. 8. ERTMS/ETCS Level 3 moving block railway signalling (reprinted from [17]).

still typically use traditional ground-based train detection systems with fixed
block distancing. So-called ERTMS/ETCS Level 2 signalling systems make use
of trackside equipment like track circuits or axle counters for exact train position
detection and train integrity supervision and of fixed blocks starting and ending
at signals, with the block sizes being determined by parameters like the speed
limit, the train’s speed and braking characteristics and the drivers’ sighting and
reaction times. Yet, the faster trains are allowed to run, the longer their worst-
case braking distance, resulting in an increased safety distance and a decreased
line capacity. Therefore, to increase the competitiveness, robustness and attrac-
tiveness of the railway domain, a recognised challenge consists of transitioning
to the next generation of railway signalling system based on effective, precise
moving block signalling systems by GNSS-based satellite positioning [58,78].

Such next generation ERTMS /ETCS Level 3 signalling systems no longer rely
on trackside equipment for train position detection and train integrity supervi-
sion, but an onboard odometry system is responsible for monitoring the train’s
position and autonomously computing its current speed. This onboard unit fre-
quently sends the train’s position to a radio block centre which, in turn, sends
each train a movement authority, computed by exploiting its knowledge of the
position of the rear end of the train ahead (cf. Fig.8). The resulting moving
block signalling systems allow trains in succession to close up, since a safe zone
around the moving trains can be computed, thus considerably reducing head-
ways between trains, in principle to the braking distance (cf. Fig. 9). This allows
for more trains to run on existing railway tracks and the removal of trackside
equipment moreover results in lower capital and maintenance costs [58].

Starting with our involvement in ASTRail, we contributed to the many exper-
iments and case studies being conducted and validated before actually moving
to ERTMS/ETCS Level 3 signalling systems [4,7,12,13,16,28,29,34,42,47,63,
77,88]. In [13,16], we presented Simulink [43] models for a simplified moving
block specification with only one train, and used UPPAAL SMC [46] for for-
mal verification and sensitivity analysis based on Statistical Model Checking
(SMC) [5,75].

In [17], we presented an extension and refinement of the aforementioned
UPPAAL model, consider more trains which concurrently communicate with the
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Fig. 9. Safe braking distance between trains for fixed block and moving block signalling
(Image courtesy of Israel.abad/Wikimedia Commons distributed under the CC BY-SA 3.0 license).

same (trackside) radio block centre. The movement authority that was previously
considered constant, was now computed dynamically according to the traffic on
the railway line, and in particular the tail of the train ahead. The physical
behaviour of the trains was tuned and validated according to parameters about
high-speed trains from the literature [69]. We formally verified the correctness
of the function that computes the movement authority, formalised in first-order
logic. The concurrent nature of the radio block centre led to the detection and
mitigation of corner cases. We also carried out experiments to validate candidate
parameter setups to reduce the risk of trains exceeding their movement authority.

4.2 Synthesis of Autonomous Driving Strategies

In [18], we performed the first application of synthesis techniques to autonomous
driving for next generation railway signalling systems. As described in the pre-
vious section, the Simulink and UPPAAL SMC models from [13,16] offered the
possibility to fine tune communication parameters that are fundamental for the
reliability of their operational behaviour; however, they did not account for the
synthesis of autonomous driving strategies. In [18], we presented a UPPAAL
Stratego [45] model (i.e., a stochastic priced timed game) of a satellite-based
moving block railway signalling system that does account for autonomous driv-
ing. The autonomous driving module was not modelled manually, but it was
synthesised automatically as a strategy based on a safety requirement that the
model must respect, after which both standard and statistical model checking
were applied under the resulting (safe) strategy. We moreover considered relia-
bility aspects, and the autonomous driving strategy also provided guarantees for
the minimal expected arrival time. It must be noted that the original model had
to be simplified considerably to undergo strategy synthesis and verification, since
UPPAAL SMC scales well to large systems by applying simulations rather than
full state-space explorations whereas UPPA AL Stratego requires full state-space
exploration of the timed game for strategy synthesis.
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This was our first experience with strategy synthesis and optimisation of
a case study from the railway domain and also with UPPAAL Stratego. This
is a very recent formal methods tool which has not been much experimented
with. In fact, while developing the model we ran into corner cases that needed
interactions with the developers, which led to the release of new versions, with
patches fixing the issues discovered through our modelling efforts.

A promising line of future research would be to adapt the statistical syn-
thesis techniques described in [66] to learn safety objectives, thus avoiding the
full state-space exploration (as currently performed in UPPAAL Stratego) while
guaranteeing the scalability of SMC. This would enable the modelling of more
complex case studies from the railway domain.

4.3 Smart Railway Systems and Stations of the Future

Traditionally, railway stations have a private energy distribution and communi-
cation system, mainly to ensure uninterrupted power supply and security. How-
ever, there are important drawbacks, such as prohibiting proper integration in
the smart cities concept by exploiting information between different transport
systems (e.g., bike sharing, car sharing, urban transport) and failing to benefit
from state-of-the-art energy-saving techniques. In STINGRAY and SmaRIERS,
we aimed to enhance the integration of railway stations into smart cities of the
future and study advanced energy-saving techniques. In this section, we report
work on two project case studies on smart energy consumption.

In [14], we performed a comparison of formal methods tools by experiment-
ing the modelling and analysis features of Mdbius [38] and UPPAAL SMC. As
in Sect.3, we applied both tools to the same case study. This time, the fea-
tures on which we compared them ranged from modelling (e.g., communication
primitives and delay distributions) to property specification (e.g., measures of
interest) and experiments and presentation of results (e.g., experiment param-
eter setup). The case study concerns a cyber-physical system from the railway
domain, namely a railroad switch heater that is meant to assure the correct
operation of switches in case of ice and snow through a central control unit
in charge of managing policies of energy consumption while satisfying reliabil-
ity constraints. It contains physical components (the heater), cyber components
(the heating policies and the related coordinator), stochastic aspects (failure
events and weather forecasts), and logical /physical dependencies. The models
and analyses with stochastic activity networks and Mobius were originally pre-
sented in [19], whereas those with stochastic hybrid automata and UPPAAL
SMC were originally presented in [20].

To improve their usability, we concluded that M&bius could provide primitive
support for non-anonymous replicas and channel communication (a suggestion
which has since been implemented by the tool’s developers), graphical visuali-
sation of data and primitive support for ordinary differential equations, whereas
UPPAAL SMC could provide primitive support for batches of experiments with
different parameters (a suggestion which was well received by one of the tool’s
main developers) and further distribution delays (e.g., deterministic time).
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In [24], we addressed the design of future smart station lighting manage-
ment applications, which aim to reduce station illumination whenever (time)
and wherever (space) possible while guaranteeing minimum illumination levels
as required by current legislation. The (ceiling) lights (LEDs) along a station’s
platforms are equipped with a data acquisition module called MADILL. A C-
MAD unit collects the messages from each MADILL and it is equipped with
brightness sensors and commands to switch lights on, off, or dim them—either
individually or for groups of lights.

We considered user-experience related requirements like “passengers should
always be able to rely on an illuminated pathway when getting off or on a
train, from the main entrance, to the platform”, to avoid passengers transiting or
waiting in non-illuminated areas, with the associated risks (e.g., theft or injury),
or “there should be an illumination level greater than = on platforms where a
train is about to arrive, even if the train is late”. Such requirements are inherently
spatial or spatio-temporal, as they deal with the possibly complex reachability
relations and pathways of a train station. We envisioned how to tackle these
concretely by applying spatial model-checking techniques and the VoxLogicA
tool [27,37], as illustrated in Fig. 10 through images produced by VoxLogicA.

Fig. 10. Illustration of an experiment aimed at identifying poorly illuminated platform
areas. Top-left: Pistoia station. Blue squares: a design with MADILL units, clearly
insufficient in number. Red squares: some C-MAD units. Green squares: indicate the
platforms open to the public. Top-right: illumination computed using an attenuation
formula with VoxLogicA (overlay is made with an external program). Bottom-left:
by a threshold on the illumination value, areas that are sufficiently illuminated have
been computed (output from VoxLogicA). Bottom-right: the parts of the platforms
that are not sufficiently illuminated are computed using VoxLogicA (shown in white).
(Color figure online, reprinted from [24]).
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5 Conclusion

Railway transportation by train, metro or tram is among the most environmen-
tally friendly and energy-efficient means of transportation. In the near future,
the railway domain is expected to contribute significantly to the European Green
Deal by improved digitalisation and data analytics'®. Current challenges include
the extension of formal methods and tools to cope with Al-based systems, such
as equipping verification tools with certificate generation, and their integration
into the CENELEC standards [86]. There are, however, several limiting factors.

First, we need to close the gap between semi-formal models that are popular
and suitable to communicate with industry and the formal models that are
required to apply formal methods tools in safety-critical domains, like railways.
Furthermore, each formal methods tool currently requires modelling expertise in
a different input language and expert knowledge of different analysis techniques,
making it important to pick the right tool based on input from industry and
the requirements at hand. While it is no problem, or even a plus, for our FMT
lab to host researchers with many different and complementary expertises, in-
house expertise on formal methods tools is rare in industry (AWS and ASML
are notable exceptions [23]).

Hence, the road to success that we foresee is to start from the basis, i.e., we,
together with many experts [60], advocate a prominent role of formal methods
in computer science education. First, there is the importance of formal methods
thinking in computer science education [49], which provides the necessary rigour
in reasoning on correctness, and the fundamental skill of abstraction [73]. Then,
there is the importance of knowing formal methods [33], since the skills and
knowledge acquired from studying formal methods provide the indispensable
solid foundation that forms the backbone of computer science practice. This is
confirmed by the recent increase in using formal methods in industry [23,60],
not limited to the safety-critical domain.
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