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Abstract

Team automata have been proposed as a
formal framework for modelling both the con-
ceptual and the architectural level of group-
ware systems. They are defined in terms
of component automata together with an in-
terconnection mechanism which is based on
shared actions (synchronizations). Compo-
nents can be combined in a loose or more tight
fashion depending on which actions are to be
shared, and when. The formal set-up makes it
possible to distinguish between, e.g., master-
slave and peer-to-peer synchronizations and to
classify team automata based on the mode of
synchronization. Since a team automaton can
be used as a component in a higher-level team,
the framework allows for the representation of
hierarchical systems. As an example, using a
spatial access metaphor, we will consider some
access control strategies in the context of team
automata.

1 Introduction

Computer Supported Cooperative Work (CSCW for
short) is concerned with understanding how people
work together, and ways in which technology can as-
sist. By the nature of the field this technology mostly
consists of multi-user software, so-called groupware.
CSCW is a rapidly developing field which benefits
from the evolution and formulation of basic ideas
and intuitions. Our understanding of such concep-
tual ideas is enhanced when they are accompanied
by formal versions which require an exact formula-
tion of basic features. Such formalizations make anal-
ysis possible and properties can be rigourously proved.
With the increase of the complexity of groupware sys-
tems, abstractions tend to be especially useful. Thus,
CSCW has a need for developing a precise and consis-
tent terminology. Moreover, at the architectural level,

CSCW needs a rigorous framework to describe, com-
pare and contrast groupware systems.

Team automata have been introduced in [13] ex-
plicitly for the specification and analysis of CSCW
phenomena and groupware systems. The set-up of the
model makes it possible to clarify and capture pre-
cisely notions related to coordination and collabora-
tion in distributed systems. Team automata consist of
an abstract specification of the components of a sys-
tem and allow one to describe different interconnec-
tion mechanisms based upon the concept of “shared
action”. Components can be combined in a loose or
more tight fashion depending on which actions are to
be shared, and when. Such aggregates of components
can then in turn be used as components in a higher-
level team.

Team automata thus fit nicely with the needs
and the philosophy of groupware systems. Moreover,
thanks to the formal automata theoretic set-up, results
and methodologies from automata theory are appli-
cable. While inappropriate for capturing aspects of
group activity such as social aspects and informal un-
structured activity, the model has proved useful in var-
ious CSCW modelling areas. A spectrum from hard-
ware components to protocols for interacting groups
of people can be modelled by team automata.

Team automata are an extension of and inspired
by Input/Output automata (see, e.g., [23]). They are
related to Vector Controlled Concurrent Systems (see,
e.g., [18], [20] and [21]), Petri nets (see, e.g., [29] and
[30]), and other models of concurrent and collabora-
tive systems ([28]).

This paper surveys some aspects of team automata
as investigated in [3] and employed in [4], where ac-
cess control mechanisms are considered in the context
of the team automata model. Proofs of claims made in
the sequel can mostly be found in those papers. A few
definitions in a very condensed form are given only to
avoid ambiguities and may be skipped on first reading.
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The organization of the paper is as follows. First
team automata are introduced, followed by an expo-
sition of their possibilities to define hierarachies by
iteration. Next we focus on different types of synchro-
nization. Then the question of how to (uniquely) con-
struct team automata satisfying certain synchroniza-
tion constraints is considered. To conclude this more
or less technical survey team automata are compared
with I/O automata and Vector Controlled Concurrent
Systems. All this is accompanied by a few small ex-
amples intended to illuminate some of the technical
details. In a final section we present a more realis-
tic example which demonstrates how some well-known
access control policies can be given a rigorous formal
description in terms of synchronizations in team au-
tomata. The conclusion of the paper reflects on the
use of team automata in the design of CSCW systems.

2 Some notation

The following notations are used frequently through-
out this exposition. Let Z C N be a set of indices
given by Z = {i1,i»,...} with i; < ¢ if 1 < j <[
For sets Vi, i € Z, we denote by [[,.; Vi the Carte-
sian product {(vi,,vi,,...) | vi; € Vi, forall j > 1}.
If v, € Vi, for all i € 7, then [[,.;v; denotes
the element (vj,,vi,,...) of [[Vi. If Z = 0, then
[I,czVi = 0. In addition to the prefix notation
[I;cz Vi or [[;c7 vi for a Cartesian product, we also
use the infix notation V;, x Vi, X -+ or vy, X v, X -+,
respectively. Let A C [[,c;Vi. Then, for j € T,
proj; : A — Vj is defined by proj;(ai,,ai,,...) =
aj. For J C I, proj; A = [liesVi is de-
fined by proj;(a) = [];c;proj;(a). We use proj; %!
and proj Jm as shorthand notations for double pro-
jections, thus proj;1%(a,b) = (proj;(a), proj;(b)) and
proj,(a, b) = (proj, (a), proj, (b))

3 Team automata

A team automaton consists of component automata,
combined in a coordinated way such that they can
perform shared actions. Within a team, component
automata can simultaneously participate in an action
(i.e. synchronize on this action) or remain idle. The
choice for a specific interconnection strategy (which
components synchronize on what actions, and when)
is based on what one wants to model, and this choice
gives the team automata framework a high level of
flexibility.

The basic concept underlying both team and com-
ponent automata is a labelled transition system, which
captures the idea of a system with states (configura-
tions, possibly an infinite number of them), together
with actions the executions of which lead to (non-

deterministic) state changes as described by the la-
belled transitions in its transition relation. These
transition systems come equipped with a set of initial
states from which they can start their executions.

Definition An initialized labelled transition sys-
tem is a construct A = (@, X,0,I), where @ is its set
of states, possibly infinite, ¥ its alphabet of actions,
such that QN =0, 5 C Q x X x Q its set of (labelled)
transitions and I C () its set of initial states.

Let a € ¥. The set of a-transitions of A is denoted
by d. and is defined as d, = {(¢,¢") | (¢,a,q') € d}.
An a-transition (g,q) € J, is called a loop (on a) and
a is enabled in an automaton at a state g if there is a
state ¢’ such that (g,q") € 6,-

The set of (finite) computations of A is de-
fined as {goaiqias - angn | @@ € I, n > 0and
(¢i; ait1,qi+1) €9, for all 0 <i < n}.

A component automaton is an initialized labelled
transition system (ilts for short) together with a classi-
fication of its actions. The actions are divided into two
main categories, one of which is subdivided into two
more categories. Internal actions have strictly local
visibility and can thus not be used for communica-
tion with other components, whereas external actions
are observable by other components. These external
actions can be used for communication between com-
ponents and are divided into input actions and out-
put actions. As formulated in [13]: ”input actions are
not under the local system’s control and are caused
by another non-local component, the output actions
are under the system’s control and are externally ob-
servable by other components, and internal actions are
under the local system’s control but are not externally
observable”.

When describing a component automaton, one of
the design issues that thus has to be considered is the
role of the actions within that component in relation
to the other components within the system.

Definition A component automaton is a con-
struct C = (Q, (Zinp, Zout, Lint),0,1) such that
(Q, inp UZout U nt, 9, I) is an ilts, called the under-
lying ilts of C, and X;,;, Towr and X;,¢ are mutually
disjoint alphabets called the input, output and inter-
nal alphabet of C, respectively.

The computations of a component automaton are
the computations of the underlying ilts. Given a
computation one may choose to focus on certain de-
tails while filtering away others. In this way, records
are made of computations and a certain notion of be-
haviour can be chosen. A standard behavioural notion
obtained in this way is the language of the system,
which is derived from the computations by deleting
the states while preserving the actions. In general
however, given the different roles actions may have in
a component automaton one may also opt, e.g., for



information on only external actions. In this exposi-
tion, we will mainly refer to computations and only
occasionally say something about behaviour.

We now turn to the definition of a team automa-
ton formed from component automata. Let us fix S =
{C; | i € I}, acollection of component automata. Here
7 is a (possibly infinite) set of positive integers used
to index the component automata involved. For each
i €Z, welet C; = (Qi, (Zi,inp, Liout, Siyint ), 0, I;) be
a fixed component automaton.

When composing a team automaton from S, we
require first of all that the internal actions of these
components are private, i.e. uniquely associated to one
component automaton. This is formally expressed by
stating that, for all i € Z, 3; ;t N UjeZ\{i} ;= 0.
Thus no internal action of any component automaton
from S may appear as an action in any of the other
component automata in S. If this is the case, then S
is called a composable system. Note that every subset
of a composable system is again a composable system.

So let us assume for the sequel that S is a com-
posable system. The state space of any team automa-
ton T formed from S is the product [[;.;Q: of the
state spaces of the component automata of S, with
the product J];,.7I; of their initial states forming the
set of initial states of 7. The transition relation of
such T is defined by allowing certain synchronizations
and excluding others and is based solely on the tran-
sition relations of the components.

Definition Let a € |J;c7 Xi. The complete tran-
sition space of a in S is denoted by A,(S) and is de-
fined as Aq(S) = {(q,q') € [1;cz Qi x [1;czQi | 37 €
T: proj;j®(q,q') € 6;4 and (Vi € T : [proji®(q,q') €
di,a] or [proji(q) = proji(q')])}-

Thus the complete transition space A,(S) consists
of all possible combinations of a-transitions from com-
ponents of S, with all non-participating components
remaining idle. It is an explicit requirement that at
least one component is active, i.e. performs an a-
transition. The transitions in A,(S) are referred to
as synchronizations (on a). A,(S) is called the com-
plete transition space of S because whenever a team
automaton 7 is constructed from S, then for each ac-
tion a, all a-transitions of 7 come from A,(S). Con-
sequently, the transformation of the state of the team
automaton is defined by the local state changes of the
components that participate in the action that is exe-
cuted. When defining 7, for each action a, a specific
subset of its complete transition space has to be cho-
sen. For an internal action however, each component
retains all its possibilities to execute that action and
change state. Note that since S is a composable sys-
tem, synchronizations on internal actions never involve
more than one component.

The alphabets of actions of any team automaton

formed from S are uniquely determined by the alpha-
bets of actions of the components of S. The internal
actions of the components will be the internal actions
of the team automaton. Each action which is output
for one or more of the component automata is an out-
put action of the team automaton. Hence an action
that is an output action of one component and also
an input action of another component, is considered
an output action of the team. The input actions of
the component automata that do not occur at all as
an output action of any of the component automata,
are the input actions of the team. The reason for this
construction of alphabets is again based on the intu-
itive idea of [13] that when relating an input action
a of a component automaton to an output action a
of another component, the input may be thought of
as being caused by the output. On the other hand,
output actions remain observable as output to other
automata.

Definition A team automaton over S is a con-
struct 7 = (Hiez Qi, (Einp; Yout Eint): J, HiEI Ii)
such that X;,;; = UieI Zi,inta Yout = UiEZ ELouta
Einp = (UiEI Ei,inp) \ Yout, and d - Hiel Qi x
Y x [];ez Qi where ¥ = Xy, U Yoy U Xy, is such
that for all a € ¥, §, C A,(S), and moreover §, =
AQ(S) if a € it

The definition of the alphabets of actions of a team
automaton over S together with the composability of
S guarantee consistency in the sense that in a team
automaton every action appears exclusively as an in-
put, output or internal action. As a consequence,
every team automaton is again a component automa-
ton, which in its turn could be used as a component in
a higher-level team, an issue to which we return later.
Since team automata are component automata, their
behaviour can be described using computations.

Summarizing, we note that all team automata over
a given composable system thus have the same set of
states, the same alphabet of actions — including the
distribution over input, output and internal actions —
and the same set of initial states. They only differ by
the choice of the transition relation, which is based on
but not fixed by the transition relations of the com-
ponent automata. We are thus not concerned with
so-called reduced automata, in which all states and
transitions are useful, a notion which depends on the
transition relation. Due to the freedom of choosing
a d, for each external action a, a composable system
does not uniquely define a single team automaton.
Instead, a flexible framework is provided within which
one can construct a variety of team automata over the
composable system.

When designing a system as a team automaton,
one chooses a specific transition relation with a spe-
cific protocol in mind. Certain synchronizations be-



tween component automata may be excluded even
if the action could occur according to the current
local states. As we will see later, fixed strategies
for choosing transition relations in a predetermined
way can be described, which lead to uniquely defined
team automata. An example of such a strategy is the
rule to include, for all actions a, all and only those
a-transitions in which all component automata partic-
ipate that have a as one of their actions. This leaves
no choice for the transition relation, and thus leads
to a unique team automaton. Constructing the tran-
sition relation according to this particular strategy is
very natural and often presupposed implicitly in the
literature (see, e.g., [23], [17] and [5]). Note that the
freedom of the team automata model to choose tran-
sition relations offers the flexibility to distinguish even
the smallest nuances in the meaning of one’s model.
Leaving the set of transitions of a team automaton
as a modelling choice is perhaps the most important
feature of team automata.

Ezample 1 Let us now consider a simple example,
in full described in [3] but originally from [13], where
it was presented to illustrate the concept of team au-
tomata.

Consider the three component automata Ci, Ca,
and C3, as depicted in Figure 1.

Cq: Ca: Cs:
ay a @ (as aj

D= ¥ ons B0

b b b

@)

Fig. 1: Three component automata

Each C; has two states g;, g, with ¢; as its only initial
state. The actions a; and a} are the internal actions of
C; and all a; and a} are distinct symbols and different
from b. Hence {C1,C2,C3} is a composable system.

Action b is a common observable action of the three
component automata. We choose b to be an output
action of C; and (> and an input action of Cs.

Now the transition relations are as depicted in Fig-
ure 1. Thus 6;, = {(¢:,¢})}, fori = 1,2,3, and for j =
1,2 we have d;4, = {(¢;,q;)} and 6., = {(q}, )},
and G0, = (23, 45)} and dg.; = {(d5.4)}-

Clearly, each team automaton T over {C1,C2,C3}
is of the form T = ([[; ci<3 Qi (Binps Zout> Zint), 6,
{((11,Q2,CI3)}) with Einp :_w_: z:oui& = {b}; Eint = {ala
al,as,ah,as,at} and only ¢ as a variable parameter.
In fact, since all a; and a} are internal actions, §, =
A,({C1,C9,C3}), for each a € {aj,a},az2,ah,as,as},
and there is only a choice of which synchronizations
on b to include in 6.

We consider different options leading to the three
team automata 7y, 72 and T3.

First of all, one could require that all and only
those synchronizations on b are allowed that involve all
components that have b as an (observable) action. In
this case we set 0, = {((¢1,92,43), (¢}, 4d5,95))}- Hence
in every computation of the resulting team automaton
T1, action b is executed at most once.

Another possibility is the scenario that C; and Cs
synchronize on their output action b and, moreover,
that the input action b of C3 cannot be executed un-
less it is caused by the output action b of the other
components. Now one can make even more distinc-
tions:

if C3 has to execute b whenever the other compo-
nents do, we are back in the first situation;

if C3 has to execute b whenever the other compo-
nents do, provided it is ready to do so (enabled), then
we have 0y = {((q1,42,43), (¢}, a5, 43)), ((q1,02,45),
(q1,d5,4%))}, and thus the resulting team automaton
7> has computations with any number of synchroniza-
tions on b, but C3 is involved only in the first one;

if C3 has an option to execute b or not when-
ever the other components do, then we have
o = {((q1,92,93), (41,95, 43)), (01,42, 43), (41, 45, @3)).
((Q17QZ7q3)7 (qia qéaq3))7 }7 and in this case team au-
tomaton 73 has computations with any number of syn-
chronizations on b, with C3 involved in at most one of
them.

Of course, there are many more possibilities, like
dropping the requirement that C; and Cy should al-
ways synchronize on b. Hence even this small example
shows a range of possibilities for the design of connec-
tions between the components in a system.

A final observation to be made in this section is
that within the formalization of a team automaton
over a composable system, no explicit information on
loops is provided. That is to say, in general one cannot
distinguish whether or not a component automaton
with a loop on a in its current local state takes part
in the team automaton’s synchronization on a. This
component may either have been idle or, after having
participated in the action a starting from the global
state, it may have returned to its original local state.

Example 2 Consider the three component au-
tomata C1, Cy and Cs, as depicted in Figure 2(a).

(a) (b)

C1: Cgi a T:
(p,q,7)
5’@ 5@ ny
Cgl
(r—2—") (1) par)

5

Fig. 2: Three component automata and a team automaton



C1 and Cy each have only one state, p and ¢, respec-
tively, which are their initial states. C3 has two states,
r and 7', of which r is its initial state. Both C and Cs
have {a} as their output alphabet, while all other al-
phabets of the three component automata are empty.
Hence {C1,C2,C3} is a composable system. The tran-
sition relations are as depicted in Figure 2(a).

Consider the team automaton 7 = ({(p,q,7),
(p,q,r’)},(@,{a},@),é,{(p,q,r)}), with  d, =
A,({C1,C9,C3}, over {C1,C2,C3}. Now one might
wonder which component automata participate when
the a-transitions of this team are executed.

First consider the execution of the loop on a in
T. Clearly C; does not participate as it cannot exe-
cute a at all. Also C3 does not participate since a is
not enabled in 7/ (there is no a-transition leaving r').
However, since in every transition of a team automa-
ton at least one component is required to participate,
it must thus be the case that C» does participate by
executing its loop on a.

Secondly, consider the a-transition from (p,q,r)
to (p,q,7") in T. Clearly C; is not involved. On the
other hand, C3 is responsible for the local state change
from 7 to r’ and thus participates by executing a. But
what about Co — does it participate by executing its
loop on a or does it remain idle during this execution
of a by the team?

As we have seen in Example 2, information on the
actual execution of loops by the components is lacking
in the definition of a team automaton. Nevertheless,
in order to relate the computations of a team to those
taking place in the components one can simply ap-
ply projections. We thus resolve the problem of loops
by implicitly assuming that the presence of a compo-
nent’s loop in a transition of a team implies execution
of that loop. This may be considered as a “maximal”
interpretation of the components’ participation.

Definition Let 7 = (HieZ Qi Binp, Xouts Zint),
3, L;ez Ii) be a team automaton over S and let j € 7.
The projection on C; of a computation w of T is de-
noted by ¢, (w) and is defined recursively as follows.
(1) If w = g, for some ¢ € [[;c; [i, then 7¢;(w) =
proj;(¢). (2) If w = w'qaq’, for some computation
wlq of T: qaql € HiEI Ql and a € Zinp U Zout U Zinta
then 7¢, (w) = ¢, (w'q) if projj[Q](q,q’) ¢ 0. and
e, (w) = 7, (w'q)aproj;(q') if projj[2] (g,4") € 0j.q.

Since computations of team automata are se-
quences of synchronizations, a projection on the j-th
component yields computations of that j-th compo-
nent. Hence team computations are composites of the
components’ computations. However, due to the fact
that the transition relation of a team automaton is
only required to be a subset of the complete transi-
tion space, not every computation of a component of
a team is used in a computation of that team.

4 Subteams and iteration

For this and the next two sections we let S = {C; |
i € I} as before be a fixed but arbitrary, composable
system and we let 7 = ([],cz Qis (Zinp, Zout, Zint),
3,1 1;ez Ii) be a team automaton over S.

By focussing on a subset of the components in S,
a subteam within 7 can be distinguished. Its tran-
sitions are restrictions of the transitions of 7 to the
components in the subteam. Its actions are of course
the actions of the components involved. To allow for
the use of the subteam as an independent team over a
subset of S, its actions are classified without the con-
text provided by 7. Hence, whether an action is in-
put, output or internal for the subteam only depends
on its roles in the components forming the subteam
rather than on how it is classified in 7. This means
in particular that an action which is an output action
of T is an input action for the subteam whenever this
action is an input action of at least one of the compo-
nents of the subteam and no component automata are
considered which have this action as an output action.

Definition Let J C Z. The subteam of T de-
termined by J is denoted by SUB;(T) and is de-
fined as SUB;(T) = (HjeJ Qj, (Eginp, Jouts 2d,int),
5J7Hj€J Ij)7 where ZJ,z'nt = Uje] Ej/inlh EJ7out -
UjGJ ijut; E.],inp = (UjEJ Zj,z'np) \ EJ7out; and for
allae Xy = Uje] Eja (6J)a = pron[Q} (6a) n Aa({cj |
jeJ}).

The transition relation of a subteam of 7 deter-
mined by some J C Z, is obtained by restricting
the transition relation of 7 to synchronizations be-
tween the component automata in {C; | j € J}.
Hence in each transition of the subteam at least one
of the component automata is actively involved. This
is formalized by the intersection of proj;/(8,) with
Ao({C; | j € J}), for each action a, because in each
transition in this complete transition space at least
one component from {C; | j € J} is active.

Since {C; | j € J} is a composable system, it is
clear that the subteam SUB;(T) of T is again a team
automaton (over {C; | j € J}). Subteams can thus
be used as components and, as we will see, they can
be used to iteratively define the team automaton from
which they are derived.

Clearly, the subteam SUBz(T) of T determined by
7, i.e. by all components, is the team itself. However,
a subteam determined by a single component j € 7 in
general differs from C;, even if the difference between
Q; and [ Q; is ignored. This is due to the possibility
that within 7 not all transitions from the complete
transition spaces A,(S) are used and hence some a-
transitions from A,({C;}) may be missing. Thus if
T # {j}, then for each action a € X;; = X; we only



have projjm((d{j})a) C 0j, and not necessarily an
equality.

It is straightforward to extend the definition of the
projection of computations of 7 on a component C;
to projection on a subteam SUB 7 (T) (it suffices to
replace proj; by projy). Also in this case the pro-
jection on SUB7(T) of a team computation yields
computations of SUB 7(T).

Until now we directly defined team automata from
the component automata in S, but other routes are
also feasible. In particular, one might (iteratively)
form teams from (disjoint) subsets of S and then use
these as components for a higher-level team, until af-
ter a finite number of such iterations all components
from S have been used.

Ezample 3 Suppose that the composable system S
consists of seven component automata. Thus S = {C; |
1 <i < T}. Let Ti_7 be a team automaton over S.
Thus 7;_7 has the form (ngi§7 Qi Binp, Xouts Zint),
0,111 <;<7 Ii)- The structure of 7;_7 relative to the
components in S is depicted in the tree of Figure 3(a).

(@) Ti—7

C1 CyC3C4 C5 Cs C

1 2 L3 L4 L5 L6 L7 o) uﬁ

(b) T" Us
N “&

7127476} 7117375} Z/{l/\ Z/{Z Z/{3

g BN NN

Cy Cy Cg C1 C3 C5 Cy C1 C2 C3 C7 Cs Cs Cs

Fig. 3: Team automata constructed from {C1,C2,...,C7}
Now recall that every subset of a composable sys-
tem is itself a composable system. Thus one could
form a team automaton Ti; 463 over {C2,C4,Cs} and
a team automaton 7Ty 351 over {C1,C3,C5}. Then a
new team can be formed from 7Ty5 4 61 and Ty 3,5, since
— as observed earlier — every team automaton is a
component automaton and, moreover, C; = T{2.4,6}
and Cj = Ty 3,5) together form a composable system
S§' = {C},C}}. That S’ is a composable system is a
consequence of the composability of {C; | 1 <i < 7}
and the definition of team automata by which the in-
ternal actions of a team are exactly the internal ac-
tions of its components. Hence, the internal actions
of T¢2,4,6y do not occur as actions in Ty; 353 and vice
versa. In general, we have that teams over disjoint
subsets of components from a composable system form
again a composable system.

Now assume that a team automaton 7' over S’ has
been constructed. Then, with the same reasoning as
above, 7' and C7 together form a composable system
S" ={C{,CY}, with C{ = T" and C§ = C7 and we can
define a team automaton 7" over §”. The structure

of such 7" relative to the components in S, is depicted
in the tree of Figure 3(b).

In Figure 3(c), the tree for yet another route for
constructing a team automaton Us, starting from the
components in S, is depicted.

Let 7" be a team automaton over S" speci-

fied as T” = (P”a (Z;InpaZgutﬂzglnt)a(s”)lu)a for some
§" C P"x " x P" where " = ¥ UX/, U
X! .. Then by the definition of team automata

we immediately have 5, = ((U;e(2,4,6) Tisint) U
(Ui€{1,3,5} Ziﬂ'nt)) U E7,int = U1§i§7 Ei,z’nt- Likewise,
Yout = Uicicr Ziour and 5, = (Ui cicr Biinp) \
Ui<icr Zijout- Thus 7" has the same input, out-
put and internal actions as any team formed di-
rectly over S. Tts set P” of states, however, dif-
fers from the set of states of a team over S by
its nested structure and its ordering. By defini-
tion, P = ((Hie{2,4,6} Qi) % (Hie{1,375} Qi) x Q7 =
((Q2 x Q4 X Qg) X (Q1 X Q3 X Q5)) X Q7. Similarly,
I" = ((Ia x Iy x Ig) x (I1 x I3 x I5)) x I.

Also the team automaton Ug has the same
input, output and internal actions as any team
formed directly over S. The set of states of Us is

(((Q1 x Q2) x Q3) x (Q7 x Q4)) X (Q6 X Q5)-

Example 3 illustrates that, given the composable
system S, one may form teams over disjoint subsets
of components from S. These teams together with
the component automata not involved in any of these
teams are again a composable system, which can then
be used as the basis for the formation of still higher-
level teams. This leads to the following definition of
an iterated team automaton.

Definition A team automaton is an iterated team
automaton over S if it is either a team automaton over
S or a team automaton over {7; | j € J}, where each
T; is an iterated team automaton over {C; | i € Z;},
for some Z; C Z, and {Z; | j € J} forms a partition
of 7.

The notion of an iterated team automaton is a gen-
eralization of the notion of a team automaton: every
team over a given composable system S is also an it-
erated team over S. Conversely, a team formed itera-
tively over a composable system has, when compared
with the teams formed directly over S, the same al-
phabet of actions — including the distribution over in-
put, output and internal actions — and “essentially”
the same state space, transition space and set of ini-
tial states. The only difference lies in the ordering
and grouping of states coming from different compo-
nents. In [3] this difference has been formalized using
functions to unpack and reorder Cartesian products.
For the purpose of this exposition it is sufficient if we
simply reorder their state spaces (with respect to S).

Given a composable system S = {C; | i € I},
by reordering we can identify the state space of ev-



ery iterated team automaton over S with [[,.; Q;
and its set of initial states with HieI I;. For a state
p of an iterated team automaton over S, we write
(p) to denote its reordered version in [[;,.; Q. As
an example, let p = ((p1,p2,Pp3), (P1,Ps5,P6),p7) be a
state of the iterated team depicted in Figure 3(b).
Then (p) = (pa,p1,Ps5,P2,P6,P3,P7), an element of
H1§ig7 Qi

When reordering the state space, the transition
spaces obviously have to be modified accordingly.
This means that rather than considering transitions
(p,a,q) we reorder the states involved and consider
((p),a,{q)). We can thus relate the transitions of an
iterated team to transitions of teams formed directly
over S.

Let 7' be a team automaton over {7; | j € J},
where each 7; is an iterated team automaton over
{C; | i € Z;}, for some Z; C Z, such that {Z; | j € J}
forms a partition of Z. It is not too difficult to prove
that, for each action a in S, its complete transition
space in {7} | j € J} is after reordering included in
its complete transition space in S. Hence, the transi-
tions of any team over {7; | j € J} are the transitions
of a team over S. Consequently, iteration in the con-
struction of a team does not lead to an increase of
the possibilities for synchronization. In other words,
every iterated team over a composable system can be
interpreted as a team over that system, by reordering
its state space and transition space.

Conversely, however, one cannot simply apply an
inverse of the reordering to translate the team au-
tomaton T directly constructed from S, into a team
constructed according to a prescribed iteration from
S with still essentially the same transitions. That this
is in general not possible follows immediately from
the observation that iterated teams, like teams, are
equipped with only a subset of all possible synchro-
nizations. Thus, a given intermediate team 7; over
a subsystem S; of § may have a transition relation
that is properly included in the complete transition
space of §j. As a consequence, a composable system
{T; | j € J} may provide less transitions for the form-
ing of a team than {C; | ¢ € Z} does. This problem
is avoided by imposing the natural condition that for
each j, the transitions of the subteam of 7 determined
by Z; are reordered transitions of 7j.

Hence we may conclude that team automata
are naturally suited to describe hierarchical systems.
Both subteams and iterated teams can be treated as
team automata including the considerations concern-
ing their computations and behaviour and it suffices to
consider only the relationship between subteams and
team automata.

5 Synchronizations

In this and the next section ezt = J;c7(Zi \ Xijint)
is the set of external actions of the team automaton
T over S, and in fact of any team automaton over S.

This section discusses various natural ways of syn-
chronizing transitions within team automata. First we
focus on the individual actions of a team automaton
and distinguish three natural modes of synchroniza-
tion. We consider actions that are never used in syn-
chronizations between multiple components and ac-
tions on which all components that have this action
have to synchronize. The latter case is weakened by re-
quiring participation only if the components are ready
(in the right state to execute).

Let a be an action of T.

a is free in T if no a-transition of 7 is brought
about by a simultaneous execution of a by two or more
components. Thus, whenever a is executed by 7 only
one component is active in this execution.

a is action-indispensable (ai for short) in 7 if all
components which have a as one of their actions are
involved in every execution of a by 7. This means
that 7 cannot perform an a if one of the components
to which a belongs is not ready for it (a is not enabled
in that component at the current local state).

a is state-indispensable (si for short) in 7 if all ex-
ecutions of a by T involve all components in which a
is currently enabled. In this case 7 does not have to
“wait” with the execution of a until all components of
which a is an action are ready for it.

In Example 1 we have that b is ai and not free in
T1, it is si, not ai and not free in 75 and it is not si
and not free in 73.

As noted before, information on the actual execu-
tion of loops by components is missing in the transi-
tion relation of a team automaton. Therefore, in the
above classification of actions the presence of loops on
a in components is treated as if a is actually executed,
which is in accordance with the maximal interpreta-
tion of the components’ involvements adopted before.
In Example 2 we thus have that action a is not free
and not ai, but it is si.

Since an internal action of 7 is an action of only
one of the component automata, it is immediate that
every internal action is free, ai and si in 7. Further-
more, every action that is ai in 7 also satisfies the
weaker requirement of being si. So ai implies si, and
this is in fact the only dependency among the proper-
ties free, ai and si.

The property of an action being free, ai or si in T
is inherited by all subteams of 7 to which this action
belongs. Thusif J CZ anda € ¥y = Uje, Y, then a
is free (ai or si, respectively) in SUB (T ) whenever a
is free (ai or si, respectively) in 7. The converse is not



true in general. Consider, e.g., the team automaton
T3 defined in Example 1. The action b is neither free,
nor ai nor si in 73, although it is free, ai and si in the
subteam determined by {3}, which is a copy of Cs.

In fact, an action that is not free (ai or si) in a
team automaton, can be made free (ai or si, respec-
tively) in a subteam by dropping those components
that caused it not to be free (ai or si, respectively) in
T. Observe that in every subteam determined by a
single component, every action is free, ai and si. The
properties of being free, ai or si are carried over from
a subteam to the team as a whole if all components
that the action in question belongs to, are included in
the subteam.

In a team automaton where every action is ai, ev-
ery transition involves all components that have the
action to be executed in their alphabet. This implies
that any behaviour of such automata, when projected
on a component or subteam, yields the corresponding
behaviour of that component or subteam. Thus, for
such automata, we can extend earlier observation on
computations to behaviours: from a team behaviour a
component (subteam) behaviour can immediately be
extracted by deleting all actions that do not belong
to that component (or subteam)! This is not possible
when the execution of an action does not involve all
components to which it belongs.

Until now we have discussed synchronizations
while ignoring whether the action was input, output
or internal in certain components. Next we turn to the
different roles an action may have in different compo-
nents. Since internal actions belong to only one com-
ponent distinguishing between their roles in different
components is indeed not very relevant. External ac-
tions, however, may be input to some components,
and output to other components, and thus we con-
sider only external actions for the rest of this section.
First we separate their output role and their input role.
Since no external action of any team automaton over
S will ever be both an input and an output action for
one and the same component, we can define disjoint
input and output domains for each external action.

For a € Xy we have {j € T | a € X ;np} as the
input domain of a in S, and {j € Z | a € I oum}
as the output domain of a in S. These two domains
each determine a subteam of 7, to which we refer,
respectively, as the input subteam of a in T denoted
by SUBg,inp(T ) and the output subteam of a in T de-
noted by SUBg,out(T). If no confusion arises we omit
T and simply write SUBginp and SUBg oyu:. Note
that for every external action, at least one of its input
domain and its output domain is not empty. In case
the input (or output) domain of an external action is
empty, then its input (output) subteam is the trivial
automaton (9, (9,9, @), D, J).

Having determined for each external action a its
input and its output subteam, we can now identify
certain modes of synchronization relating to a in its
role as input or output action. First we look within
these subteams in which by definition a has only one
role and all components are peers, in the sense that
they are on an equal footing with respect to a. We
say that an input (output) action a is input (output)
peer-to-peer, if every execution of a involving compo-
nents of that subteam requires the participation of all.

T a € Zeavt
SUBa,inp””,, ,,,,,,,,,,,,,,,,,,,,,,,,, € Ej,znp
D a actlon/state— D .
R Tindispensable -
SUBav_of‘,t_, *********************** @76 Ej,out

Fig. 4: A team automaton with a strong/weak
input peer-to-peer action a

This obligation to participate can be explained in a
strong and in a weak sense. Strong simply means
that no synchronizations on a can take place unless
all components in the input (output) domain of a take
part. Weak means that synchronizations on a involve
all of the components in the input (output) domain of
a which are ready to execute a (in a state in which a
can be executed). Thus the notion of strong requires
that a is ai in its input (output) subteam, while the
notion of weak requires that a is si in its input (output)
subteam.
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Fig. 5: A team automaton with a strong/weak
output peer-to-peer action a



Since ai implies si, it is immediately clear that every
action which is strong input (output) peer-to-peer in
a team automaton, is also weak input (output) peer-
to-peer in that team automaton. This however does
not hold the other way around. For the output case
this follows from Example 2 since a is weak output
peer-to-peer but not strong output peer-to-peer in 7T .

Next we define synchronizations between the input
and output subteams of the external action a. Here
the idea is that input actions (“slaves”) are driven by
output actions (“masters”). This means that if a is an
output action, then its input counterpart can never
take place without being triggered (the slave never
proceeds on its own). Consequently, the input sub-
team of an output action a cannot execute a unless a
is also executed as an output action (by its output sub-
team). It is however possible that a is executed as an
output action without its simultaneous execution as
an input action. We say that a is master-slave if it is
an output action and its output subteam participates
in every a-transition of 7T .

In addition one could require that a in its role of
input action has to synchronize with a as an output
action (the slave has to follow the master). Since the
obligation of the slave to follow the master may again
be formulated in two different ways, we obtain notions
of strong and weak master-slave actions. When guided
by the ai principle, we get a strong notion of master-
slave synchronization, while the si principle leads to
a weak notion of master-slave synchronization. For-
mally, we have that a is strong master-slave if it is
master-slave and its input subteam moreover partic-
ipates in every a-transition of 7. For a to be weak
master-slave, we require that it is master-slave and
that its input subteam moreover participates in every
a-transition of 7 whenever it can. Thus if an action
is strong master-slave in a team automaton, then it is
also weak master-slave.

T ac Zezt
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Fig. 6: A team automaton with a master-slave action a

Since the definition of a being master-slave in 7 guar-
antees that the output subteam of a is actively in-
volved in every a-transition of 7, it follows imme-
diately from the definition of subteams that the a-
transitions of the output subteam of a are precisely
the projections of the a-transitions of 7 on the output
domain of a. Similarly, in case a is strong master-slave
we have in addition that the a-transitions of the input
subteam of a are precisely the projections of the a-
transitions of 7 on the input domain of a. In case a is
weak master-slave, there may be a-transitions in 7 in
which the input subteam, even when it is not trivial, is
not actively involved. In those cases, a is executed as
an output action by 7" without simultaneous execution
of a as an input action.

In these master-slave definitions, input subteams
and output subteams are treated as given entities
(black boxes). Clearly, one can combine the master-
slave synchronizations with additional requirements
on the synchronizations taking place within the sub-
teams. Thus one may prescribe a master-slave syn-
chronization on an action a which is in addition input
peer-to-peer. Then all components with a as an input
have to follow the output.

6 Constructing team automata

Our discussion until now has been analytical, in the
sense that we have investigated transition relations to
determine whether or not they satisfy the conditions
inherent to certain modes of synchronizations. In gen-
eral, however, these conditions do not lead to uniquely
defined team automata. To make the model of team
automata of any use for applications in the field of
groupware systems, it is necessary to be able to un-
ambiguously construct a team automaton according
to the specification of the required mode of synchro-
nization (per action). We now turn to the question of
how to define specific team automata satisfying cer-
tain constraints on synchronizations.

Synchronization requirements for an action a are
conditions on the a-transitions to be chosen from
A, (S), the complete transition space of a in S. To-
gether these conditions should determine a unique sub-
set R, which will be the set of a-transitions in the
team automaton. We will refer to subsets of A,(S)
as predicates for a. Note that since the transition re-
lation of an internal action is by definition fixed to
be the complete transition space of that action in S,
there is no need to explicitly specify predicates for in-
ternal actions. Hence, for the rest of this section we
assume that a is an external action of any team au-
tomaton over S. Once predicates have been chosen for
all external actions, the team automaton determined
by these predicates is unique. The construction of a
team automaton satisfying certain conditions on its



synchronizations thus amounts to the choice of appro-
priate predicates for each of its external actions.

A natural way of fixing a predicate for a given
mode of synchronization is to apply a maximality
principle. That is, to include everything that is not
forbidden, i.e. is in accordance with the synchroniza-
tion constraints. This is the intuitive approach of [13]
and generalizes the classical approach to define syn-
chronized systems (see, e.g., [11], [17], [23] and [26])
from ai to other modes of synchronization. Thus when
a team automaton is to be constructed according to
a specification of synchronization conditions for its
external actions, the strategy is to include as many
transitions as possible without violating the specifica-
tion while checking that the result is unique.

In case no constraints are imposed on the syn-
chonizations on a, all a-transitions are allowed since
nothing is required, and thus no transition is forbid-
den. In this case the predicate is simply A,(S).

If a should be free, ai, or si in S, then all and only
those a-transitions are included that respect the spec-
ified property of a. Thus we have a predicate is-free in
S for a, which consists of all a-transitions from A, (S)
in which only one component automaton is active.
The predicate is-action-indispensable in S for a is (for
later use) denoted by R%(S) and consists of all a-
transitions from A,(S) in which all components that
have a as an action are active. The predicate is-state-
indispensable in S for a consists of all a-transitions
from A,(S) in which every component that has a as
an action is active provided a is enabled in the state
of the component. It can easily be shown that each
of these three predicates defines the largest and hence
unique transition relation in A,(S) in which a is free,
ai or si, respectively.

Next we consider the constraints relating to peer-
to-peer synchronizations. In this case we have to dis-
tinguish between the input and output role an exter-
nal action may have in S. Thus the predicates have to
refer to the input and output domains of a in S. More-
over, we have to distinguish between strong (ai) and
weak (si) synchronizations. This leads to four predi-
cates, each of which includes all and only those tran-
sitions from A,(S) in which all component automata
given by the input or output domain, respectively, are
forced (in the weak or in the strong sense) to partici-
pate.

First assume that the input domain of a is not
empty. The predicate is-strong-input-peer-to-peer in S
for a consists of all a-transitions from A, (S) in which
all components from the input domain of a are ac-
tive. The predicate is-weak-input-peer-to-peer in S for
a consists of all a-transitions from A,(S) in which all
components from the input domain of a in which a is
currently enabled are active.

In case the output domain of a is not empty, the
predicates is-strong-output-peer-to-peer in S for a and
is-weak-output-peer-to-peer in S for a are defined in an
analogous way.

Since these predicates define the largest sets of a-
transitions satisfying the specified constraints, again
the aim to describe unique sets of a-transitions is
achieved.

Finally, we turn to master-slave synchronizations.
As in the case of the peer-to-peer predicates, we have
to distinguish between the input and the output role
of actions. This time, however, the predicates describe
synchronizations between components from the input
and components from the output domains.

Recall that a is master-slave in a team automaton
if it is an output action and its output subteam par-
ticipates in every synchronization on a. The predicate
is-master-slave in S for a includes all and only those
a-transitions in which a is executed by at least one of
the components in its output domain.

For a to be strong master-slave or weak master-
slave, there is the additional requirement that a should
(in the strong or the weak sense) also be executed
by its input subteam. The predicate is-strong-master-
slave in S for a consists of all a-transitions in which
a appears at least once in its output role and, more-
over, if the input domain of a is not empty, then also
at least one component from the input domain of a is
involved.

The predicate is-weak-master-slave in S for a con-
sists of all a-transitions in which a appears at least
once in its output role and, moreover, if a component
from the input domain of a is ready to perform a, then
also at least one component from the input domain of
a is involved.

Each of these three (strong/weak) master-slave
predicates guarantees that a is indeed (strong/weak)
master-slave in every team automaton over & having
that predicate for its a-transitions. Furthermore, both
the master-slave predicate and the strong master-slave
predicate are the largest set of a-transitions satisfying
the specified constraint. Thus, in these cases we have
again a uniquely defined set of a-transitions. How-
ever, it is not necessarily the case that every set of
a-transitions by which a is weak master-slave is con-
tained in the weak master-slave predicate. This differ-
ence stems from the fact that the predicate refers to
components from the input domain of a rather than
an input subteam. There is no way out and in fact
the maximality principle is not applicable, because to
define a subteam with transitions, a team automaton
including the transition relation should have been de-
fined already. Since a subteam only contains a selec-
tion of all possible a-transitions, it may happen that a
is enabled in a component of the input subteam, but
not in the subteam. Hence, a can be weak master-slave



in the team automaton 7 when §, contains transitions
in which the input subteam of a does not participate,
while a is currently enabled in a component of this
subteam.

Hence, except for weak master-slave synchroniza-
tion, each of the various modes of synchronization in-
troduced in the previous section gives rise to a predi-
cate that is the ungiue maximal representative among
all transition relations satisfying the constraints im-
plied by the mode of synchronization. Consequently,
once for each external action one of these modes has
been chosen for its synchronizations, a unique team
automaton can be constructed using the maximality
principle. Finally, observe that in the formalizations
of the predicates there is no need to refer to a team au-
tomaton, its subteams, and their transition relations.

7 Comparison

Team automata are related both to I/O automata and
to Vector Controlled Concurrent Systems. Actually,
as we demonstrate next, one may view team automata
as a model somewhere in between those two.

7.1

As mentioned in the Introduction, team automata
are an extension of Input/Output automata (I/O au-
tomata for short). In this section we briefly discuss
the relationship between I/O automata and team au-
tomata and we show how I/O automata fit into the
framework of team automata.

I/O automata were introduced in [34] (see also [22]
and [23]) for modelling distributed discrete event sys-
tems consisting of components that operate concur-
rently. Since then they have been used extensively
as a formal model for the verification of distributed
algorithms (see, e.g., [24] and [27]).

Originally, I/O automata are defined in terms of la-
belled transition systems together with an associated
equivalence relation over the set of actions used to de-
fine so-called fair computations. In [34] I/O automata
without such equivalence relations are called safe I/O
automata and in [15] they are referred to as unfair.
Here we are not concerned with fairness and we only
consider safe or unfair I/O automata, to which we will
simply refer as I/O automata.

The model of I/O automata has a single notion
of automaton composition which, as already noted in
[34], is rather restrictive and may hinder a realistic
modelling of certain types of interactions. This is the
main motivation given in [13] for introducing team au-
tomata for groupware systems as a generalization of
I/O automata.

An I/0O automaton is an ilts together with a classi-
fication of its actions as input, output or internal. In-

/O Automata

put and output actions form the interface between the
automaton and its environment, including other I/0
automata. Within a composition, automata which
share an action a have to perform a simultaneously
(synchronize on a). The intention is that simultane-
ous execution models a communication from the au-
tomata of which a is an output action to the automata
of which a is an input action. In fact, the execution
of an input action is thought of as the notification
of the arrival of output from another automaton.
With these considerations in mind, I/O automata are
formally defined as component automata, but with
the additional condition that they should be input-
enabled. This means that, whatever the current state
of the automaton, it is always capable of receiving
any of its potential inputs. Thus, in every state of the
automaton, every input action of that automaton is
enabled.

Given a collection S = {C; | i € Z} of I/O au-
tomata, a new I/O automaton can be constructed pro-
vided S satisfies two conditions. These conditions only
relate to the role of the actions and for them it is ir-
relevant whether or not the C; are input-enabled. We
can thus assume that S = {C; | i € Z} is as before
a collection of component automata. The first condi-
tion is that S should be composable. Hence, as for
the definition of a team automaton, it is required that
the internal actions of any of the component automata
belong uniquely to that component. Secondly, there is
the idea that two components cannot be expected to
synchronize on an output action. Rather than com-
plicating the notion of composition itself, this is pro-
hibited by the requirement that the output actions of
the automata in S should be disjoint. This means
that every external action can be output in at most
one of the component I/O automata. Formally, for all
1 €T, Ziouw N UjEI\{i} iout = 0. If S satisfies both
conditions, then we call it a compatible system. Note
that every subset of a compatible system is again a
compatible system.

Finally, the composition of I/O automata into a
new automaton is defined according to the intuitive ex-
planation above that automata which share an action
have to synchronize on a. In terms of our framework
this means that a team automaton is constructed, in
which every action is ai. Moreover (although this is
only implicit in the explanation) all synchronizations
which do not violate this condition have to be included
(maximality). Hence the constructed team automaton
is unique.

Definition Let S = {C; | i € Z} be a compatible
system of I/O automata. Then the team I/O automa-
ton over § is the team automaton 7 over S with tran-
sition relation d such that 6, = R (S), for all actions
aof S.



Since this composition of a team automaton pre-
serves input-enabledness, it follows that every team
I/O automaton is again an I/O automaton and hence
can be used to iteratively define higher-level team I/O
automata. Together with our earlier observation that
subsets of a compatible system are compatible sys-
tems, this implies that the team I/O automaton over
a compatible system S of I/O automata can be con-
structed by iteration. Any iterated team I/O automa-
ton corresponds to the team I/O automaton over S
after reordering its state space.

Conversely, if T is the team I/O automaton over a
compatible system S = {C; | i € Z} of I/O automata,
then every subteam of 7 determined by some J C Z,
is the team I/O automaton over {C; | j € J}. This
follows from our earlier remark that the property of
an action being ai in a team automaton is inherited
by all of its subteams.

Another consequence of composition on basis of
maximal ai predicates is that every output action is
strong master-slave. This provides a formal descrip-
tion of the idea that output is always received by those
component automata that have its input counterpart
as an action. Since I/O automata are input-enabled,
it is even the case that the output automaton does
not have to wait until the input automata are ready
for the communication. It is however worthwhile to
notice that it may be the case that an external action
appears only as an input action in the system & . Then
it is again an input action of the team I/O automaton
over S and can be used as such in a higher-level team.
Note that since all input (output) actions are ai in
an I/O team automaton, they are also strong input
(output) peer-to-peer.

The I/0 automaton model thus fits seamlessly in
the team automata model and so results and notions
from team automata become available for I/O au-
tomata. In particular, a framework is provided in
which the underlying concepts of I/O automata can
be given a broader perspective and compared with
other ideas. For instance, the possibility to define the
language of a team I/O automaton directly (without
actually considering the team) from the languages of
its components is an important property in the the-
ory of I/O automata. This property is already im-
plied by the maximal ai construction for general team
automata. Also the idea of subteams and iterative
construction only marginally investigated for I/O au-
tomata, are now immediately available from the team
automata framework. Team automata however allow
more types of synchronizations, which is convenient
when formally designing a system. As remarked in
[34], for some designs it may be a disadvantage that
the composition of I/O automata implies that output
actions can always be traced back to a unique sender.

7.2 \Vector control

Team automata are compositions of component au-
tomata which work together through synchronizations
on certain actions. These synchronizations are la-
belled transitions which describe state changes caused
by global actions of the team. As a consequence,
the operational semantics in terms of computations
of team automata is of a sequential nature and does
not reflect the fact that they are distributed systems.
By switching from global actions to actions with local
information on the participation of the components it
is however possible to make the potential concurrency
within a team visible. This subsection shows how
vector actions can be employed to this aim and then
discusses how team automata fit in a theory of vector
controlled concurrent systems.

For the sequel we let ¥ denote the union
Yinp U Your U jpe of the input, output and in-
ternal alphabet of a given team automaton 7 =
(Hiez in (Einpa Eouta Eint)) 57 HieI Il) over S.

By the definition of team automata each transi-
tion of 7 is of the form (gq,a,q’) with a € ¥ and
0,4 € Jl;ezQi- We now switch from transitions
(g,a,q") to vector transitions (q,a,q'), where a is an
element of [T,.;({a} U{\}), i.e. a vector with for each
component a corresponding entry which is either a or
A. If an entry of a is a, then this indicates that the
corresponding component takes part in the synchro-
nization on a, while if it is A, then that component is
not involved.

This switch is feasible since for each transition
(¢,a,q') the global state change from ¢ to ¢, caused
by the occurrence of this transition, is described in
terms of changes in the local states of the components
involved. If proj;(q) # proj;(q'), then proj; Bl(g,q') €
0j,q and the j-th component is involved. In that case
we set projj(a) = a. If proji(q) = proj;(¢’) and
projjm (¢,q") & 6j,q4, then the j-th component is not
involved and we set proj;j(a) = A. There is however —
again — the problem of loops. If proj;(q) = proj;(q')
and projjm (g,q") € 0j,a, then it is unclear whether
or not the j-th component is involved. Following
the maximal interpretation we assume it is and set
projj(a) = a.

Following this procedure we can transform 7 into a
vector team automaton over S which has vector tran-
sitions rather than “flat” transitions.

On the other hand, one may also directly define a
vector team automaton over S by translating the re-
quired synchronizations straight away into vector tran-
sitions. In that case, for each action a, one chooses
vector transitions from the complete vector transition
space AY(S) of a in S which describes all possible vec-



tor transitions for a.

Definition Let a € (J;.; Xi. The complete vector
transition space of a in S is denoted by AY(S) and is
defined as AL(S) = {(¢0,¢') | (0,¢') € Aa(S), a €
[Iicz({a} U {A}) and (Vi € T : [if proji(a) = a,
then (proj;(q),proji(q')) € 0i,4] and [if proj;(a) = A,
then projs(a) = proji(¢')))}.

If (g,a,q") € AY(S), then a is called a vector rep-
resentation of a in S or a vector action of S. Observe
that due to the composability of S every internal
action has only one vector representative and this
representative has exactly one entry which is not A.
Furthermore, all vector representatives of external ac-
tions have at least one entry which is not .

A vector team automaton over S is now defined ex-
actly as an ordinary team automaton over S, except
that its transition relation consists of vector transi-
tions.

Definition A vector team automaton over S is a
construct V= ([[;cz Qi, Zinp, Zout, Zint), 6%, [ ;7 Ii)
such that X, = UiEZ Ei,int; Your = ieT “iouts
Einp = (UiEI Eiﬂ'np) \ Zouta and ¢° - HiEI Qz X
([Ticz({a} U {A})] x [l;cz @i, is such that for all
a €3, 0" N ey Qi x [ier(fa) U] x Tz Qi
A?(S) and moreover AY(S) C 0¥ if a € Xjpy.

Ezample 4 In Figure 10 two vector team automata
over the composable system {Ci,C2,C3} of Example 2
are given.

Vi Va:
(p,q,r) (p,q,7)
Ky N
(A a) (A, a,a)
(N a,N) (p,q,r") (A a,A) (p,q,r")

Fig. 10: Two vector team automata

Note that in both vector team automata it is clear
which components participate in each of its vector
transitions. This contrasts with the team automaton
T of Example 2.

By replacing each transition (g, c,q') of a vector
team automaton V by the flat transition (gq,a,q’) if
is a vector representative of the action a, one obtains a
flattened version of the vector team automaton. This
is a normal team automaton which models essentially
the same synchronizations. However, information on
the role of loops is lost. In fact, each vector team au-
tomaton has a unique flattened version, whereas there
may be many vector team automata that have the
same flattened version. In this sense, vector team au-
tomata have more expressive power than “ordinary”

team automata. As an example, note that both vector
team automata of Example 4 have the team automa-
ton 7 of Example 2 as their flattened version.

Vector team automata are an example of a model
of distributed systems consisting of sequential compo-
nents, the cooperation of which is controlled by syn-
chronization vectors. In such systems one deals with
independently operating processes that from time to
time synchronize their actions with others. Vectors of
actions describe which processes are involved in such
a cooperation. No other actions are allowed in the
system than those described by the vectors. Thus also
individual actions of the processes appear as vectors
with a single non-\ entry. In [20] and [21] a framework
is proposed for the study of vector controlled systems.
The approach there is based on the synchronization
as modelled in the vector firing sequence semantics
of path expressions and COSY (see, e.g., [17]) and
is related to the work of Arnold and Nivat (see, e.g.,
[1]) and the coordination of cooperating automata
by synchronization on multisets in [2]. The model
of Vector Controlled Concurrent Systems (VCCS for
short) allows to specify, in addition to the component
processes and the synchronization vectors, also a con-
trol mechanism to determine when synchronizations
are to be used. In team automata and vector team
automata, the synchronizations that can take place
are state dependent and hence they fit in the VCCS
framework. To conclude this section we will make this
claim more concrete and describe a particular method
of vector synchronization within VCCS which is ap-
plicable to team automata and based on Petri nets
(see, e.g., [29]). We assume the reader to be familiar
with the basic notions of Petri nets.

Let V be a vector team automaton over S, spec-
ified as V = ([[;c7 Qi (Sinps Touts Sint), 0% [Tier Li)-
Then V has an immediate interpretation as a Petri
net Ny of a special form. This net has a place for
each state of each of the component automata and, for
each vector transition of the team, a Petri net transi-
tion (which we will call an event from now on in order
to avoid confusion). Let (¢, ,q') be a vector tran-
sition of V and let ¢ be its associated event. For all
i € Z, whenever proj;(«) is not A\ we have proj;(q) as
an input place of ¢ and proj;(q') as an output place
of t. Thus only the components actively involved in
the vector transition (g, a, q') participate in the event
t and have their local state changed by t according
to (¢,a,q"). The event ¢ is labelled by «. The ini-
tial markings of Ny are defined by the initial states of
V. An initial marking corresponding to ¢ € [];c; [i
assigns one token to proj;(q) for each i € Z. This
defines the structure and the labelling of Ny. Its dy-
namics is defined by the ordinary firing rule for Petri
nets.



Ezample 5 In Figure 11 the Petri net Ny, obtained
by applying the above construction to the vector team
automaton V, of Example 4 is given.

Ny,:

Fig. 11: A Petri net

Event t; is associated to ((p,q,r'), (X, a, ), (p,q,r"))
and is labelled by (A, a,A), whereas event t, is asso-
ciated to ((p,q,7), (A, a,a),(p,q,r")) and labelled by
(N a,a).

The Petri net Ny is a composition of state ma-
chines (sequential Petri net versions of transition sys-
tems). The synchronization constraints formulated
in 0Y, the composition of the state machines and the
labelling of the events, are mutually consistent. This
makes Ny an Individual Token Net Controller (ITNC
for short) as defined in [20] and further investigated
in [19]. ITNCs are control mechanisms for vector syn-
chronization based on state machine decomposable
nets. They are designed in such a way that they can
record the progress and control the synchronizations
of sequential processes. The vector labels in an ITNC
are the synchronization vectors and they do not have
to be uniform in the sense that all non-A entries are
instances of the same action. Thus ITNCs allow more
types of synchronization than team automata. How-
ever, ITNCs are not concerned with the distinction of
actions into input, output and internal.

To conclude, we note that vector team automata
like ITNCs (see [19]) allow a concurrent operational
semantics according to the intuition that synchroniza-
tions that involve disjoint sets of components are inde-
pendent and can be executed concurrently. This can
be formalized also in terms of an independence rela-
tion (over tramsitions or over vector actions) similar
to the independence relation used for Mazurkiewicz
traces (see, e.g., [25] and [9]).

8 Spatial Access Control

A vital component of any groupware system is secu-
rity and information access control. In typical elec-
tronic file systems, access rights such as read-access
and write-access are often allocated to users on some
informal basis such as “need to know”, ownership, or
ad hoc lists of accessors.

Within groupware systems there are typically
needs for more refined access rights, such as the

right to scroll a document that is being synchronously
edited by a group in real time. Furthermore, the gran-
ularity of access must sometimes be more fine-grained
and flexible, as within a software development team
(see [16] for an example of the use of team automata
when modelling software development teams). More-
over, it is important to control access meta-rights. For
example, it may be useful for an author to grant an-
other team member the right to grant document ac-
cess to other non-team members (delegation). Various
models have been proposed to meet such requirements
(see, e.g., [32], [31], and [33]).

In [4] it is demonstrated how team automata can
be used for modelling access control mechanisms pre-
sented through the metaphor of spatial access control
([6] and [8]), which is based upon the virtual reality
metaphor of places and spaces ([7]). Each space is
represented by a component automaton, dynamic ac-
cess changes are represented by joint external actions,
while resource accesses within a space can be repre-
sented by internal actions.

Using an example from [4] we now show how team
automata can be used to formally describe some of the
key issues of access control.

In security literature, authentication deals with
verification that the user is truly the person repre-
sented, whereas authorization deals with validation
that the user has access to the given resource. Here
we are only concerned with authorization. We thus
assume that when the user logs into the system there
is an authentication check. Then whenever the user
tries to read or write a file, only authorization check-
ing occurs, and he or she is either allowed the access,
or not.

Consider a file F'; which might be any data or doc-
ument that is stored electronically within a typical file
system, and a user who can be granted and revoked
read and write access rights to F. The file system
keeps track of which users have which access rights to
F. Three types of access rights are possible for a file:
null access (implying the user can neither read nor
write the file), read access (implying the user cannot
write the file), and full access (implying the user can
read and write — i.e. edit — the file).

Furthermore, we assume the existence of an assis-
tant system administrator, who can change the user’s
rights. Hence this assistant has the right to grant
and revoke access by the user to F. The actions
m(r), m(r), m(w), and m(w) model the operations
of “being granted read access”, “being revoked read
access”, “being granted write access”, and “being re-
voked write access”, respectively. The rights to grant
and revoke are legitimate rights, but they are not di-
rectly applied to F'. They are in fact meta operations.

Finally, we assume that the right to grant and re-
voke rights to a file can ifself be granted and revoked.



Hence, if there is a head of system adminstration, who
can allow (and disallow) the assistant system admin-
istrator to grant and revoke, then this head has meta
meta rights. The head thus has the meta meta right to
grant and revoke the assistant’s meta rights to grant
and revoke the user’s access rights to F. A typical
action of the head is m?(w), which revokes the assis-
tant’s right to grant and revoke write access to the
user. The complicated (recursive) situations that may
arise in this fashion depend on the chosen access con-
trol policy and next we demonstrate how they can un-
ambiguously and concisely be defined in terms of team
automata.

Figure 7 shows a component automaton M° mod-
elling three levels — A, B and C — corresponding
to null access, read access, and full (write) access, re-
spectively. The status of the user directly determines
the level he or she operates on and the granting and
revoking of access rights is identified with changing
levels.
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Fig. 7: Component automaton Mg

In M? the user thus moves in two dimensions: ver-
tically between levels A, B, and C' — indicating the
dynamic change in access rights he or she has for F' —
and horizontally between the states “null”, “reading”,
and “writing” — indicating the current activities of
the user with respect to F'. Notice that, e.g., the state
B,, meaning that the user is writing while having read
access but no write access, can only be reached from
Cy by an action m(w) or from A, by an action m(r).
Hence this state B,, can be entered only when the user
is writing while his status changes.

Since this status change is imposed on the user
by the assistant system administrator, the granting
and revoking of access rights clearly are passive ac-
tions from the user’s point of view. For this reason we
have chosen all actions of granting and revoking access
rights in M° to be input actions, while all actions of
reading and writing are output actions. Note that 1/°
is not input-enabled, which immediately implies that
M? is not an I/O automaton.

By including (Cy,m(w), B,) we have chosen to
model delayed revocation. Delayed revocation, as op-

posed to immediate revocation, means that the user
can continue his current activity even when his or her
rights have been revoked. He or she can do so until he
or she wants to restart this activity, at which moment
an authorization check is done to decide if he or she
has the right to restart this activity.

If we instead would have included (C,,, m(w), B,),
then we would have modelled immediate revocation
which avoids delays. This means that if a user is read-
ing when his or her reading right is revoked, then the
file immediately disappears from view, while if a user
is writing when his or her writing right is revoked, then
the edit is interrupted and writing is terminated in the
middle of the current activity. In some applications,
this is overly disruptive and unfriendly.

The notion of meta clearly extends to arbitrary
layers. An interesting question now arises as to the
effect of revocation: should revocation of a meta right
also revoke the rights that were passed on to others?
This is the issue of shallow revocation versus deep re-
vocation.

Shallow revocation means that a revoke action
does not revoke any of the rights that were previously
passed on to others, whereas deep revocation means
that a revoke action does revoke all rights previously
passed on. Now recall the action m?(w) of the head,
which revokes the assistant’s right to grant and revoke
write access to the user. Assume moreover that before
the assistant lost this right he or she has granted the
user write access. If the action m?(w) is executed,
then the effect is that either only the assistant loses
the right to grant and revoke access to the user (shal-
low revocation) or also the user loses the write access
he or she was granted by the assistant (deep revoca-
tion). Team automata can be used to model shallow,
deep, or even hybrid revocation. Shallow revocation
is often the easiest to model, whereas deep revocation
is known as a big challenge to model and implement
([10]). We now show how deep revocation can be mod-
elled using team automata.

Figure 8 shows a component automaton captur-
ing one layer (layer k) of a multi-layer meta access
specification for our example of read and write ac-
cess. We have already seen layer 0, viz. component
automaton M°. For each value of k > 1 there are
corresponding component automata that are directly
related to layer k (viz. M*~! at layer k — 1 and MF+!
at layer k + 1). For each such component automaton
M*, the horizontal actions m*(r), m*(r), m*(w) and
m*(w) are output actions, whereas the vertical actions
mF(r), m*1(r), mFt(w) and m**!(w) are input
actions. Note that this means that also for each £ > 0
the component automaton M* is not an I/O automa-
ton. It is immediate that {M% M, ... M™ | n > 1}
is a composable system. Since each output action is
uniquely associated to a component automaton it is
even compatible.



Finally, for k = 0 we identify r with m®(r), r with
mP(r), w with m®(w) and w with m®(w). Similarly,
m(r) = m*(r), m(r) = m'(r), m(w) = m'(w) and
m(w) = m'(w).

ko m"(r) mF(w)
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Fig. 8: Component automaton M*: meta access at layer k

We can now define a multi-layered structure by
composing a team automaton over the composable
system {M® M?' ... M™ | n > 1}. By the choice
of the actions it is clear that only contiguous com-
ponent automata M*~1 and M* can synchronize on
common actions. Hence, due to the results on itera-
tive constructions of team automata in Section 4 we
can specify the team automaton by describing the in-
teraction of two automata M*~! and M* and requir-
ing that the resulting team automaton is a subteam of
the final overall team automaton modelling the desired
multi-layered structure.

In Figure 9 a team automaton TF_, over M*~! and
MF¥, representing layer k — 1 and layer k of this lay-
ered structure, is depicted (in fact, only the reachable
part is drawn). The transition relation of this team
Tk | is chosen with the modelling of deep revocation
in mind. Before we motivate our choice, please note
that in Figure 9 we have added superscripts to distin-
guish the states in M* from the states in M*1, e.g.,
state B, of M* from state B, of M*~1.

Now we motivate the chosen transition relation of
T,f_l in more detail. Recall our example of a head, an
assistant and a user. Let M2 represent the actions of
the head, M' those of the assistant and M those of
the user. Now consider the head in state B2. Then
Figure 9 (with k = 2) tells us that the assistant must
be in one of the three states BL, B or BL. Assume
that the head reached this state B2 by performing ac-
tion m?(r) from B2, while the assistant was in state
Al having no rights to grant and revoke reading rights.
Action m?(r) is an output action of M? and an input
action of M!, and our transition relation forces M to
transition from Al to B.. The interpretation is that
the head granted the assistant the right to do read
grants and revokes (to the user for file F).

Similarly, automaton M* can revoke the right to
grant and to revoke read access from M*~1 at any time

by performing output action m*(r), and thus forcing
MF* 1 to perform this action — this time as an input
action — as well. Continuing our example, now for
k = 3, this means that while in state B2, the head’s
read granting right may be revoked by action m?(r)
at any time. If this happens, the head is forced into
the state A2, which has only one possible output ac-
tion, viz. m?(r), leading to A%Z. Whenever that action
m?(r) occurs it revokes the assistant’s right to change
the user’s read access by forcing the assistant to tran-
sition from B} to A!.

Two general rules of activity are modelled in our
team automaton over {M° M, ... M™|n > 1}.

First, when a component automaton M¥*, with
1 < k < n, transitions right (grant) or left (revoke),
then the component automaton M*~1 must transition
upward (gaining some access right) or downward (los-
ing some access right). This is achieved as follows.
Each of the output actions m*(r), m*(r), m*(w) and
m¥(w) of M* is an input action of M*~!. We choose
the transition relation of the team automaton T} |
over M* and M*~1 such that all of these output ac-
tions are master-slave synchronizations in T . Note
that all other actions of T} | are free.

Secondly, the component automaton M*~! may
be forced to transition downward, from where it will
eventually transition to the left by executing one of its
output actions. All these output actions of M*~1 are
themselves involved (as “masters”) in a master-slave
synchronization with the input actions of the same
name of component automaton M*~2 (as “slaves”).
This transition to the left again forces a downward
transition of M*~2, and so on until M° on layer 0.
Hence, as promised, we indeed model deep revocation.

9 Conclusion

Within the field of CSCW one deals with systems in-
tended to support groups of people working together
in collaborative projects. Such systems are often dis-
tributed and conceived as consisting of agents cooper-
ating in a coordinated way, which leads to complex
interactive behaviours. Consequently, coordination
policies and their effect on behaviour are key issues
for CSCW. There is a need for models which help to
clarify basic notions and to develop new notions of
collaboration. Team automata provide a formal, yet
flexible framework for the description and analysis of
protocols and groupware systems. Modelling a system
as a team automaton in the early phases of design
forces one to consider the intended communications
and synchronizations in detail, which leads to a bet-
ter understanding of the functionality of the system
and to explicit and unambiguous design choices. This
forms the basis of further design and implementation,
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Fig. 9: Team automaton T,f_l over M*~1 and mM*

especially since the team automata framework allows
a modular (iterative) construction and can be used
also at the architectural level of system specification.
At the same time the mathematically rigourous defi-
nitions provide the possibility of formal analysis tools
for proving crucial design properties, without first
having to implement the design.

Team automata model the logical architecture of a
design. They abstract from concrete data, configura-
tions and actions, and they describe the system solely
in terms of a state-action diagram (transition system),
the role of actions (input, output or internal) and syn-
chronizations.

To model a system as a team automaton, first the
components have to be identified. Each of them should
be given a description in the form of a labelled transi-
tion system, an easy to understand well-known model.
Based on the idea of shared action, these components
can be connected in order to work together. Within
each component, a distinction has to be made between

internal actions (not available for synchronization with
other components) and external actions (which can be
used to synchronize components and are subject to
synchronization restrictions).

Next, for each external action separately, a deci-
sion is made as to how the components should syn-
chronize on this action. Assigning different roles to an
external action makes it possible to describe different
types of synchronization, such as, e.g., communica-
tions in which an action has both an input and an
output role. If the action is supposed to be a “pas-
sive” action, which may not be under the local control
of the component, then it can be designated as an
input action of that component. Otherwise it is an
output action. If such distinction between the roles of
an external action is not necessary, then the choice is
arbitrary. A natural option would be to make it an
output action in all components in which it occurs.

Once the synchronization constraints for each ex-
ternal action have been determined, one may apply,
e.g., a maximality principle to construct a unique team



automaton satisfying all constraints.

Similarly, the architecture of the system can be de-
scribed as a team automaton with team automata as
building blocks (components). System properties can
then be considered both at the team level and at the
level of subteams.

Thus, the team automata framework supports the
design by making explicit the role of actions and the
choice of transitions governing the coordination of the
component automata. The crucial feature is the free-
dom of choice for the synchronizations collected in the
transition relation of a team automaton.

In this paper we have presented only a survey,
based mainly on the work in [3]. An example from [4]
has been used to illustrate the use of team automata
to model multi-layered access control requirements
for collaborative environments. Also distributed ac-
cess control, where the supervisory work of granting
and revoking access rights is administered by mul-
tiple agents, can be conveniently modelled by team
automata. The administrative supervisors who must
agree on any change of access rights can have an ac-
tion which is output to all of them and input to the
user. Synchronization on that action requires all su-
pervisors to participate. By including all transitions
with at least one of the supervisors being active, we
can model the case of approval being required by any
one of them. In [13] a shared application example is
discussed and an architecture for the GROVE docu-
ment editor (described in [12]) is presented using the
design possibilities provided by team automata.

Team automata can be classified on basis of the
properties of their transition relation or by imposing
conditions on the construction of the transition rela-
tion. One way of viewing the team automaton model
is as having a two-way mechanism to model a spec-
trum of group interactions. On the one hand there
are master-slave synchronizations, in which output as
a master may force the concurrent execution of a cor-
responding input action. They can be used to model
asynchronous cooperation, as in workflow systems, to
enact certain modules (see, e.g., [14]). On the other
hand there are peer-to-peer synchronizations, in which
all participants are considered equal. They model the
group collaboration aspect that frequently occurs in
synchronous groupware. Thus, exact descriptions can
be given of certain groupware notions which may oth-
erwise have an ambiguous interpretation. For exam-
ple the descriptions of cooperation and collaboration
of team automata as proposed in [13] can be given
formal, mathematically precise definitions using the
concepts of master-slave and peer-to-peer synchro-
nizations. In fact, more and finer distinctions can be
made on basis of the two different formalizations (ai
or si) of the obligation for components to participate

in the execution of a certain action. Combinations of
cooperation and collaboration, called hybrids in [13],
are also easy to define.

Team automata have been informally compared
to I/O automata and concurrent systems with vector
control. This has demonstrated that team automata
are more flexible than I/O automata, both by impos-
ing less requirements on the role of the actions and by
the option to choose a transition relation. Hence it has
become possible, e.g., for components to be unavail-
able for communications and to model output peer-
to-peer synchronizations. Of course one has to pay for
this. To describe the behaviour of a team automaton
in terms of its component behaviours is much more dif-
ficult when one cannot assume that the composition is
based on maximal sets of ai synchronizations, as is the
case for I/O automata. This is a topic currently un-
der investigation as part of the Ph.D. research of the
first author. Also, the power of the different modes of
synchronization should be investigated and compared.

With respect to their synchronizations team au-
tomata can be embedded in the more general theories
of systems with vector control and, in particular, state
machine decomposable nets with vector labels. In this
way, results from the areas of Vector Controlled Con-
current Systems, Petri nets and trace theory, next to
those from automata theory, become available.
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