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Consiglio Nazionale delle Ricerche @
Italy’s National Research Council (CNR)
Est. 1923, full range of scientific areas, annual budget 1B€

More than 9000 FTE (% scientists), >2000 junior scientists

Mission: perform research, training, technology transfer,
promote innovation and competitiveness in industry and

society, advise the government and other public bodies
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Formal Methods and Tools:
techniques and tools



Formal Methods

“Rigorous techniques, based on mathematical foundations,
for the specification and verification of software (systems)”

A light introduction to formal verification © 2018 Galois, Inc., USA



and Tools

* KandISTI: family of model checkers developed by FMT for
>2 decades

CMC FMC VMC




and Tools

* KandISTI: family of model checkers developed by FMT for
>2 decades

Explicit-state on-the-fly model checking of properties in
state- and action-based branching-time temporal logics
e.g. UCTL, SocL, v-ACTL

Complexity linear w.r.t. size of model and size of formula
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* QUARS: Quality Analyzer of Requirements Specification



and Tools

* QUARS: Quality Analyzer of Requirements Specification

* VoxLogicA / Topochecker: Spatio(-temporal) model checking and
image analysis

VoxLoGIcA ExPLORER

® ® ® -
| o |

4 4
Brats17_2013 25 1 Brats17_2013 7 1 Brats17 CBICA AMH 1 Brats17_CBICA_ANP_1

TEMPLATE_BRATS17
_dice_gtv~ 01_dice_hyperintense ~ 02_dice_veryintense ~
AVERAGE: 0.796 AVERAGE: ©.369 AVERAGE: 0.67

TEMPLATE_BRATS17 <>  TEMPLATE BRATS17 m

o aklads import “stdlib.imgql™
growTum
+ dice(x,y) - (2 . volume(x  y)) . (volume(x) . . vo
gtv distlt(x,y) - dt(y) . x
hyperIntense
. grow(a,b) - (altouch(b,a))
pflair flt(r,a) - distlt(r,distgeq(r,!a))

tumSim

tumStatCC load imgFLAIR - "$INPUTDIR/$NAME flair.nii.gz"
VeryIntence flair - intensity(imgFLAIR)

load imgManualSeg - "$INPUTDIR/$NAME seg.nii.gz"
manualContouringGTV - intensity(imgManualSeg)
diceM(x) - dice(x,manualContouringGTV)

similarFLAIRTo(a) - crossCorrelation(3,flair,flair,a,mi

background - touch(flair -. @.1,border)

brain - !background Brars17_2013 2 1
pflair - percentiles(flair,brain,0.5) 00_dice_gtv: 0.531

hI - pflair -. @. 01_dice_hyperintense: 0.449

vl  pflair . 8.86 _
hyperIntense - f1t(5.0,hI) 02_dice_veryintense: 0.538

veryIntense f1t(2.e,vI)




and Tools

QuUARS: Quality Analyzer of Requirements Specification

VoxLogicA / Topochecker: Spatio(-temporal) model checking and

image analysis

Contract Automata Tool: Controller synthesis for service contracts

VoxLoGIcA ExPLORER

TEMPLATE_BRATS17
01_dice_hyperintense ~
AVERAGE: ©.369

———

import “stdlib.imgql”

00_dice gtv~
AVERAGE: 0.796

02_dice_veryintense ~
AVERAGE: 0.67

TEMPLATE_BRATS17 <>
o flair

growTum

+ dice(x,y) - (2 . volume(x  y)) . (volume(x) . . vo
gtv distlt(x,y) - dt(y) . x
hyperIntense

(altouch(b,a))

distlt(r,distgeq(r,!a))

e grow(a,b)
pflair f1t(r,a)
tumSim
tumStatCC

veryIntense

load imgFLAIR "$INPUTDIR/$NAME_flair.nii.gz"
flair - intensity(imgFLAIR)

load imgManualSeg - "$INPUTDIR/$NAME seg.nii.gz"
manualContouringGTV - intensity(imgManualSeg) . @
diceM(x) - dice(x,manualContouringGTV)
similarFLAIRTo(a) - crossCorrelation(3,flair,flair,a,mi
background - touch(flair
brain - !background
pflair - percentiles(flair,brain,0.5)

. @.1,border)

hI - pflair . 8.95
vl  pflair . 8.86
£1t(5.0,hI)
£1t(2.0,vI)

hyperIntense
veryIntense

Brars17_2013_2 1
00_dice_gtv: ©.531

01_dice_hyperintense: 0.449
02_dice_veryintense: 0.538
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Formal Methods and Tools

Process algebras and automata (probabilistic, stochastic, ...)
Temporal and spatial logics and model-checking tools

KandISTI (UMC, CMC, FMC, VMC), QuARS, VoxLogicA, CAT, ...

Qualitative and quantitative (statistical model checking)
formal analysis
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Process algebras and automata (probabilistic, stochastic, ...)

Temporal and spatial logics and model-checking tools
KandISTI (UMC, CMC, FMC, VMC), QuARS, VoxLogicA, CAT, ...

Qualitative and quantitative (statistical model checking)
formal analysis

Software Engineering at large:

Natural Language Processing applications
Requirements Engineering
Empirical Software Engineering



Formal Methods and Tools:
application domains

(recent project experiences)
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Objective: support fair and efficient resource management in
systems of heterogeneous components with competing goals



FUNDAMENTALS OF COLLECTIVE ADAPTIVE SYSTEMS
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CAS for a smart society: smart urban transport, smart grids

Objective: support fair and efficient resource management in
systems of heterogeneous components with competing goals

With bike-sharing systems as case study, FMT focussed on:
* Scalable formal verification approaches for CAS
* Quantitative business models and product lines



Variability Analysis of Pisa’s Bike-sharing System

Aim: systematic evaluation of options for improvement
(i.e. costs/benefits) before actually implementing them

SEFM, SPLC



Variability Analysis of Pisa’s Bike-sharing System

Aim: systematic evaluation of options for improvement

_

MOO attributed feature models with Clafer [Czarnecki et al.]:

* Compare system configurations w.r.t. various quality
dimensions, select the most desirable variant (possibly
resolving trade-offs) and understand the impact of re-
configurations on a variant’s quality dimensions

SEFM, SPLC



Variability Analysis of Pisa’s Bike-sharing System

Aim: systematic evaluation of options for improvement
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Mean field model checking with FlyFast:

* If we augment the capacity of some stations (e.g. in centre),
then how does this effect the occupation level of all stations?
* If we add a station between the centre and a little used pe-
ripheral station, does the latter’s usage frequency increase?

SEFM, SPLC



Statistical Spatio-temporal Model Checking

Reachability properties in graphs (discretised physical space)

¢ == p ATOMIC PROPOSITION]|
T 'TRUE]
- NoT]
dAD [AND]
No NEAR]
¢SP [SURROUNDED]

Derived operators, like interior: Zd = - N -0

One yellow point satisfies: 7 yellow
No points satisfy: Z green
Green points satisfy: greenS blue




Statistical Spatio-temporal Model Checking

Reachability properties in graphs (discretised physical space)

'
PAD
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PSP

Spot congestion in bike-sharing system:
full = [vacantPlaces == O]
cluster =1 full
eventuallyCluster = EF cluster

ATOMIC PROPOSITION]
'TRUE]

NoT]
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NEAR|

[SURROUNDED|

Derived operators, like interior: Z&d = - N —®




H2020 Shift2Rail Initiative: 920M<£€ (2014—-20)

“Formal methods are fundamental for safe and
reliable technological advances to increase the
competitiveness of the European rail industry”
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Statistical Model Checking of a Moving Block
Railway Signalling Scenario with Uppaal SMC

Idle ) SendRequest
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SMC track ISoLA



Statistical Model Checking of a Moving Block
Railway Signalling Scenario with Uppaal SMC

eeeeeeeeeeeeeee

Probability that train enters safe state Stop upon timeout:

Pr(QO<(timeout) Controlling.Stop)

Uppaal SMC [Larsen et al.] reports that this probability is
in the interval [0,9.99994e-005], with confidence 0.995,
obtained from 59912 runs in £5 minutes (M is the model)

counter' == 1.0 && counter<=timeout
eeeeeeeeeeee

SMC track ISoLA



Regione Toscana
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Unione Europea
Fondo Europeo di Sviluppo Regionale

Renew the role of railway stations in the future’s smart cities



Regione Toscana
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nione Europea
Fondo Europeo di Sviluppo Regionale

CRESCITA e OCCUPAZIONE

Renew the role of railway stations in the future’s smart cities

Revisit station communication infrastructure, integrating

power line and wireless technologies in order to:

* Realize LAN network over station plants

¢ Implement remote monitoring and 'qli =
control of the station equipment o 5=

* Create value-added services for g, ban
both customers and staff, such as
connectivity, energy management,
environmental surveying, video
surveillance, fault prediction, ,
and infomobility =7




Spatial Model Checking for Smart Stations

let
let
let
let

platform = grow(grow(platformSeed,platformArea),cmad|madill)

attenuation =1 ./ (1 .+ (0.01 .* dt(madill)) + (0.001 .* (dt(madill)=*dt(madill))))
threshold = attenuation >. 0.3

nonIllumPlatform = platform \ threshold




Spatial Model Checking for Smart Stations

Aim: identify poorly illuminated platform areas of a station
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let platform = grow(grow(platformSeed,platformArea),cmad|madill)

let attenuation =1 ./ (1 .+ (0.01 .* dt(madill)) + (0.001 .* (dt(madill)=*dt(madill))))
let threshold = attenuation >. 0.3

let nonIllumPlatform = platform \ threshold




Spatial Model Checking for Smart Stations

Aim: identify poorly illuminated platform areas of a station
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Spatial Model Checking for Smart Stations

Aim: identify poorly illuminated platform areas of a station
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