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Formal Methods and Tools:
techniques and tools



Formal Methods
“Rigorous techniques, based on mathematical foundations, 
for the specification and verification of software (systems)”

A light introduction to formal verification                                                  © 2018 Galois, Inc., USA

https://youtu.be/-CTNS2D-kbY
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>2 decades



ACM TOSEM, SCP, JLAMP, FM, FASE, FMICS

Explicit-state on-the-fly model checking of properties in 

state- and action-based branching-time temporal logics
e.g. UCTL, SocL, v-ACTL

Complexity linear w.r.t. size of model and size of formula

http://fmt.isti.cnr.it/kandisti
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and Tools
• QuARS: Quality Analyzer of Requirements Specification

• VoxLogicA / Topochecker: Spatio(-temporal) model checking and 
image analysisTheɦefoɦe֦ a daɦk and limiʄed ա׀ coloʙɦɶׁ coloʙɦ ʄheme haɶ been choɶen֬ We leaʶe ʄheט ט ט ט ט ט ט ט ט ט ט ט ט ט ט

appeaɦance cʙɶʄomiˏaʄion foɦ fʙʄʙɦe deʶelopmenʄ֬ט

ט

ט

Fǥgʙɦe ՞֬י Vo˂LogicA GUIט

ט

Aɶ paɦʄ of ʄhe ʺoɦk֦ ʺe foɦmaliˏed ʄhe ɦeɶʙlʄ of anal˃ɶeɶ ʄhɦoʙgh a JSON file ʺhich ɦecoɦdɶ allט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט
ʄhe ʙɶefʙl infoɦmaʄion on a ɶpecific anal˃ɶiɶ֬ In paɦʄicʙlaɦ֦ iʄ conʄainɶ ʄhe name of ʄheט ט ט ט ט ט ט ט ט ט ט ט ט ט ט
ɶpecificaʄion֦ ʄhe daʄaɶeʄ on ʺhich ʄhe anal˃ɶiɶ haɶ been peɦfoɦmed֦ and foɦ each iʄem in ʄheט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט
daʄaɶeʄ֦ iʄɶ name֦ iʄɶ la˃eɦɶ֦ iʄɶ pɦinʄed ʶalʙeɶ֬ The JSON file helpɶ and ɶimplifieɶ ʄhe e˂changeט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט
of ɦeɶʙlʄɶ and ʄheiɦ manipʙlaʄion֬ט

Wiʄh ʄhe help of ʄhe Vo˂LogicA GUI ʄhe ʙɶeɦ can֥ט

● Wɦiʄe֦ check֦ modif˃ and ɦʙn an ImgQL ɶpecificaʄionֱט
● Look aʄ an enʄiɦe daʄaɶeʄ֦ ɶelecʄing and deɶelecʄing ɶpecific imageɶֱט
● Check ʄhe pɦinʄed ʶalʙeɶ of ʄhe enʄiɦe daʄaɶeʄ in׀ ʄeɦmɶ of aʶeɦage֦ minimʙm֦ ma˂imʙm֦ט ט ט ט ט ט ט ט ט ט ט ט ט ט

and ɶʄandaɦd deʶiaʄion of majoɦ ɢʙaliʄ˃׈inde˂eɶֱׁט
● Check ʄhe pɦinʄed ʶalʙeɶ of ɶingle caɶeɶֱט
● Check ʄhe ɦeɶʙlʄɶ foɦ ɶpecific la˃eɦɶ of a daʄaɶeʄ anal˃ɶiɶ ʙɶing embedded ՠd imageɶט ט ט ט ט ט ט ט ט ט ט ט ט ט

ʶiɶʙaliˏeɦɶֱט
● Compaɦe diffeɦenʄ ɦeɶʙlʄing la˃eɦɶ ɦefeɦɦed ʄo diffeɦenʄ ɶpecificaʄionɶ on ʄhe ɶameט ט ט ט ט ט ט ט ט ט ט

imageɶ֬ט

All ʄheɶe ʄaɶkɶ can be peɦfoɦmed ʙɶing a ɶingle ɶofʄʺaɦe and ʺoɦking on a ɶingle ʺindoʺ֬ט
ט
Aɶ paɦʄ of fʙʄʙɦe ʺoɦkɶ֦ ʺe plan ʄo ʄeɶʄ ʄhe ʙɶabiliʄ˃ of ʄhe applicaʄion ʄhɦoʙgh a ʙɶeɦ ʄeɶʄ֦ ʺiʄhט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט ט
diffeɦenʄ kindɶ of ʙɶeɦɶ and diffeɦenʄ ʙɶe caɶeɶ֥ט

a֬ Medical docʄoɦɶ ʺho ʺanʄ ʄo ɦaʄe ʄhe ɦeɶʙlʄɶ of a ɶpecificaʄion֦טט
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service offers, as dictated by a given Ser-

vice-Level Agreement (SLA). Contract au-

tomata are a recently introduced formalism 

for specifying and composing service con-

tracts. Based on the notion of synthesis of 

the most permissive controller from Super-

visory Control Theory, a safe orchestration 

of contract automata can be computed that 
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adaptive service orchestrations, in this paper 

we endow contract automata with two or-

thogonal layers of variability: (i) at the struc-

tural level, constraints over service requests 
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a contract automaton, depending on which 

requests and offers are selected or discard-

ed, and (ii) at the behavioural level, service 

requests of different levels of criticality can 

be declared, which induces the novel no-

tion of semi-controllability. The synthesis of 

orchestrations is thus extended to respect 

both the structural and the behavioural vari-

ability constraints. Finally, we show how to 
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Recent research on spatial and spatio-tem-

poral model checking provides novel image 

analysis methodologies, rooted in logical 

methods for topological spaces. Medical 
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show potential for ground-breaking innova-

tion. Our starting point is SLCS, the Spatial 

Logic for Closure Spaces—closure spaces 

being a generalisation of topological spaces, 

covering also discrete space structures—

and topochecker, a model checker for SLCS 

(and extensions thereof). We introduce 

the logical language ImgQL (“Image Query 

Language”). ImgQL extends SLCS with logi-

cal operators describing distance and re-

gion similarity. The spatio-temporal model 

checker topochecker is correspondingly 

enhanced with state-of-the-art algorithms, 

borrowed from computational image pro-
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texture analysis. We illustrate our approach 

by means of an example of analysis of Mag-

netic Resonance images: segmentation of 

glioblastoma and its oedema.
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Software Engineering at large:

• Natural Language Processing applications

• Requirements Engineering

• Empirical Software Engineering

• …
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CAS for a smart society: smart urban transport, smart grids
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Objective: support fair and efficient resource management in 

systems of heterogeneous components with competing goals

With bike-sharing systems as case study, FMT focussed on:

• Scalable formal verification approaches for CAS 

• Quantitative business models and product lines



Variability Analysis of Pisa’s Bike-sharing System
Aim: systematic evaluation of options for improvement 

(i.e. costs/benefits) before actually implementing them

SEFM, SPLC  



• Compare system configurations w.r.t. various quality 

dimensions, select the most desirable variant (possibly 

resolving trade-offs) and understand the impact of re-

configurations on a variant’s quality dimensions

MOO attributed feature models with Clafer [Czarnecki et al.]:
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SEFM, SPLC  



Variability Analysis of Pisa’s Bike-sharing System
Aim: systematic evaluation of options for improvement 

(i.e. costs/benefits) before actually implementing them

� If we augment the capacity of some stations (e.g. in centre), 

then how does this effect the occupation level of all stations?

� If we add a station between the centre and a little used pe-

ripheral station, does the latter’s usage frequency increase?

?

Mean field model checking with FlyFast:

SEFM, SPLC  



Statistical Spatio-temporal Model Checking

Reachability properties in graphs (discretised physical space)

Spatial logic (topological spaces)
Graphs, reachability properties (discretisation of physical space)

Derived operators, like interior: I� = ¬N ¬�

Rail networks are (Euclidean) graphs!

Aiello, Pratt-Hartmann, van Benthem (eds.), Handbook of Spatial Logics
Ciancia et al., Spatial Logic of Closure Spaces @ LMCS’16

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 16 / 25

LMCS, STTT, ISoLA



Statistical Spatio-temporal Model Checking

Spot congestion in bike-sharing system:

full = [vacantPlaces == 0]
cluster = I full
eventuallyCluster = EF cluster 

Reachability properties in graphs (discretised physical space)

Spatial logic (topological spaces)
Graphs, reachability properties (discretisation of physical space)

Derived operators, like interior: I� = ¬N ¬�

Rail networks are (Euclidean) graphs!

Aiello, Pratt-Hartmann, van Benthem (eds.), Handbook of Spatial Logics
Ciancia et al., Spatial Logic of Closure Spaces @ LMCS’16

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 16 / 25

LMCS, STTT, ISoLA
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Statistical Model Checking of a Moving Block
Railway Signalling Scenario with Uppaal SMCUppaal model of moving block signalling scenario (1/2)

Generate location request Send location request

Calculate location Send location

Industrial partners: freq_req = 5 sec., initial value clock c1 is freq_req
M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 9 / 25
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Uppaal model of moving block signalling scenario (2/2)

Send MA request Calculate MA

Send MA Control MA freshness

Industrial partners: timeout = 3◊freq_req, initial value clock counter is 5

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 10 / 25

Uppaal model of moving block signalling scenario (2/2)

Send MA request Calculate MA

Send MA Control MA freshness

Industrial partners: timeout = 3◊freq_req, initial value clock counter is 5

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 10 / 25

SMC track ISoLA
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Uppaal model of moving block signalling scenario (2/2)

Send MA request Calculate MA

Send MA Control MA freshness

Industrial partners: timeout = 3◊freq_req, initial value clock counter is 5

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 10 / 25

Probability that train enters safe state Stop upon timeout:

Uppaal SMC [Larsen et al.] reports that this probability is

in the interval [0,9.99994e-005], with confidence 0.995, 

obtained from 59912 runs in ±5 minutes (M is the model)

Analyses with Uppaal SMC

1 It must always be the case that eventually either a MA is received or

the train enters a safe state Stop:

A⌃ (ReplyMA.ReplyRequest Î Controlling.Stop)

Uppaal SMC reports that this CTL property holds

2 Probability that the train enters a safe state Stop upon a timeout:

PM(⌃Æ(timeout) Controlling.Stop)

Uppaal SMC reports that this probability is in the interval [0,9.99994e-005],

with confidence 0.995 and obtained from 59912 runs in ± 5 min.

Uppaal SMC v4.1.19 (rev. 5649) with statistical parameters: lower and upper probabilistic deviation (≠”, +”): 0.001;
probability of false negative and false positive (–, —): 0.005; probability uncertainty (‘): 5.0≠5.

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway Signalling Analysis with Uppaal SMC ISoLA 2018 13 / 25

SMC track ISoLA



Renew the role of railway stations in the future’s smart cities



Renew the role of railway stations in the future’s smart cities

Revisit station communication infrastructure, integrating

power line and wireless technologies in order to:

• Realize LAN network over station plants

• Implement remote monitoring and 

control of the station equipment

• Create value-added services for 

both customers and staff, such as

connectivity, energy management, 

environmental surveying, video 

surveillance, fault prediction, 

and infomobility



Spatial Model Checking for Smart Stations
Aim: identify poorly illuminated platform areas of a station

Spatial Model Checking for Smart Stations 5

This allows one to use the reachability primitive in VoxLogicA to characterise
insu�ciently illuminated points that a user may reach, possibly refining the
result by proximity to points of interest and presence/absence of trains at a
platform. This basic design can be used to address the Challenge named Present:
monitoring a smart station to promptly detect illumination failures in a user-
centric way.

An illustration of the method is given in Fig. 1. The images were produced
using VoxLogicA. In the figure, which is presented only for illustrative purposes,
the light from di↵erent sources is not summed, so the method will need to be
refined in future work. The full computation, starting from the image of the
train station map, takes about 1 second on a desktop computer equipped with
an Intel Core i7 CPU. The specification is quite small, 4 lines of text for the actual
description of properties (cf. Code 1), and some 20 lines including loading, saving,
macro definition, and identification of regions of interest via colour thresholding.

Fig. 1. Illustration of an experiment aimed at identifying poorly illuminated platform
areas. Top-left: Pistoia station. Blue squares: a design with MADILL units, clearly,
insu�cient in number. Red squares: some C-MAD units. Green squares: indicate the
platforms open to the public. Top-right: illumination computed using an attenuation
formula with VoxLogicA (overlay is made with an external program). Bottom-left:
by a threshold on the illumination value, areas that are su�ciently illuminated have
been computed (output from VoxLogicA). Bottom-right: the parts of the platforms
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let platform = grow(grow(platformSeed ,platformArea),cmad|madill)
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Code 1. Part of VoxLogicA specification for our experiment. Explanation. platform:
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thresholding operation; nonIllumPlatform: final result. The results are shown in Fig. 1.
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