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Context: Attack-Defense Trees (ADTs) are a graphical notation used to model and evaluate security require-
ments. ADTs are popular because they facilitate communication among different stakeholders involved in
system security evaluation and are formal enough to be verified using methods like model checking. The
understandability and user-friendliness of ADTs are claimed as key factors in their success, but these aspects,
along with user acceptance, have not been evaluated empirically.
Objectives: This paper presents an experiment with 25 subjects designed to assess the understandability and
user acceptance of the ADT notation, along with an internal replication involving 49 subjects.
Methods: The experiments adapt the Method Evaluation Model (MEM) to examine understandability variables
(i.e., effectiveness and efficiency in using ADTs) and user acceptance variables (i.e., ease of use, usefulness, and
intention to use). The MEM is also used to evaluate the relationships between these dimensions. In addition,
a comparative analysis of the results of the two experiments is carried out.
Results: With some minor differences, the outcomes of the two experiments are aligned. The results demon-
strate that ADTs are well understood by participants, with values of understandability variables significantly
above established thresholds. They are also highly appreciated, particularly for their ease of use. The results
also show that users who are more effective in using the notation tend to evaluate it better in terms of
usefulness.
Conclusion: These studies provide empirical evidence supporting both the understandability and perceived
acceptance of ADTs, thus encouraging further adoption of the notation in industrial contexts, and development

of supporting tools.
. Introduction

Defining security requirements involves representing and analysing
otential threats and mitigation strategies to establish a security pol-
cy [1]. Several notations have been developed in requirements engi-
eering (RE) to model and analyse security requirements. These include
xtensions of well-known notations, such as Secure i∗ [2] and Secure
ML [3], as well as comprehensive notations with analytical capabili-

ies, like the Socio-Technical Security Modelling Language (STS-ML) [4]
nd the Restricted Misuse Case Modeling (RMCM) approach [5].
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Among these various approaches, Attack-Defense Trees (ADTs) pro-
vide a graphical notation for modelling and assessing the security
requirements of systems or assets. ADTs provide a graphical, tree-
based representation of the possible actions an attacker might take to
compromise a system and the corresponding defensive measures [6].

The purposes of ADTs are manifold: they offer a comprehensive
threat modelling methodology, enable users to graphically identify
potential threats and corresponding security strategies, and allow for
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the quantitative assessment of a system’s security level using formal
verification techniques such as model checking. Furthermore, ADTs fa-
cilitate communication among stakeholders from diverse backgrounds,
such as security experts and system engineers.

ADTs have been touted as one of the most popular graphical models
for system security analysis [7]. They are acclaimed for their user-
riendliness, even for novices [8], and their easily understandable,

human-readable notation [9]. Despite these claims, no empirical studies
have been conducted to verify their validity, even though this research
irection has been recognised as promising and would be valuable for
valuating the effectiveness of ADTs [7,10,11].

The understandability of graphical notations is a well-studied area
n the literature [12,13], particularly in the context of security mod-

elling and assessment [14–16]. These studies are particularly beneficial
given the central role of humans in system security, encompassing both
otential insider threats and human errors that can render systems
ulnerable [9]. Effective security modelling notations must be easily

understood by users to ensure accurate implementation and response
strategies.

User acceptance of notations or methods is equally critical, as the
iterature suggests that perceived acceptance can predict actual usage
17–19].

In this paper, we present the first evaluation that aims at investigat-
ing the quality of the ADT notation, both in terms of understandability
and in terms of user acceptance, through two empirical studies. The
first experiment was conducted entirely online, providing broad ac-
cessibility and diverse participant engagement. The second experiment
was an internal differentiated replication conducted in person with
different subjects, offering a controlled environment and in-depth in-
teraction. In the field of empirical software engineering, replications
are crucial for enhancing the validity of results [20,21]. The pro-
osed replicated experiment enables a deeper evaluation of ADTs, thus
ontributing to the field of security RE.

In our analysis, we tailored the Method Evaluation Model (MEM)
[18,22] to evaluate the understandability and user acceptance of the
ADT notation. Understandability of ADTs was measured through a test
in which participants were required to perform a set of tasks related to
syntax, semantics, and usage of ADTs. User acceptance was measured
through a questionnaire, evaluating perceived ease of use, perceived
usefulness, and intention to use.

Our results show that: (1) ADTs are well understood by participants;
(2) ADTs are perceived as easy to use and useful, with participants
expressing a strong intention to use them; (3) there is a significant
relationship between perceived usefulness and the intention to use
ADTs; and (4) there are no significant relationships between various
performance-based measures of understandability (effectiveness and
efficiency) and perception-based variables (ease of use, usefulness,
intention to use), except in the following case: those who apply the
method better in practice also consider it more useful.

The present paper builds upon and extends the work in [23]. The
revious study presented the first experiment with 25 participants and
as conducted entirely on an online platform without any interaction
ith the examiners. This work was exploratory in nature and con-

ributed with a first indication of the understandability and acceptance
f ADTs. The present paper, and the second experiment in particular,
s confirmatory in nature, and offers the following extensions:

• Internal differentiated replication. The study introduces a dif-
ferentiated replication of the original study presented in [23].
The replication involves 49 participants, and was conducted in
person (Sections 5.2 and 6.2). While the experimental phases,
variables, and data analysis remained consistent with the original
study, adjustments were made to the materials to accommodate
the in-person format. This replication offers more robust data and
comparisons, enhancing the reliability and generalisability of the
findings.
2 
• Comparative analysis of the experiments. A detailed compara-
tive analysis of the results from the two experiments is presented
(Section 6.3), offering new insights into the consistency of the
findings across different settings and participant groups.

• Comprehensive discussion of the results. We provide a more
extensive discussion of the combined results from both stud-
ies (Section 6.4), shedding light on broader trends and possible
implications.

• Expanded review of related work. We offer a more comprehen-
sive and structured review of the literature (Section 3), covering
key areas such as security modelling notations, empirical eval-
uations of graphical security methods, and frameworks used to
assess understandability and user acceptance. This expanded re-
view deepens the contextualisation of ADTs within the broader
security modelling landscape and strengthens the foundation for
the empirical study.

The contributions of this study are as follows:

• Consolidated evidence regarding ADT understandability and
acceptance. The results of the two experiments offer evidence
supporting the high level of understandability and user accep-
tance of ADTs, thus providing data to confirm previous anecdotal
claims. This contribution is relevant to encourage further adop-
tion of the notation in industrial settings, and further develop-
ment of supporting tools.

• Contribution to the field of conceptual modelling. By show-
ing that ADTs are understandable and accepted by users, the
study offers valuable insights into the practical application of
conceptual RE models, such as ADTs. Although conceptual RE
models, especially formal ones, are not frequently adopted in
practice [24], our results suggest that this phenomenon may not
be due to inherent weaknesses of the notations, but rather to other
contextual factors, such as prejudice, or lack of integration into
existing processes, as observed for other formal tools [25]. On
the other hand, our results foster the study of the reasons for the
success of ADTs, which can offer guidance for the development
of other graphical notations.

• Contribution to the field of empirical RE. This paper presents
a replication research design (Section 4) and package [26]. By
offering a structured approach to replication, and exhaustive
experimental material, the paper gives other researchers the pos-
sibility to perform external replications, which may extend the
scope of validity of our conclusions.

The remainder of this paper is structured as follows. After a presen-
tation of the background information and the discussion of related work
n Sections 2 and 3, respectively, Section 4 outlines the experimental

design, while Section 5 details the individual experiments. Section 6
presents the results of both experiments, including the comparative
nalysis and discussion. Section 7 addresses the threats to validity, and

finally, Section 8 presents the conclusions and suggests directions for
future work.

Replication Package. Our replication package is publicly available
[26].

2. Background

In this section, we provide the relevant background on Attack
Defense Trees and the Method Evaluation Model.

2.1. Attack-defense trees

The assessment of system security through graphical tree-based
structures originated around 1960 with fault tree analysis [27], and
gradually spread with the usage of similar structures such as attack
trees [28,29]. To manage the dynamic nature of system security,
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Fig. 1. ADT for theft of Mona Lisa.

Attack-Defense Trees (ADTs) [6] were introduced, extending attack
trees with defense strategies and quantitative risk assessment [30,31].
ADTs model attack-defense scenarios, namely 2-player games between
a proponent and an opponent.

The legend of Fig. 1 reports the basic graphical elements of ADTs,
while the rest of the figure presents an example scenario that will be
described later in this paragraph. Formally, ADTs are rooted trees with
labelled nodes of two opposite types: attack nodes and defense nodes,
representing the goals of the attacker and of the defender, respectively.
The root can be of either type: if the root is an attack node, the
proponent is an attacker; conversely, if the root is a defense node, the
proponent is a defender. The main goal can be refined into sub-goals,
described by its child nodes of the same type. The refinement can be
either conjunctive (i.e., all sub-goals must be achieved to achieve the
parent goal) or disjunctive (i.e., at least one of the sub-goals must be
achieved to reach the parent goal). A node with no children of the
same type is called a non-refined node, and it represents a basic/atomic
action. Each node may have one child of the opposite type, representing
a countermeasure to its (sub-)goal. Essentially, an attack node may
have a number of children that refines the attack and a single defense
node that fends it off. Conversely, a defense node may have a number
of children which refines the defense, and a single attack node that
counterattacks it.

To demonstrate the features of ADTs, we present a simple fictitious
scenario describing the theft of the Mona Lisa painting (cf. Fig. 1). To
steal the painting (see root of the ADT), the attacker can carry out
two kinds of attacks: enter the Louvre museum by the door or by the
window (attack nodes ‘‘Enter Louvre by Door’’ and ‘‘Enter Louvre by
Window’’, forming a disjunctive refinement of the root node). Fig. 1
shows in detail only the door branch—further attacks and defenses
could easily be added. The defender can secure the door of the museum
(defense node ‘‘Secure the Door’’ used as a countermeasure for the
attack node ‘‘Enter Louvre by Door’’) using a ‘‘Door Alarm’’ or ‘‘Se-
curity Cameras’’ (defense nodes, disjunctive refinement of the ‘‘Secure
the Door’’ node). The attacker can then perform a counterattack by
forcing the alarm system (attack node ‘‘Force Alarm System’’ used as
a countermeasure for the defense node ‘‘Door Alarm’’). To do so, the
3 
attacker needs to get both the username and the password (conjunctive
refinement of the ‘‘Force Alarm System’’ node).

Due to their theoretical underpinning, ADTs enable formal reason-
ing, typically supported by effective software tools, on quantitative
risk assessment (e.g., to determine where defensive resources are best
spent). Academic tools like ADTool [30], SPTool [32], ATTop [33],
and RisQFLan [31], as well as commercial tools such as AttackTree,1
RiskTree,2 and SecurIT ree [34].3 They are used in public and private
sectors (e.g., by aerospace, defense and intelligence organisations, but
also by health care providers, critical infrastructure companies, and
financial organisations).

Evaluation of ADTs has so far considered issues like the consistency
between an ADT and the system and the impact of repeated labels on
results [35,36]. As far as we know, there is no work in the literature that
has focused on the assessment of the comprehensibility of ADTs (nei-
ther of attack trees). Albeit their comprehensibility is usually assessed
as a factor of success [7–9].

2.2. Method evaluation model

The Method Evaluation Model (MEM) [18,22] is an acceptance
model used to evaluate new information technologies , extending the
Technology Acceptance Model (TAM) [17] by incorporating perfor-
mance measures. Essentially, MEM integrates the concepts of perceived
success and actual success to predict the real usage of a method.

Perceived success involves assessing users’ perceptions of the
method’s effectiveness and it is measured through a combination of
three variables: the perceived ease of use (PEOU), which measures how
easy the technology is perceived to be, the perceived usefulness (PU),
which measures how useful the technology is perceived to be, and the
intention to use (ITU), which measures the extent to which users intend
to use the technology in the future. The combination of these three
variables indicates the overall acceptance of the method.

Actual success entails evaluating the extent to which users effec-
tively utilise the method and it is measured through performance-based
variables consisting of efficiency and effectiveness, which measure the
effort required to use the technology and how well the technology
has been used to reach the goals, respectively. These variables must
be tailored by delineating specific objectives for the method under
analysis.

MEM has been applied in the fields of RE [37,38] and language
comprehension [39]. In [38], the performance-based variables (ef-
fectiveness and efficiency) were adapted to measure the ability of
identifying security threats. Conversely, in [37,39], effectiveness and
efficiency were tailored to measure the understandability of require-
ment models and language constructs, respectively. In practice, the
performance-based variables are understandability effectiveness and
understandability efficiency, computed based on the results obtained
by sample subjects in problem-solving tasks. This paper adopts this
latter approach and further decomposes the variables into fine-grained
dimensions (cf. Section 4.1). In line with MEM, we evaluate if these
variables are related to perception-based variables.

3. Related work

This section reviews related work on security notations, the em-
pirical evaluation of graphical security methods, and understandability
models.

1 https://www.isograph.com/software/attacktree/.
2 https://risktree.2t-security.co.uk/.
3 https://www.amenaza.com/.

https://www.isograph.com/software/attacktree/
https://risktree.2t-security.co.uk/
https://www.amenaza.com/
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3.1. Security modelling and analysis notations

Several notations have been proposed in RE to model and analyse
security requirements [40–43]. Most of these notations are extensions
f existing RE notations, like Secure i∗ [2], an extension of KAOS [44],

Secure UML [3], Misuse cases [45], and Secure Tropos [46]. Other
authors propose entirely novel methods, as, e.g., CORAS [47]. In the
following, we describe the main contributions to the field of security
equirements modelling.

Secure i∗ [2] extend i∗, a well-known goal-oriented RE method
focused on social modelling, by putting emphasis on potential mali-
cious players and associated goals, and enabling the analysis of weak
social links that can be exploited by attackers and system abusers. A
preliminary evaluation of the language was performed by the authors
on example cases. Still focused on goal modelling, the approach by
Salehie et al. [44] enhances KAOS goal-oriented models by introducing
asset models and threats models. The three models are used as input
o build a causal network to analyse system security, and enable the
dentification of countermeasures to security threats. The approach is
valuated through simulation on three different example scenarios.
ecure UML [3] focuses on the security of distributed systems, and
he enforcing of access control. To this end, it defines a vocabulary for
nnotating UML class diagrams with information relevant to access con-

trol. The approach is showcased on an example case. Misuse cases [45]
re an extension of UML Use Cases that introduce possible undesired
ctions that can be performed by attackers, and enable the definition
f associated mitigations. The approach provides both graphical and
extual specifications, and has been employed in different European
rojects. The Restricted Use Case Modeling method (RUCM) [5] is a
se case-driven modelling method that uses misuse case diagrams [45]
o support the specification of security and privacy requirements of

multi-device software ecosystems in a structured and analysable form.
The approach is evaluated on an industrial healthcare project, and
feedback was acquired through a questionnaire and interviews with
four engineers. Secure Tropos [46] extends Tropos, a development

ethodology using the i∗ modelling framework, by introducing addi-
ional security-focused concepts, such as security constraints, entities,
rust relationships between actors, and others. The approach is demon-
trated on an real-world case from the healthcare domain. A further
xtension of Tropos, named STS-ml [4] provides an actor- and goal-

oriented security requirements modelling language, able to capture
system security needs and requirements at the organisational level and
eason about corporate assets, social dependencies, and trust proper-
ies. The requirements models of STS-ml incorporate formal semantics,
acilitating automated reasoning to identify potential conflicts among
ecurity requirements and between security requirements and actors’
usiness policies. The proposal has been implemented in the STS-Tool,
nd the method has been quantitatively evaluated on a real-world case
or (a) its capability of identifying non-trivial conflicts, and (b) its
calability when applied to large models. Finally, CORAS [47] is a
omplete modelling and risk analysis method composed of eight steps
hat not only enables reasoning on security aspects, but also consider
ny type of risk and vulnerability. The method distinguishes itself from
thers also because an extensive manual with several examples has
een published to facilitate its use [48].

Overall, these works show that problem of modelling security re-
uirements has been addressed by multiple perspectives, e.g., social [2,

4], use case [5,45], access [3], asset [44], or process [47]. Although
orms of empirical evaluation exist for some of the methods [4,5],

the solution proposals did not include controlled experiments with
human subjects to evaluate quality aspects of the modelling languages,
as, e.g., their understandability. However, other authors have consid-
red the available notations and performed such experiments. In the
ollowing, we summarise the main contributions in this sense.
 t

4 
3.2. Empirical evaluation of graphical security modelling methods

A substantial number of empirical studies analysing security re-
quirements modelling and representation methods was carried out by
the team composed of Massacci, Paci, Labunets et al. [15,16,38,49,50].
In the first study [49], the authors considered different academic
ecurity risk assessment methods, including CORAS, Secure Tropos,
ecure i∗ and Problem Frames [51]—an RE approach not specifically
ailored for security requirements, but previously employed by Haley
t al. [52] to support security analysis. They involved MSc students

in computer science and professionals in IT Audit for Information
Systems, who had no previous knowledge of the methods, and, among
other quality factors, also compared the usability of the different tools.
Based on the evidence, they conclude that CORAS is substantially
more usable than the other solutions. In the following studies [38,50],
they performed controlled experiments to compare the CORAS visual
notation and framework with a textual method used for air traffic
control security assessment, named SecRAM [53]. Similar to our study,
they adapted MEM and TAM for evaluating PEOU, PU, and ITU of
oth methods, and concluded that the visual method is better per-
eived by users across the different variables. However, concerning

their effectiveness in identifying security threats, the two approaches
an be considered equivalent. This finding was confirmed by a later
tudy [15]. However, the same study showed that also user perception
ariables were equivalent for both methods. CORAS was also compared
ith another textual method, named SREP [54]. The study concluded

hat the visual method is more effective for identifying threats than
the textual one and is more appreciated by users, whereas the textual
method is slightly more effective for eliciting security requirements.

Volden-Freberg et al. [55] conducted an empirical study to evaluate
graphical versus textual risk annotations in threat models represented
through UML sequence diagrams. The aim of the study was to compare
he comprehensibility of the two methods in analysing security threat
roblems, as well as to assess the efficiency of these two annotation

types by measuring the average time each group spent per task. Their
findings indicate that while graphical and textual annotations show
comparable comprehensibility, the graphical method proved to be more
fficient than the textual method.

In [10], the results of an empirical evaluation conducted to deter-
ine the effectiveness of two attack modelling techniques, an adapted

attack graph method based on [56] and the fault tree standard – a
notation not strictly focused on security requirements – are reported.
Similar to our study, the objective was to test the participants’ ability
to recall, comprehend, and apply these techniques. The results indicate
that the attack graph method is more effective than the fault tree
method, suggesting that specialised modelling solutions targeting secu-
rity requirements are preferable to general-purpose ones. Furthermore,
participants with a computer science background performed better than
those without experience when using both methods.

In [57], a graphical approach to facilitate communication and un-
derstanding among different classes of users during a risk analysis
brainstorming session was proposed. The development and the guide-
ines for the use of such a graphical language were based on a combina-
ion of empirical investigations and experiences gathered from utilising

the approach in large-scale industrial field trials by both professionals
and students.

Previous works on the evaluation of security modelling methods
mainly focus on the comparison between textual and graphical ap-
proaches, and assess their effectiveness in identifying security threats,
as well as their acceptance by users. These studies mainly focus on the
CORAS graphical approach. A more limited set of studies, i.e., [10,55],
consider also the understandability of existing notations, and do not
account for acceptance. We are not aware of studies that evaluate
these quality aspects for the majority of the notations mentioned in
Section 3.1. Our work differs from these previous contributions in that
1) considers both understandability and acceptance and (2) focuses on
he ADT notation, which is widely used in industry.
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3.3. Understandability models

Understandability is a critical factor in the effective use of mod-
elling notations and conceptual systems across software engineering,
nformation systems, and various technical domains. Various models
nd frameworks have been developed to assess both the objective and
he perceived understandability of these notations. Objective under-
tandability focuses on measurable outcomes such as task effectiveness
nd efficiency, while perceived understandability relies on partici-
ants’ subjective assessments, often emphasising perceived ease of use,

usefulness, intention to use, and cognitive load [58].
These models help researchers evaluate the understandability of

models by examining factors such as cognitive effort, ease of use,
nd clarity of representation. Each model offers a distinct approach,
ith some emphasising cognitive aspects and others focusing on user
erception, particularly in terms of usability, usefulness, and ease of
se.

Among the models emphasising cognitive aspects one of the most
widely adopted ones is the Cognitive Dimensions of Notations (CDN)
framework, introduced by Green and Petre [59]. This framework pro-
ides a set of cognitive dimensions that help identify usability trade-offs
n a notation system, focusing on how users interact with and under-
tand the structure of a model. CDN helps identify how a notation’s
tructure affects users’ cognitive efforts in understanding it.

Similarly, the Cognitive Load Theory (CLT) [60] has been applied
o evaluate the understandability of models by measuring the mental
ffort required for users to understand them. CLT categorises cognitive
oad into intrinsic load, which is related to the inherent complexity
f the material; extraneous load, which refers to the cognitive effort

imposed by the way information is presented; and germane load, which
concerns the effort invested in constructing and understanding new
nowledge. In modelling notations, reducing extraneous load – by

simplifying the presentation and organisation of information – can
significantly improve understandability.

On the other hand, models focusing on perceived understandability
are commonly known as acceptance models. Technology acceptance
esearch has been a mature field for over two decades (cf. [61] for
n overview on popular models and theories). Several theoretical mod-

els, primarily developed from psychological and sociological theories,
explain technology acceptance and use [62]. One of the earliest such
models, the Theory of Reasoned Action (TRA), introduced by Fishbein
and Ajzen in 1975 [63], explains how an individual’s behavioural
intentions are influenced by two key factors: attitude towards the
behaviour, which refers to the individual’s positive or negative feelings
about performing the behaviour, and subjective norms, which involve
the social pressure or influence from others regarding whether the
individual should perform the behaviour.

Later developments in social cognitive theory provided further in-
sights into understandability. In 1986, Bandura introduced Social Cog-
itive Theory (SCT) [64], which theorises that learning occurs in
 social context with a dynamic and reciprocal interaction between

environmental factors and behaviours. To improve upon some of the
drawbacks of TRA, Ajzen conceived the Theory of Planned Behaviour
(TPB) in 1991 [65], adding the determinant of perceived behavioural
ontrol, which refers to the perception of how easy or difficult it is to
erform a given behaviour.

TRA served as the foundation for TAM [17], which introduced
perceived ease of use as a critical factor closely related to under-
tandability. TAM has been widely used to assess how easily users

can understand and interact with new systems, including conceptual
models.

In 2003, Venkatesh et al. [19] developed the Unified Theory of
Acceptance and Use of Technology (UTAUT), which integrated com-
ponents from eight major technology acceptance models and theories,
including TRA, TAM, TPB, and SCT. UTAUT identified four primary
determinants of usage and intention: performance expectancy, effort
5 
expectancy, social influence, and facilitating conditions. These are mod-
erated by gender, age, experience, and voluntariness of use, providing
a comprehensive framework for understanding how perceived under-
standability impacts the adoption of models and technologies. UTAUT
has been shown to perform better in certain contexts, particularly in
organisational settings where factors like social influence and facilitat-
ing conditions play a key role in predicting technology adoption [19].
Additionally, it is more effective in mandatory usage scenarios, such
as workplace environments, where performance expectancy and effort
expectancy are influenced by external pressures [62]. The model also
excels in longitudinal studies, as it accounts for variables like experi-
ence and voluntariness of use, which evolve over time, enhancing its
predictive accuracy [66]. Finally UTAUT demonstrates better perfor-
mance in the context of mobile Internet users in consumer settings,
roviding the best explanation power for the intention to use and actual
se of mobile Internet, outperforming other models [67].

MEM, proposed by Moody in 2001 [22], extends TAM and focuses
on the effectiveness, efficiency, and acceptance of using modelling
methods. This dual evaluation helps capture both the objective and
subjective aspects of understandability, making it particularly useful for
empirical studies on model evaluation.

3.4. Implications of previous work

The results of previous research have informed the design of the
current study as follows. Previous work shows that many security
modelling notations have been proposed, with only few evaluated
empirically, mainly comparing textual and graphical approaches. These
studies conclude that graphical notations, such as CORAS, are more
ccepted and more effective than textual ones. This justifies our focus
n a graphical notation such as ADT. As noted in Section 2, this is
idely used in practice and claimed to be easy to use, but no sound
valuation of its understandability and acceptance has been carried out.

Among the different understandability models available, we adopted
EM since it has already been applied in the field of RE [37,38], which

onsolidates its suitability for evaluating modelling methods within this
omain.

4. Experimental design

Our experimental design follows the guidelines by Wohlin et al.
or software engineering experiments [68]. Our overarching goal is the
ollowing:

Goal: Assessing the understandability and acceptance of ADTs
by novice users with little to no prior knowledge of the notation,
and exploring whether a relationship exists between the degree
of acceptance of the notation and its understandability.

To address this goal, we perform two experiments, one referred to
s original experiment and the other one as replication. The original ex-
eriment was conducted entirely online, without any direct interaction

with participants. While this approach could yield positive outcomes,
such as reduced subject bias, it might also introduce negative outcomes
due to potential technological problems. Consequently, we replicated
the experiment in person using a written format to mitigate these issues.

Based on the goal we derive the following research questions (RQs):

RQ1 How well do novice users with no or minimal prior knowledge of the
ADT notation understand ADTs? This RQ aims at understanding
the level of effectiveness and efficiency with which users, who
lack a specific background in ADT notation, comprehend the
notation
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Fig. 2. Diagram illustrating the phases of the experiment in both the original and replicated experiment, the measured variables, and how these variables address the research
questions.
RQ2 What is the degree of acceptance of ADTs by novice users with no or
minimal prior knowledge of the notation? This RQ aims to evaluate
how novice users perceive ADTs in terms of ease of use and
usefulness, and the extent to which they would intend to adopt
ADTs in the future. The focus is on assessing acceptance from a
broader set of users, acknowledging ADTs’ potential to facilitate
communication among stakeholders with diverse backgrounds
and skill sets.

RQ3 What is the relationship between ease of use/usefulness of the notation
and the intention to use it in the future? Differently from RQ2,
which focuses on each perception-based variable independently,
this RQ aims at checking whether there is a relationship among
the variables, and in particular, if ease of use and usefulness are
related to intention to use.

RQ4 What is the relationship between the ADT understandability and the
users’ perception of ADTs’ ease of use and usefulness? With this
RQ, we check whether users who perform best in understanding
the notation also tend to evaluate the ADTs as easier and more
useful.

Both the replicated and the original experiment retain the same
research questions; however, in this paper, RQ4 encompasses both RQ4
and RQ5 from the original contribution in [23].

We evaluate understandability in terms of effectiveness and effi-
ciency through a test composed of a set of problem-solving tasks related
to syntax, semantics, and usage of ADTs. Effectiveness measures how
6 
participants score on the test, while efficiency measures the effective-
ness with respect to the time required to perform the test. Acceptance
is evaluated in terms of perceived ease of use, perceived usefulness,
and intention to use through a questionnaire adapted from MEM. These
variables are described in detail in Section 4.1. Based on the RQs
and the variables, we define a set of NULL hypotheses, described in
Section 4.2.

Fig. 2 shows a diagram which illustrates our experimental design,
namely the experimental phases, how they are instantiated in each
experiment, the variables measured, and how those variables are as-
sociated with the RQs. Details about the different phases are reported
in Section 4.3. The process of data analysis, oriented to statistically test
the formulated hypotheses, is reported in Section 4.4.

The details on participants and resources of the individual experi-
ments are presented in Section 5. The results and the analysis of the
study validity are presented in Sections 6 and 7, respectively.

4.1. Variables and materials

The constructs, variables, materials used to assess them, and the
methods of measurement are summarised in Table 1. Fig. 3 shows the
adapted MEM with all the variables measured in the study and their
relationship.

Acceptance. The evaluation of users’ acceptance is based on the
MEM model presented in Section 2.2. In particular, we evaluate ac-
ceptance using three perception-based variables: perceived ease of use
(PEOU), perceived usefulness (PU), and intention to use (ITU).
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Fig. 3. Adapted MEM.
Table 1
Summary of variables.

Construct Variable Measure Material

Understandability

Understandability not in context Effectiveness (UNC effv.) ∑ Correct Answers/Number of T/F Statements (24) 6 ADT fragments with 4 T/F
statements eachUnderstandability not in context Efficiency (UNC effc.) UNC Effectiveness/Time

Understandability in context Effectiveness (UIC effv.) ∑ Correct Answers/Number of Questions (9) 3 ADT fragments with 3 Y/N
questions eachUnderstandability in context Efficiency (UIC effc.) UIC Effectiveness/Time

Transferability Effectiveness (TRF effv.) ∑ Correct Modifications/Number of Requests (9) 3 ADT fragments with 3
requests eachTransferability Efficiency (TRF effc.) TRF Effectiveness/Time

Total Effectiveness Average of Understandability Dimensions Effectiveness Entire testTotal Efficiency Average of Understandability Dimensions Efficiency

Acceptance
Perceived Ease of Use (PEOU)

Median of the questionnaire’s statements points Questionnaire (cf. Table 2)Perceived Usefulness (PU)
Intention to Use (ITU)
Material. We measure the three variables through a questionnaire
composed of a set of statements for each variable. We shuffle the state-
ments and add their negated version to avoid systematic response bias
(i.e., both the statements ‘‘ADTs are easy to learn’’ and ‘‘ADTs are not
easy to learn’’ are present) [37]. Users need to evaluate each statement
on a Likert scale from 1 (strongly agree) to 5 (strongly disagree). Table 2
shows the list of positive statements for PEOU, PU, and ITU. Each
variable is computed as the median of its statements points (the points
for negative statements are counted as 6 minus the points given as the
answer).

Understandability. In line with the methodology outlined in [37],
we tailor MEM by delineating specific objectives for evaluating ADTs:
our study focuses on understandability. Understandability is evaluated
in terms of effectiveness and efficiency based on the results of sample
subjects in some problem-solving tasks (as suggested by the literature
in, e.g., [69]).

For both effectiveness and efficiency, we further distinguish be-
tween fine-grained understandability, which considers three different
dimensions of understandability separately, and coarse-grained under-
standability, which measures the average across the dimensions. The
dimensions are:

UNC Understandability not in context measures the comprehensibility
of ADTs syntax. It assesses users’ ability, after ADT training,
to identify correct ADT construction, to recognise nodes (for
attack and defense), refinements (conjunctive and disjunctive),
and countermeasures, and to understand sequential actions and
their temporal order in ADTs.
Material. UNC is measured through a set of true/false questions

on domain-agnostic ADT fragments (A, B, and C instead of

7 
names), to ensure that users’ responses are not influenced by
domain knowledge. Six items are presented, and for each of
them, we show one or more ADT fragments and four statements
regarding the syntax of the fragment(s). Participants have to
check for each of the statements whether it is true or false, and
they are asked to write down the starting (when starting this
phase) and finishing time (when completing all the steps of this
phase).

UIC Understandability in context measures the comprehensibility of the
semantics of ADTs. It assesses users’ ability, after training, to
answer questions about both existing and instantiated ADTs and
to recognise if an ADT accurately models a specific behaviour in
a given scenario.
Material. UIC is evaluated through a set of yes/no questions
on instantiated ADTs fragments. Three ADT fragments are pre-
sented, and, for each of them, a list of three yes/no questions
regarding the semantics of the fragments. Participants are asked
to answer the questions with ‘‘yes’’ or ‘‘no’’. The three ADT
fragments used represent common and familiar types of attacks,
namely an attack on a bank account, an attack to open a safe
lock, and an attack to burgle a house. For each of the three items,
participants are asked to write down starting and finishing times
in the appropriate lines.

TRF Transferability measures the practical use of the notation, evaluat-
ing users’ ability, after training, to create or modify ADTs. This
includes recognising the appropriate elements to add to the tree
for modelling specific behaviour and knowing where to place

these elements.
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Table 2
Perception-based statements (positive statements).

Variable Statements

PEOU 1. It was easy for me to understand what the ADTs represented.
2. ADTs are simple and easy to understand.
3. ADTs are easy to learn.
4. Overall, the ADTs were easy to use.

PU 1. Overall, I think that ADTs provide an effective means for
describing security threats and countermeasures.

2. I believe that ADTs have enough expressiveness to represent
security threats and countermeasures.

3. Overall, I find ADTs to be useful.
4. I believe that ADTs are useful for representing security

threats and countermeasures.
5. Using ADTs would improve my performance in describing

security threats and countermeasures.
6. I believe that ADTs are organised, clear, concise, and

unambiguous.
7. I believe the use of ADTs would reduce the time required to

represent security threats and countermeasures.

ITU 1. If I were to work for a company in the future, I would use
ADTs to specify security threats and countermeasures.

2. I intend to use ADTs in the future if given the opportunity.
3. I would recommend the use of ADTs to security practitioners.
4. It would be easy for me to become skilled in using ADTs.

Material. TRF is measured through a number of instantiated
ADTs fragments to extend with a set of requests. Three ADT
fragments are presented (a simplified version of the fragments
used to evaluate UIC) and, for each of them, a list of three
requests, each with increasing levels of difficulty: (i) participants
are asked to add a node to the tree and specify the type of
node and its position; (ii) participants are asked to add all the
nodes necessary to model a given situation; (iii) participants are
asked to modify the tree according to given syntactic and/or
semantic constraints. Participants are asked to modify the tree
fragments according to the requests. For each of the three items,
participants are asked to write down starting and finishing times
in the appropriate lines.

For each of these dimensions, we compute effectiveness as the
number of correct answers over the number of questions and efficiency
as effectiveness over time [37]. For what concerns total understand-
ability, we compute understandability effectiveness as the mean of the
effectiveness of the three dimensions and understandability efficiency as
the mean of the efficiency of the three dimensions.

4.2. Hypotheses

To answer the RQs, we test a number of NULL hypotheses (cf.
Table 3). The hypotheses associated with RQ1 are oriented to assess
whether both coarse- and fine-grained understandability effectiveness
and efficiency are significantly above a certain sufficiency threshold—
cf. Section 4.4 for the threshold values. It should be noted that, for
he sake of synthesis, the effectiveness variables are identified with 𝑖 in
he hypotheses formulas reported in the table. The efficiency variables
re identified with 𝑦. The hypotheses associated with RQ2 assess the

variables associated with acceptances and check if they are significantly
higher than the neutral value of the Likert scale. The hypotheses for
RQ3 assess the relationships among the acceptance variables. Finally,
he hypotheses for RQ4 evaluate whether there is a significant re-
ationship between understandability variables and acceptance ones.

Similarly to RQ1, effectiveness and efficiency variables are referred to
with 𝑖 and 𝑦, respectively.

4.3. Phases

The study is structured into six phases. The phases are illustrated in
Fig. 2. The original experiment was conducted entirely online, utilising
8 
Table 3
Hypotheses for each research question. The variable 𝑖 stands for total effectiveness,
UNC effectiveness, UIC effectiveness, and TRF effectiveness. The variable 𝑦 stands for
total efficiency, UNC efficiency, UIC efficiency, and TRF efficiency.
RQ1 H0(𝑖) Users are not sufficiently effective in

understanding ADTs

H0(𝑦) Users are not sufficiently efficient in
understanding ADTs

RQ2
H0(PEOU) ADTs are perceived as difficult to use

H0(PU) ADTs are perceived as not useful

H𝟎(ITU) There is no intention to use the ADT in the
future

RQ3
H𝟎(PEOU-PU) There is no relationship between perceived

ease of use and perceived usefulness

H𝟎(PU-ITU) There is no relationship between perceived
usefulness and intention to use

H𝟎(PEOU-ITU) There is no relationship between perceived
ease of use and intention to use

RQ4

H𝟎(𝑖-PEOU) There is no relationship between 𝑖 and
perceived ease of use

H𝟎(𝑖-PU) There is no relationship between 𝑖 and
perceived usefulness

H𝟎(𝑦-PEOU) There is no relationship between 𝑦 and
perceived ease of use

H𝟎(𝑦-PU) There is no relationship between 𝑦 and
perceived usefulness

various online platforms for all phases. In contrast, the replication was
conducted in person, with each phase adapted for face-to-face interac-
ion. Details on the methods and platforms used in both experiments
re provided in Section 5.

Phase 1—Recruitment. The participants are contacted through a
recruitment e-mail with all the information needed to perform the
study.

Phase 2—Binding. To ensure anonymity, the participants are pro-
vided with a unique alphanumeric identifier. They are instructed to
keep the identifier for the entire test.

Phase 3—Training. Before starting the test, the participants are
provided with a training session on ADT notation, which includes all
the necessary information to successfully complete the test.

Phase 4—Pre-test questionnaire. We ask the participants to fill out
a questionnaire collecting information about gender, age, education,
employment, work area, level of knowledge of ADTs, and education
on ADTs. The participants have to mark the questionnaire with the
identifier received during the binding phase (Phase 2).

Phase 5—Test. We ask the participants to fill out the test in all its
steps. The test is composed of four steps:

i Retention. Retention measures the comprehension of the train-
ing material and the ability to retain knowledge from it. We
use this step to keep in the participants’ memory the concepts
presented in the training phase that they will need during the
test. The outcome of this step is not utilised in the calculation
of understandability. In this step, a list of figures (i.e., all figures
in the legend of Fig. 1) is presented and, for each figure, a table
with two definition options. Participants are asked to mark the
right definition for each figure.

ii Understandability not in context. With this step, we want to
identify how understandable the syntax of the notation is for the
participants.

iii Transferability. Transferability measures to what extent the
knowledge acquired through the training material is transfer-
able.

iv Understandability in context. With this step, we want to iden-
tify to what extent users are able to answer questions about given
ADTs (namely about the semantics of ADT notation).
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Phase 6—Post-test questionnaire. We ask participants to fill out a
uestionnaire containing 8 statements concerning perceived ease of
se, 14 statements on perceived usefulness, and 8 statements con-
erning intention to use (cf. Table 2). We use this phase to measure

the perception-based variables (i.e., PEOU, PU, and ITU). Participants
ave to mark the questionnaire with the identifier received during the

binding phase (Phase 2).

4.4. Data analysis

The experimental study protocol containing the definition of the
study phases, its rationale, as well as the data analysis process has been
submitted to the ethical committee of the Italian National Research
Council (CNR), which authorised the administration of the test (autho-
risation number 0053588/2022). To take part in the study, participants
are asked to sign an informed consent for the processing of personal
data.

To answer RQ1, we first checked the dataset for normality us-
ng the Kolmogorov–Smirnov test, which resulted in p-values below
he 0.05 significance level, indicating a failure of normality for all
ariables [68]. Due to this, we employed a non-parametric test, the

Wilcoxon signed-rank test, to determine whether effectiveness and
efficiency (both coarse- and fine-grained) are significantly above the
selected target values. For what concerns effectiveness, we selected a
arget value of 0.6, which corresponds to 60% of answers being cor-
ectly answered; above such threshold, we consider understandability
ffectiveness (and its dimensions) as sufficient, based on the academic
rading standards in Italy [70]. Regarding efficiency, users are not

bound by a specific time frame for the test phase, but allocating 40 min
for the overall questionnaire (10 min for UNC, 5 min for UIC, and
25 min for TRF) is deemed sufficient for completing all phases. This
estimation is based on the expertise of the authors ter Beek and Lluch
Lafuente, who are ADT experts [31,71]. This duration accounts for
the time required for reading and analysing questions, processing ADT
fragments, providing accurate answers, and adapting to the platform
used. Therefore, we select a threshold of 0.015 for total efficiency,
and 0.06, 0.12, and 0.024 for UNC, UIC, and TRF, respectively. These
thresholds are computed as 60% of the maximum efficiency (i.e., 1)
over the estimated time. To compute the effect size, we use the rank-
biserial correlation, which is appropriate for non-parametric tests, both
for the one-sample and paired samples cases [72].

To answer RQ2, we also checked for normality for all variables and,
as with RQ1, the data failed the normality checks [68]. Consequently,
we applied a Wilcoxon signed-rank test to assess whether PEOU, PU,
and ITU scores are significantly above the value of the Likert scale
representing neutral perception (i.e., 3). To compute the effect size, we
use Cliff’s delta, which is suitable for non-parametric tests with ordinal
data [73].

To answer RQ3, we fit a regression linear model between PEOU and
U, and between both PEOU and PU and ITU.

To address RQ4 and investigate the potential relationship between
he effectiveness and efficiency of understandability (both coarse- and
ine-grained) and users’ perceptions of ADTs’ easiness and utility, a
inear regression model was used to probe the association between
erception-based variables (PEOU and PU) and both coarse- and fine-
rained understandability effectiveness and efficiency.

Additionally, to compare the results on understandability effective-
ness and efficiency (both coarse- and fine-grained) between the two
experiments, we apply the Exact Wilcoxon rank sum test (also known
s the Mann–Whitney U test) to determine whether there is a significant
ifference between them. We employ a non-parametric test due to the

failure of normality checks for all variables using the Kolmogorov–
Smirnov test. Moreover, we utilise the exact method, which is more
suitable for managing ties for small datasets. This method provides
xact p-values without relying on asymptotic approximations, ensuring
obustness and accuracy in our statistical analysis. This test allows
or a robust comparison, providing valuable insights into potential
ifferences in the performance of the users across the experiments.
9 
5. Individual experiments

In this section, we describe the two experiments, in terms of partic-
ipants, phases, and material. In both experiments the participants were
selected through convenience sampling, based on their availability.
The phases follow the main structure defined in Section 4.3. Here, we
describe the specific execution details, as well as differences between
the two experiments.

5.1. Original experiment

5.1.1. Participants
In total, 25 participants took part in the study: computer science

students (11), Ph.D. students (1), and professors (2); researchers in the
field of software engineering (4), formal methods (3), and security (4).
Participants belong to Kennesaw State University, CNR, University of
Pisa, and the Technical University of Denmark. They were of both
genders (56% men, 40% women, 4% prefers not to answer), aged
between 21 and 56 years old. We asked them to self-evaluate their
knowledge of ADTs before the test on a 5-point scale from 1 (no
knowledge) to 5 (advanced) and whether they knew similar notations.
The results are reported in Figs. 4(a) and 4(b), respectively. A total
f 80% of the participants did not receive any education on ADTs
efore the test; the remaining participants attended a university course,
 seminar, or were self-educated.

5.1.2. Phases and resources
Since the original study was conducted entirely online, each phase

as designed to allow participants to complete all tasks while main-
aining their anonymity.

During the recruitment phase, each participant received an email
ontaining instructions to complete the test, the consent form (to be
igned and returned), and links to the external resources and materials
sed for the study. Specifically, they were provided with a link to
n online spreadsheet, where they could find their identifier and the
ssociated link to the test document. Participants were instructed to
etain their identifier throughout the test, preserve the link to the test
ocument for subsequent phases, and use incognito mode to protect
heir identity.

Via a link received via email, participants could access an online
raining video (https://youtu.be/KLIH-yultgI)). They were asked to

use this resource preferably once before beginning the test. If they
watched the video multiple times, they were asked to indicate this in
the post-test questionnaire.

Before starting the test, participants were asked to fill out an online
re-test questionnaire whose link had been sent by e-mail during the
ecruiting phase.

Subsequently, through the link received in the binding phase they
ould access to an editable online document (a different document
or each participant). The spreadsheet accessed in the binding phase
nables us to bind each document to the ID of the corresponding user.
he online document contains the questions for all the test’s sub-phases
cf. Section 4.3). The transferability step is conducted on an editable
iagram embedded in the document (the instructions to modify the
iagram are written inside the diagram itself).

After the test phase we asked participants to fill out the post-
est questionnaire they could access through a link received in the
ecruiting e-mail.

5.2. Replication

5.2.1. Participants
In total, 49 participants took part in the study. Two participants

were excluded from the analysis: one due to missing data about the
time of execution, and the other due to incompletion of the test. The
participants were primarily computer engineering students attending

https://youtu.be/KLIH-yultgI
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Fig. 4. Participants’ prior knowledge (original experiment).
Fig. 5. Participants’ prior knowledge (replication).
the course on industrial computing at the University of Florence, with
the exception of one participant who was a master’s student in modern
Italian literature, and one participant who was a master’s student in
electronics engineering.

They were of both genders (87% men, 13% women), aged be-
tween 21 and 30 years old. The results of the self-evaluation about their
knowledge of ADTs and about similar notations known are reported
in Figs. 5(a) and 5(b), respectively. A total of 79% of the participants
did not receive any education on ADTs before the test; the remaining
participants attended a university course, a work course, or were
self-educated.

5.2.2. Phases and materials
The replication was conducted in person. The motivation for the

change of setting was due to the informal feedback received from
some of the participants of the first experiment, who experienced
difficulties with the online editable document used in the transferability
phase. Since the replication of the study was conducted in person, all
phases and materials were adapted accordingly to facilitate in-person
management. The experiment was conducted in a university classroom
at the University of Florence, supervised by two moderators (two of
the authors of this article). Each participant received an experimental
package containing the test to evaluate understandability, as well as the
pre-test and post-test questionnaires, which were unified into a single
document. All documents were marked with an identifier to maintain
participant anonymity. Before the test began, participants attended
a live training session that covered the same content as the video
training used in the original experiment. Additionally, participants
were provided with a link to the online video, allowing them to review
the training if needed.

To ensure consistency with the original experiment, where par-
ticipants had no interactions with the authors, participants in the
10 
replication were not allowed to ask questions during the test. This
measure aimed to make the setup of the replication as similar as
possible to the original experiment.

6. Results

Table 4 shows descriptive statistics for all the variables gathered
with both the experiments (the original experiment and the replica-
tion), i.e., the perception-based variables (PEOU, PU, and ITU) and
the performance-based variables: (1) understandability not in con-
text effectiveness and (2) efficiency; (3) understandability in context
effectiveness and (4) efficiency; (5) transferability effectiveness and
(6) efficiency; and (7) understandability effectiveness and (8) effi-
ciency.

Perception-based Variables. The medians for the perception-based
variables are all above the neutral value of the Likert scale (i.e., 3),
with a slight improvement in the replication. This suggests a general
acceptance of the notation. Specifically, users perceive ADTs as easy
to use, with median scores of 4.25 and 4.63 for the original study and
the replication, respectively. They also find the notation useful, with
median values of 4 and 4.14 for the original study and the replication,
respectively. Furthermore, the results indicate that users intend to use
the notation in the future, with ITU median scores of 3.88 and 4.25 for
the original study and the replication, respectively.

The results indicate a generally good level of understandability for
the ADT notation. The average total understandability effectiveness is
0.76 for the original experiment and 0.83 for the replication, both
significantly above the sufficiency threshold of 0.6 (cf. Sections 6.1 and
6.2). Regarding total understandability efficiency, all averages exceed
the sufficiency threshold, with better efficiency observed in the original
experiment.
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Table 4
Descriptive statistics. Columns denoted with Or. report the results for the original experiment; columns denoted with Rep. report the results
for the replication.

Variables Target Median Mean Std. dev. Min. Max.

Or. Rep. Or. Rep. Or. Rep. Or. Rep. Or. Rep.

PEOU 3 4.25 4.625 4.18 4.508 0.563 0.452 2.875 3.250 5 5
PU 3 4 4.143 3.92 4.131 0.37 0.536 2.929 2.929 5 4.571
ITU 3 3.875 4.250 3.88 4.176 0.403 0.588 3 2.750 5 5

UNC effectiveness 0.6 0.750 0.826 0.783 0.814 0.083 0.088 0.625 0.478 0.958 0.958
UNC efficiency 0.06 0.094 0.078 0.103 0.083 0.046 0.033 0.024 0.033 0.188 0.191

UIC effectiveness 0.6 0.889 1 0.907 0.922 0.175 0.095 0.111 0.667 1 1
UIC efficiency 0.12 0.250 0.222 0.264 0.228 0.135 0.084 0.009 0.089 0.500 0.444

TRF effectiveness 0.6 0.667 0.778 0.613 0.745 0.267 0.139 0 0.333 1 1
TRF efficiency 0.024 0.023 0.037 0.026 0.041 0.015 0.016 0 0.017 0.049 0.111

Understandability effectiveness 0.6 0.792 0.839 0.768 0.827 0.134 0.070 0.287 0.654 0.986 0.948
Understandability efficiency 0.015 0.118 0.113 0.131 0.117 0.059 0.31 0.011 0.060 0.241 0.194
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Performance-based Variables. Regarding the different dimensions
omposing understandability effectiveness, the results show that un-
erstandability in context is the measure that provides the highest

contribution (average effectiveness of 0.907 and 0.922 for the original
xperiment and replication, respectively), followed by understandabil-
ty not in context (effectiveness of 0.783 and 0.814) and transferability
effectiveness of 0.613 and 0.745). Also in this case, we observe an
nhancement in the performance during the replication. The results
uggests that while participants understand the syntax and semantics
f ADT fragments, they have more difficulty applying them in practice.
or what concerns understandability efficiency, we observe a similar
rend, thereby confirming that ADTs ‘‘in action’’ are perceived as more
ifficult.

Table 5 summarises the relation between variables expressed in
he hypotheses addressing each RQ presented in Section 4.2. For each
ypothesis, the column ‘‘Rej.’’ reports a ‘‘T’’ if the NULL hypothesis has

been rejected and an ‘‘F’’ otherwise. Below we discuss in detail only the
rejected NULL hypotheses because no conclusions can be drawn for the
others.

6.1. Original experiment

RQ1. The test results show that all variables (both coarse- and
ine-grained dimensions) are significantly higher than the target values
or 𝛼 = 0.05 with large effect-size, with the exception of transfer-
bility effectiveness and efficiency (cf. Table 5). Figs. 6(a) and 6(c)

show the boxplots illustrating the distribution of effectiveness and
fficiency scores across total understandability, understandability in
ontext, understandability not in context, and transferability. The plots

show the central tendency and variability, with the median indicated by
a horizontal line in each box. These results corroborate the descriptive
statistics, suggesting a good level of understandability of the notation,
particularly regarding the ADTs’ syntax and semantics.

RQ2. As the boxplot in Fig. 6(e) shows, while ITU and PU have
comparable values, PEOU receives the highest score. The test results
show that all the variables attesting the acceptance are significantly
higher than 3 for 𝛼 = 0.05, with p-values of 1.077e−05, 7.109e−06,
and 9.282e−06, respectively, with large effect-size (cf. Table 5). This
leads to the rejection of all three NULL hypotheses, confirming the
overall high acceptance of the ADT notation.

RQ3. As shown in Fig. 6(b), the test results attest that there is
a significant positive relationship between PU and ITU (𝑝-value =
2.44e−06), suggesting that users are more likely to intend to use the
notation in the future due to its perceived usefulness rather than its
perceived ease of use.

RQ4. Regarding coarse-grained understandability, the test results
reveal a significant positive relationship between effectiveness and
perceived ease of use, and a weakly significant positive relationship
between total effectiveness and perceived usefulness (cf. Fig. 6(d)). This
suggests that users who perform better in the test tend to rate the
notation higher in terms of easiness and usefulness.
11 
For what concerns the understandability dimensions, our results
show that understandability in context effectiveness and transferability
effectiveness both have a significant positive relationship with PEOU,
and both PEOU and PU, respectively. This suggests that users who
observed instantiated trees and understand their meaning, tend to
evaluate the notation as easier, whereas those who apply the method
effectively by correctly extending the tree tend to find it both easier and
more useful (cf. Fig. 6(f)). Thus, users who successfully use the notation
in practice tend to appreciate it more.

6.2. Replication

RQ1. The results from the replication show that all variables mea-
suring understandability are significantly higher than the target values,

ith large effect-size (cf. Table 5 and Figs. 7(a) and 7(c)). Unlike the
riginal experiment, transferability is also significantly above the target

values in this replication. This difference might be attributed to various
factors, including the different support used (paper document instead
of graphical editor online). Further analysis is required to clarify the
easons. Overall, these results confirm the previous findings regarding

the good level of understandability of the notation.
RQ2. In the replication as well, the test results show that all the

variables attesting the acceptance are significantly higher than 3 for
𝛼 = 0.05, with large effect-size (cf. Table 5 and Fig. 7(e)). Notably, ease
f use shows an effect-size of 1, indicating a stronger and more signif-
cant result, thus suggesting that ease of use is the main characterising

quality of ADTs.
RQ3. Regarding the relationship between the acceptance variables,

ll three NULL hypotheses have been rejected. This suggests that users
who find the notation easier also tend to find it more useful and that
hey intend to use the notation in the future due to both its ease of use
nd its usefulness (cf. Figs. 7(d) and 7(b)).
RQ4. For what concerns the relation between understandability and

the users perception about the notation’s easiness and usefulness, the
results of the replication contradict the original experiment’s results.
In this replication, the relationship between understandability not in
context efficiency and perceived ease of use is significant (𝑝-value
= 0.002851), suggesting that users who understand the ADT syntax
more efficiently tend to perceive the notation as easier (cf. Fig. 7(f)).

dditionally, the relationship between transferability effectiveness and
perceived usefulness is weakly significant, indicating that users who
use ADTs more effectively tend to rate the notation higher in terms
of usefulness. Overall, understandability does not seem to significantly
influence users’ perceptions.

6.3. Comparative analysis

To further enrich our analysis of the understandability of the ADT
notation, we conducted a comparative analysis to assess the differences
in effectiveness and efficiency between the original experiment and the
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Table 5
Statistical test results addressing the research questions and their corresponding NULL hypotheses. For each hypothesis, the column Rej. reports a T if the
NULL hypothesis has been rejected. Cells corresponding to rejected NULL hypotheses are highlighted in grey.

RQs Hypothesis Variable Original experiment Replication

p-value Effect-size Rej. p-value Effect-size Rej

RQ1

H0 (total effv.) Total effectiveness 0.000139** 0.7291773 T 1.223e−09** 0.8705715 T
H0 (total effc.) Total efficiency 7.381e−06** 0.8690932 T 1.233e−09** 0.8705715 T
H0 (UNC effv.) UNC effectiveness 6.017e−06** 0.8744746 T 1.357e−09** 0.8659408 T
H0 (UNC effc.) UNC efficiency 0.0001476** 0.7264866 T 7.145e−06** 0.633634 T
H0 (TRF effv.) TRF effectiveness 0.1121 0.2448529 F 9.129e−08** 0.754804 T
H0 (TRF effc.) TRF efficiency 0.2295 0.1506787 F 5.011e−09** 0.7123559 T
H0 (UIC effv.) UIC effectiveness 7.603e−05** 0.7399401 T 5.424e−10** 0.8705715 T
H0 (UIC effc.) UIC efficiency 4.191e−05** 0.7883725 T 3.932e−09** 0.8412437 T

RQ2
H0 (PEOU) PEOU 1.077e−05** 0.88 T 1.098e−09** 1 T
H0 (PU) PU 7.109e−06** 0.92 T 1.984e−09** 0.9361702 T
H0 (ITU) ITU 9.282e−06** 0.96 T 2.147e−09** 0.893617 T

RQs Hypothesis Relation between variables Equation p-value Rej. Equation p-value Rej.

RQ3
H0 (PEOU-PU) PEOU → PU y = 3.6 + 0.073x 0.5962 F y = 1.9 + 0.5x 0.003168** T
H0 (PU-ITU) PU → ITU y = 2.9 + 0.24x 2.436e−06** T y = 1.3 + 0.63x 1.089e−07** T
H0 (PEOU-ITU) PEOU → ITU y = 0.5 + 0.86x 0.108 F y = 1.1 + 0.75x 0.0005451** T

RQ4

H0 (total ffv.-PEOU) Total effectiveness → PEOU y = 2.8 + 1.8x 0.03677** T y = 4 + 0.55x 0.5666 F
H0 (total effv.-PU) Total effectiveness → PU y = 3.2 + 0.97x 0.08483* T y = 3.4 + 0.84x 0.4647 F
H0 (total effc.-PEOU) Total efficiency → PEOU y = 3.8 + 2.7x 0.1752 F y = 4.5 + 0.24x 0.912 F
H0 (total effc.-PU) Total efficiency → PU y = 4 – 0.25x 0.8492 F y = 4.3 – 1.1x 0.6852 F
H0 (UNC effv.-PEOU) UNC effectiveness → PEOU y = 4.5 – 0.44x 0.7578 F y = 3.8 + 0.83x 0.2799 F
H0 (UNC effv.-PU) UNC effectiveness → PU y = 4.5 – 0.74x 0.4241 F y = 4.2 – 0.038x 0.9667 F
H0 (UNC effc.-PEOU) UNC efficiency → PEOU y = 3.9 + 2.9x 0.2606 F y = 4 + 5.8x 0.002851** T
H0 (UNC effc.-PU) UNC efficiency → PU y = 3.9 – 0.22x 0.8952 F y = 3.8 + 3.6x 0.1357 F
H0 (UIC effv.-PEOU) UIC effectiveness → PEOU y = 2.8 + 1.5x 0.02051** T y = 4.8 – 0.36x 0.6096 F
H0 (UIC effv.-PU) UIC effectiveness → PU y = 3.5 + 0.43x 0.3332 F y = 4.6 – 0.52x 0.5376 F
H0 (UIC effc.-PEOU) UIC efficiency → PEOU y = 3.9 + 1.1x 0.2168 F y = 4.8 – 1.1x 0.1821 F
H0 (UIC effc.-PU) UIC efficiency → PU y = 4 – 0.16x 0.7812 F y = 4.4 – 1.2x 0.2237 F
H0 (TRF effv.-PEOU) TRF effectiveness → PEOU y = 3.7 + 0.73x 0.08802* T y = 4.3 + 0.33x 0.5016 F
H0 (TRF effv.-PU) TRF effectiveness → PU y = 3.5 + 0.62x 0.02494** T y = 3.4 + 0.97x 0.08766* T
H0 (TRF effc.-PEOU) TRF efficiency → PEOU y = 3.9 + 10x 0.2105 F y = 4.2 + 6.5x 0.1147 F
H0 (TRF effc.-PU) TRF efficiency → PU y = 3.8 + 3.9x 0.4685 F y = 4 + 4.2x 0.3968 F

* Indicates that results are weakly significant (p-value < 0.1).
** indicates that results are significant (p-value < 0.05).
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Table 6
Statistics for comparative analysis.

Variables compared p-value Z

Understandability effectiveness 0.02722** −2.2012
Understandability efficiency 0.3389 0.96419
UNC effectiveness 0.1523 −1.4377
UNC efficiency 0.09606 1.6681
UIC effectiveness 0.8909 −0.16962
UIC efficiency 0.2303 1.2072
TRF effectiveness 0.03155** −2.1459
TRF efficiency 0.0006567** −3.3381

** Indicates that the results are significant (p-value < 0.05).

replication for both coarse- and fine-grained understandability. This
nalysis aims to identify any significant variations and provide deeper
nsights into how the notation was perceived and utilised by partici-
ants in different settings. By examining these comparative results, we

aim to draw more robust conclusions about the overall performance
with the ADT notation.

Table 6 shows the results for all the tests. For what concerns
coarse-grained understandability, there is a significant difference in
understandability effectiveness between the original experiment and
the replication (𝑝-value = 0.02722), indicating that participants’ effec-
tiveness in understanding the ADT notation was significantly better in
the replication (Z = −2.2012).

For what concerns fine-grained understandability, we can observe
a weak significant difference in understandability not in context effi-
ciency (𝑝-value = 0.096), indicating that participants in the original
 b

12 
experiment were more efficient in answering the questions on ADT
syntax (Z = 1.6681). Moreover, we can observe a significant difference
in transferability effectiveness and efficiency (p-values of 0.03155 and
0.0006567, respectively), indicating that participants in the replication
were more effective and efficient in using the ADT notation in practice
as compared to participants in the original experiment (Z values of
−2.1459 and −3.3381, respectively).

6.4. Discussion

The results from both the original experiment and the replication
rovide insightful observations on the understandability and accep-
ance of the ADT notation. This section will discuss common findings
nd highlight differences. Additionally, a discussion of the comparative
nalysis results is included.

Common findings. Both studies demonstrate a generally high level of
nderstandability for the ADT notation. All variables measuring under-
tandability were significantly higher than the target values, suggesting
hat participants were able to grasp the ADT syntax and semantics
ffectively.

Concerning ADTs’ acceptance, the results from both studies indicate
that participants found the notation easy to use, useful, and intended
to use it in the future. This is evidenced by the significant test results
or all three variables (PEOU, PU, and ITU) in both studies, as well as

the high median scores for each variable.
Additionally, the significant positive relationships identified in both

tudies between perceived usefulness and intention to use, suggest that
sers’ willingness to adopt the notation in the future is largely driven
y its perceived usefulness.
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Fig. 6. Results charts of the original experiment.
Differences. Despite the overall consistency in findings, some differ-
ences were observed between the original experiment and the repli-
cation. One notable difference is in the effectiveness and efficiency of
transferability, which were significantly higher than the target values
in the replication. This could be attributed to the different supports
used for conducting the experiments—online platforms for the original
experiment and paper documents for the replication. Additionally, the
in-person format of the replication might have provided participants
13 
with a more conducive environment for learning and applying the
notation, thereby improving their performance in transferability tasks.

Moreover, the relationship between understandability and users’
perceptions differed between the two studies. The only common result
regards the relationship between transferability effectiveness and per-
ceived usefulness, which was weakly significant in the replication. Due
to the general inconsistency in the results for RQ4, nothing conclusive
can be stated about the relationship between understandability and
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Fig. 7. Results charts of the replication.
acceptance. Different results are obtained in other studies, e.g. in [37],
where a positive relationship between the two constructs appears to
hold. In our case, we could hypothesise that users appreciate the
notation independently from their performance. These uncertainties
underscore the necessity for further investigation to comprehensively
understand how users’ perceptions of the ADT notation’s ease of use and
14 
usefulness correlate with their actual performance in understanding
and applying the notation.

More generally, the differences between the original experiment and
the replication results can be attributed to several factors. Further in-
vestigation is needed to understand these differences comprehensively
and to identify the underlying causes.
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Comparative analysis. Regarding the comparative analysis, a significant
difference in the coarse-grained effectiveness was noted, indicating an
improvement in users’ performance in the replication. While the repli-
cation group showed a higher level of understandability effectiveness,
both groups demonstrated similar levels of efficiency in understanding
the notation. The difference in effectiveness but not efficiency might
be attributed to various factors such as differences in the study envi-
ronment or the support used, and by the slight differences in terms of
previous knowledge of similar notations. We can exclude the influence
of the previous knowledge of the ADT notation, as this is basically
equivalent – and very low – for both groups (cf. Figs. 4 and 5). The
esults on the fine-grained dimensions showed a significant difference
nly in transferability performance between the two groups (both

effectiveness and efficiency). This suggests that the support used – em-
bedded online diagrams vs. manual modification on paper documents
 could have influenced participants’ performance. It is possible that

the paper documents were perceived as more suitable for applying the
notation in practice compared to the online platform.

These findings may have practical implications for the development
of ADT tools, emphasising the importance of providing clear and intu-
itive interfaces for users to interact with the notation, with the possi-
bility that interaction similar to drawing may enhance user experience.
The tool could potentially integrate manual sketching and modelling
activities into the overall software engineering process, similar to what
is done, (e.g., by FlexiSketch [74]). Furthermore, in absence of an
nhanced ADT tool, users can perform the analysis with pen-and-paper,
nd then report it on one of the ADT tools available (e.g., ADTool,
ttackTree), to facilitate sharing and collaborative modifications, when

hese features are available in the specific tool chosen.
Additionally, the observed differences highlight the need for further

research to explore the impact of different study environments and
supports on users’ understanding and acceptance of the ADT notation,
and graphical notations in general.

Another reason for the observed difference could be the knowl-
dge of similar notations to ADTs. Participants who had already some
onfidence with other notations (replication study) could naturally be
acilitated in the usage of the ADT notation in practice, compared to
ubjects with more limited knowledge of similar notations (original
tudy). This has implications for teaching ADTs, as it suggests that this
epresentation can be more successfully taught to students who have
lready used tree-like or similar modelling approaches.

Summary. In summary, both the original experiment and the repli-
ation confirm the high level of understandability and acceptance
f the ADT notation among participants. The findings indicate that
articipants generally find the notation easy to use and useful, and that
hey are willing to use it in the future. Additionally, their performance
n understanding and using the notation is overall good, demonstrating
he effectiveness of the ADT notation. These findings confirm the
ssumptions of existing literature on the good understandability and
ase of use of the ADT notation from the viewpoint of users [8]. The
vidence reported in this paper can be exploited by tool developers and
esearchers to further promote the usage of the notation in industry.

In the comparative analysis between the two experiments, we have
observed some differences especially for what concerns the practical
pplication of the ADT technique, and we have argued that this can
e associated with the platform used to support the activity—general
urpose digital tool for drawing vs pen-and-paper. This provides sug-
estions for ADT tool developers, which should focus on easy to use
aper-like interfaces to facilitate an effective exploitation of their tools.

7. Threats to validity

We present the threats to validity following the guidelines by
Wohlin et al. [68], with a specific focus on construct validity, internal
alidity, and external validity.
15 
Construct validity. Users’ acceptance was assessed via existing mod-
ls [22] and adapted to the ADT notation according to [37]. The usage

of effectiveness and efficiency for understandability performance is
widely used in the literature (cf., e.g., [22,37,39]). For what concerns
the understandability dimensions, transferability is adapted from [37,
75]. Instead, understandability not in context and in context are mea-
sures adapted from [37] to address the evaluation of syntax and seman-
ics. The problem-solving tasks proposed in the study mirror typical ac-
ivities performed by ADT users, including understanding the meaning

and syntax of trees, reading existing trees, and constructing or extend-
ng ADTs. All other possible tasks (e.g., evaluating the attack/defense

cost with statistical model checking [31]) have not been considered,
and different outcomes might be observed with different tasks.

Internal validity. To prevent systematic response bias in user accep-
tance questionnaires, we mixed positive and negative statements. The
original experiment was conducted entirely online. While this set-
ting created a more naturalistic environment, minimising biases intro-
duced by participants’ awareness of being observed and diminishing the
Hawthorne Effect, the support used during the original test (e.g., the
editable online document and diagrams) may have influenced users’
performance. Indeed, we have observed a higher performance in the
second experiment, which was conducted by means of pen-and-paper
support. This difference could be due to the different support used.
However, more targeted experiments should be conducted in which
the support variable is isolated to better asses its influence. These
xperiments should also capture the difficulties possibly encountered
y participants when using the online document and diagrams.

The presence of the experimenter during the replication could have
intensified the potential for the Hawthorne Effect, as participants might
ave altered their behaviour knowing they are being observed. To miti-
ate this effect, the interaction between experimenters and participants
as been limited to the training phase. To study these hypotheses,
urther investigation with users must be carried out to understand their
pinions about the presence of a moderator.

The possibility of a more collaborative execution of the test in the
n-person environment of the replication cannot be entirely ruled out.

Despite participants appearing autonomous during the test, participants
could have copied the solutions from each other. To mitigate this, we
monitored the participants during the tests. In principle, this problem
could have occurred also during the original experiment, since we could
not control possible interactions between participants. However, we
notice that none of the participants knew each other, and had different
provenance, which minimises this threat. It is also essential to note
that the online setup of the original experiment could have offered the
possibility to better solve the presented tests. Specifically, in an online
setting, participants may have access to additional support through
other individuals or media, potentially aiding their understanding and
performance. To mitigate this threat, the tasks were designed to require
reasoning ability, rather than mere notions. Therefore, both environ-
ments have unique attributes that could impact the test results, and
that we attempted to mitigate through different strategies.

Concerning instrumentation, the experimental material was care-
ully designed to faithfully instantiate the tasks. However, different
xperimenters could have designed different materials, possibly result-
ng in different outcomes. To mitigate this aspect, the material has been
evised by two ADT experts and considered appropriate to evaluate
he understandability of the notation. Concerning selection threats,
he experiments involved volunteers, who could be more motivated
ith respect to a larger population. This threat could not be mitigated
ntirely.

External validity. The selected participants represent a diverse range of
xperience levels, which helps to enhance the generalisability of the
indings. However, participants were opportunistically chosen from an

academic background, with varying levels of seniority. This selection
may not fully represent all potential ADT user groups, potentially
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Table 7
Summary of the responses to each research question based on the results of the original
xperiment and the replication.

RQ1 How well do novice users with no
or minimal prior knowledge of the
ADT notation understand ADTs?

Users exhibit a good level of ADT
understandability across both
fine-grained and coarse-grained
dimensions, with average values
significantly above the predefined
sufficiency thresholds, especially
concerning its semantics.

RQ2 What is the degree of acceptance of
ADTs by novice users with no or
minimal prior knowledge of the
notation?

Users demonstrate a great
appreciation of the ADT notation,
particularly for what concerns its
perceived ease of use.

RQ3 What is the relationship between
ease of use/usefulness of the
notation and the intention to use it
in the future?

Users are more prone to use the
notation in the future thanks to
its perceived usefulness.

RQ4 What is the relationship between the
ADT understandability and the
users’ perception of ADTs’ ease of
use and usefulness?

Users more effective in using the
ADT notation in practice tend to
perceive it as more useful.

impacting the study results. For instance, practitioners with hands-
on experience in security modelling and real-world decision-making

ay approach ADTs differently. Their practical insights could influence
their understanding and acceptance of ADTs, leading to variations in
perceived usefulness and effectiveness compared to the academic par-
ticipants. Further research involving practitioners and users from other
fields is necessary to confirm the applicability of these conclusions
across broader user groups. While in the first experiment, the pro-
portion of males and females was comparable, the second experiment
included a higher proportion of males, which could have influenced the
results. This threat could not be mitigated due to convenience sampling.
However, given that the results of the two experiments are generally
comparable, we can assume that gender did not affect the outcome.

Additionally, the academic educational background of the Univer-
sity of Florence, where theoretical aspects of software engineering
and formal notations similar to ADTs are contained in courses of the
curriculum, might have influenced the results of the replicated exper-
iment. Exposure to related concepts may have made students more
receptive or adept at understanding ADTs. However, it is worth noting
that similar trends were observed in the original experiment, which
included participants from diverse institutions and countries, such as
Kennesaw State University (USA), CNR and University of Pisa (Italy),
and the Technical University of Denmark (Denmark). This suggests that
the findings may not be limited to a particular educational context.

It should also be noted that this study is a controlled experiment,
hich aims at maximising internal validity and does not evaluate ADT

users in a realistic setting, where contextual factors play a relevant role.
Several strategies proposed by Wieringa et al. [76] could be applied
to address these limitations. For instance, Lab-to-Field Generalisation

ould involve testing ADTs in practical, real-world environments with
ractitioners to evaluate how well the findings translate beyond the
cademic context. This approach would help determine the robustness
f the conclusions in diverse, real-world scenarios.

8. Conclusion and future work

In this paper, we presented the first empirical study to assess the
quality of ADTs in terms of users’ acceptance and understandability and
ts internal replication. Our evaluation measures how well the notation
an be used in practice. In particular, our study focused on assessing
sers’ perception variables that attest the notation appreciation in terms
f ease of use, usefulness, and intention to use, and of performance
ariables that attest the degree of understandability of the notation
n terms of effectiveness and efficiency. Understandability has also
16 
been studied according to three different fine-grained dimensions, and
the relation between all these variables has been evaluated through
multiple statistical tests.

Table 7 shows a summary of the responses to all RQs based on
the results of both the original experiment and the replication. Our
results suggest that the ADT notation is well understood and greatly
appreciated by users; specifically, the main aspect characterising its
quality is its ease of use. Overall, the notation has a good level of
understandability with a total average effectiveness significantly above
the sufficient threshold for both experiments. Among its dimensions, we
note better performance in more practical tasks (i.e., those related to
observing and extending instantiated trees). Concerning relationships
among understandability and acceptance, we note a distinction be-
tween the two experiments making less clear the relationship between
these two aspects.

In future research, to enhance result accuracy, we will broaden our
ubject pool, including users from diverse classes, such as those in
he security field. We also intend to compare user performance and
erceptions across ADTs and other security requirements modelling
echniques, preferably textual methods. Additionally, our analysis will
ncompass various commercial and academic ADT tools. Finally, we
lan to address user challenges in the test by conducting interviews to
ssess the impact of the platform on performance.
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