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Abstract. This paper, written in honour of Tiziana Margaria, aims to
provide a comprehensive presentation of where mainstream formal meth-
ods are currently used for modelling and analysis of railway applications.

1 Introduction

Our collaboration with Tiziana Margaria has a long history, which is part of
the history of the Working Group on Formal Methods for Industrial Critical
Systems (FMICS)1 of the European Research Consortium for Informatics and
Mathematics (ERCIM)2, the oldest active working group in this consortium. The
FMICS WG, founded in 1996, focuses on the development of formal verification
techniques and leads activities, such as joint international projects, related to
verification and other formal aspects of software, with a keen eye to industrial
applicability. The authors share with Tiziana that they have all chaired this WG.

The annual FMICS conference, first organised in 1996, has held its 29th
edition in September 2024. Tiziana chaired the 2005 edition of this conference
series [73], whose proceedings are published by Springer in its LNCS series since
2006 (cf., e.g., [14,17,28]), while special issues with extended version of selected
conference contributions have regularly appeared in prestigious formal methods
journals (cf., e.g., [30,52,54–56,74]; for many years now, these special issues are
published in the International Journal on Software Tools for Technology Transfer
(cf., e.g., [15,16,42]), of which Tiziana is Coordinating Editor and Editor-in-
Chief of the thematic theme Foundations for Mastering Change (FoMaC).

The activities of the FMICS WG have stimulated an ongoing scientific discus-
sion on identifying the most efficient formal development and verification tech-
niques, with industrial applicability in mind. Most members of the FMICS com-
munity have strong links with the industry and have thus directly contributed to
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the slow but constant introduction of formal methods in the development cycle
of industrial critical systems witnessed during the last decades [13,71].

In 2013, as a follow-up of an FMICS workshop held in Aix-les-Bains in 2004,
Tiziana and Stefania edited a book [57] (cf. Fig. 1) to provide a comprehensive
presentation of the mainstream formal methods that were used at that time for
designing industrial critical systems. The purpose of this book was threefold:
(i) to reduce the learning effort of formal methods, which is typically seen as a
major drawback for their industrial dissemination; (ii) to help designers adopt
the formal methods that are most appropriate for their systems; and (iii) to offer
state-of-the-art techniques and tools for analyzing critical systems. All authors
contributed to this book. Tiziana has also been involved in other joint efforts by
FMICS members [4,66,72,75].

Fig. 1. Covers of the FMICS Working Group book [57] edited by Tiziana and Stefania

Nowadays, the necessity of formal methods as an essential step in the design
process of industrial safety-critical systems is widely recognized. In its more
general definition, the term formal methods encompasses all notations that have
a precise mathematical semantics, together with their associated analysis tools,
and which describe the behavior of a system in a formal manner [51]. Many
formal methods have emerged during the last few decades. Although the benefits
of using these formal methods are undeniable, practical experience shows that
each particular method is suitable for handling specific aspects of a system.
Therefore, the design of a complex industrial system ideally requires expertise
in several formal methods to describe and analyze different views of the system.
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Successful applications of formal methods in industry (in particular in the
transport domain) have demonstrated these benefits to varying degrees, and have
shown that the number of defects in the code can be significantly reduced [13,33].
However, formal methods as yet do not pervade the critical software industry,
and this happens also in the railway domain, that is by far the domain in which,
for several decades now, most success stories have been reported [10,11,39,40,
46,49]. These success stories are also due to the fact that formal methods are
highly recommended by the CENELEC standards [38] for the development of
the most critical software for use in the railway industry.

The high expectations concerning safety, but also concerning availability
and performance, of advanced future computer-based railway signalling systems,
which are large geographically distributed computing systems, can only be suc-
cessfully addressed by a systematic adoption of formal methods in their definition
and development [43,44,80]. This view has been shared by numerous projects
within the Shift2Rail Joint Undertaking (JU) such as X2Rail, ASTRail, 4SECU-
Rail, PerformingRail, etc.3 (more below in Sect. 2.4). Although it is not possible
to exhaustively cite the success stories of formal methods adoption in railways
here, we refer to the vast literature on the theme through some relevant surveys
that have recently been published [6,11,46,47].

This paper aims to provide a comprehensive presentation of where main-
stream formal methods are currently used for designing railway applications, as
well as pointers for their application to future railways systems.

2 Survey on Railway Systems and Related Applications
of Formal Methods

Modern railways are in most cases controlled by real-time computer-based sys-
tems. Those systems feature embedded, cyber-physical, distributed and hetero-
geneous architectures, which are increasingly large and complex. To fulfil the
safety requirements, railway control systems must undergo extensive verification
and validation, which is typically rather time-consuming when conducted by
intensive software testing. Model-based analyses and formal methods promise to
make such verification activities less error-prone, therefore increasing the effec-
tiveness and efficiency of the overall process.

The main safety-critical railway signalling equipment can roughly be classi-
fied in two large classes of applications, excluding just a few future innovations:

1. train movement and distancing control systems, including three subsystems:
ATC – Automatic Train Control
ATP – Automatic Train Protection
ATO – Automatic Train Operation

2. IXL – interlocking (Input and eXit Locking) systems
3. other equipment and future advancements

3 https://projects.shift2rail.org/s2r projects.aspx.

https://projects.shift2rail.org/s2r_projects.aspx
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Fig. 2. Main classes of railway signalling systems

Figure 2 provides a broad outline of the purpose of the two classes. On the
left, it showcases a train control system based on the communication between
trains and a central controller—a so-called Radio Block Centre (RBC), according
to ETCS terminology. On the right, it showcases an IXL system controlling the
routing of trains inside a station. The drawing also hints at future innovations,
among which the use of GPS/GNSS-based satellite positioning of trains [7,70].

2.1 Automatic Train Control and Other Subsystems

ATC subsystems are complex systems of systems, made of distributed equip-
ment located on the ground (a.k.a. wayside or trackside) and on board the
trains. The main objective of the on-board ATC subsystem is to elaborate and
apply the so-called ‘dynamic speed profile’ (a.k.a. braking curve) to control the
maximum train speed and automatically brake in case of need (i.e., in case of a
risk of collision). To this aim, the on-board ATC subsystem receives the neces-
sary information on the allowed maximum speed and on the status of the line
from trackside subsystems: in current ATC subsystems, trains typically receive
Movement Authority (MA) messages via radio from a monitoring centre that
computes related information based on knowledge of the position of the trains
along the line. The safety-critical enforcement of emergency braking is also called
Automatic Train Protection (ATP).

Modern driverless ATC subsystems have Automatic Train Operation (ATO)
functionalities, often used in metro railways, allowing the train to automatically
accelerate and decelerate to respect the speed profile and even stop in stations for
passenger service whenever required. ATC subsystems may also feature auxiliary
control functionalities (e.g., control of pantographs, train integrity check).

The main representatives of ATC/ATP/ATO subsystems respect interna-
tional standards to ensure interoperability between the different subsystems
described. These include ERTMS/ETCS (European Rail Traffic Management
Systems/European Train Control System), its Chinese counterpart CTCS (Chi-
nese Train Control System), both focusing on interoperability for passenger,
high speed and freight lines, and CBTC (Communication-Based Train Control)
systems, mainly aimed at the automatic operation of high capacity metro lines.



Formal Methods for Industrial Critical Systems 331

The main characteristic of CBTC, shared with ERTMS/ETCS level 3, is
the concept of moving block signalling (more below in Sect. 2.3). In a nutshell, it
consists of computing the safety distance between trains by considering the exact
position of each train rather than considering the segment of the line occupied
by the train as its position. The wayside ATP for CBTC systems is typically
called Zone Controller.

These classes of subsystems have been subject to formal specification and
verification for several decades now, as witnessed by the success stories of the
application of the B method to many cases, which include the verification of
the ATP system for the RER Line A of Paris [59], the Subway Speed Con-
trol System (SSCS) of the subway of Calcutta [32], and Line 14 of the Paris
Metro [35], as well as derivatives thereof, like line 1 or the NY Canarsie line [37],
or the driverless Paris–Roissy Airport shuttle [18]; B was also used for an indus-
trial scale analysis of Alstom’s U400 system [29], which is in operation in about
100 metro lines worldwide. Further success stories of applications of formal meth-
ods include the metro control system of Rio de Janeiro, with the support of
Simulink/Stateflow [48], ERTMS/ETCS with NuSMV [26] and, in [2], the MA
scenario of CTCS level 3 modelled in the Architectural Analysis and Design Lan-
guage (AADL) and in Hybrid CSP and verified with the Hybrid Hoare Logic
(HHL) Prover based on Isabelle/HOL.

2.2 Interlocking Systems

A railway interlocking (IXL) system is responsible for guiding trains safely
through a given railway network made of track devices such as junctions and
crossings, providing exclusive access to the requested routes. Once a route is
set for a train, all movable devices belonging to the route are set in a locked
position and a signal to proceed over that route is given; when the train has
passed beyond the section of the track involved, the section and the route are
released for successive reservations by other trains. The IXL safety logic is mostly
realised through control tables, a set of rules/constraints that must be observed
and that are an abstract specification for the area under the IXL responsibility.
The IXL control tables are designed such that it is impossible to display a signal
to proceed unless the route to be used is proven safe. In this way, no other train
is allowed to enter a conflicting route until it is released by the IXL system.

The equation-based tabular nature of the IXL systems, and the fact that
their safety requirements can easily be expressed in temporal logic, makes them
particularly amenable for formal verification employing model checking or SMT
solving. However, these verification tasks share the combinatorial state-space
explosion problem, due to the high number of Boolean variables involved, espe-
cially in the case of IXL systems controlling large stations: the first applications
of model checking, tracing back to the late nineties, have addressed portions of
an IXL system (cf., e.g., [20,27,58]); later studies have benefited from the more
powerful verification engines powered by SMT solvers [22,64], and focused on
the use of specific abstractions [21,65] or of compositional reasoning [61,68] to
address the state-space explosion problem.
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2.3 Other Equipment and Future Advancements

The classification presented in the beginning of this section excludes a number
of other railway equipment that has nevertheless captured the interest of the
formal methods community due to the high degree of responsibility for software
to ensure safety. These include safety-critical systems that are ancillary to the
previous ones (such as the control of level crossings or platform screen doors), sys-
tems focused on traffic management/supervision, or envisioned future advances
in train control policies. We mention some of these systems in this section.

Level Crossings. Level crossing control has been used as a case study in several
studies on the use of formal methods in railways, due to the high safety concerns
generated by the intersection of road and rail traffic. A notable example is the
use of validation of model checking with UPPAAL of a novel design of a level
crossing protection system [53].

Platform Screen Doors. In automated metros, typically operating in a closed
environment, platform screen doors are adopted to avoid users to enter or to fall
on the tracks. A platform screen door controller has the responsibility of opening
only when the train’s doors are perfectly aligned with the platform doors. It is
worth mentioning that the software of several such installations around the world
was developed with the help of the B method [67].

ATS (Automatic Train Supervision). ATS systems aim to supervision the
railway system for all those high-level monitoring, track optimisation and main-
tenance operations not addressed by the other subsystems. While many tasks
related to ATS systems (e.g., remote route lock/unlock command) cannot be
considered as safety critical since other subsystems will provide the necessary
protection against hazards, there are situations in which a certain level of criti-
cality is assigned to those systems as well, for instance when they can be used to
activate rescue interventions in case of anomalies requiring feedback from train
operators. An ATS system typically acts by issuing route requests to an IXL
system; doing so, it can easily incur in deadlocks due to the IXL constraints.
Deadlock avoidance can be tackled by model checking, as shown in [76,77].

Moving Block. The ERTMS/ETCS standard considers different levels of oper-
ation for compliant ATC systems. In the most advanced one, ERTMS/ETCS
level 3, there are no track occupancy sensors and it is the responsibility of an
on-board odometry system to keep track of the train’s position, as well as to com-
pute the current train speed. The on-board computer of each train periodically
sends to the RBC a position report and the results of a train integrity check. In
turn, the RBC sends the MA back to each train. The MA is computed by consid-
ering the minimum safe rear end of the foregoing train (moving block signalling),
further improving a line’s throughput and reducing maintenance costs.

The absence of track circuits as safe train detection and localisation mecha-
nism, and the difficulty of computing the exact train position, have so far pre-
vented the actual deployment of ETCS level 3 systems, due to safety concerns.
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Nevertheless, ETCS level 3 is currently the most promising level of operation in
terms of safety increase, capacity gains and maintenance cost reduction. As such
it provides a challenging case study; in particular, there is a rich literature on
the application of a variety of formal methods and tools to a downsized version
named ERTMS/ETCS Hybrid L3 [1,3,5,7,24,31,34,60,69,81].

Satellite Positioning. The localisation of trains along a line is currently
detected by specific trackside sensors (such as track circuits or axle counters)
that are able to detect the occupancy of a track section. More precise compu-
tation of the current position of a train, required by moving block signalling
systems, can be achieved by on-board odometry, accelerometers and other sen-
sors. Satellite positioning promises to become an absolute positioning system,
significantly reducing the need and cost of trackside sensing equipment. The sta-
tistical nature of positioning information given by GPS/GNSS sensors requires a
paradigm shift from qualitative formal verification of safety towards quantitative
evaluation aimed at the validation of probabilistic safety requirements. In this
regard, UPPAAL’s statistical model-checking features were considered in [62,63]
for the evaluation of GNSS localisation in the context of ETCS level 3.

The same choice was followed for the safety verification of the satellite-based
Autonomous Positioning System (APS) of the Florence tramways in [9].

Virtual Coupling. Further challenges arise from visionary advances of the
moving block concept. Indeed, the availability of safe information concerning
the position, speed, acceleration and deceleration of the preceding train, like
that used in level 3 of ERTMS/ETCS, has inspired the idea of an innovative
method of train formation, called Virtual Coupling (VC). The concept, which
resembles the platooning concept studied in the automotive domain, is based
on the idea of multiple trains that run one behind the other without physical
contact but at a distance comparable to mechanical coupling. The strict real-
time control of the dynamic parameters of the following train with respect to
those of the preceding train, allows the distance between trains to be minimised,
thus allowing high flexibility, for instance in forwarding the different segments of
a train to different destinations through composition and decomposition during
the run. Notably, VC is one of the challenges addressed in the Multiannual
Programme of the Shift2Rail JU Initiative and its potential has been studied
in [50,78] in the context of the Shift2Rail project PERFORMINGRAIL (more
below in Sect. 2.4).

Standard Interfaces. When all subsystems described above, which are typi-
cally validated separately, interact with each other—as is the case in all modern
settings—it becomes essential to also validate the interfaces between these sub-
systems. The reason is that some hazards might possibly be generated at the
inter-communication protocol level. Formal methods are among the methods
specifically adopted for this purpose (cf., e.g., [8,19]), since they are suitable
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to detect anomalies in the specification and implementation of communication
protocols.

2.4 International Projects on Formal Methods and Railways

With no claim to completeness, we briefly describe some international projects
on applying formal methods in the railway domain.

EuroInterlocking This project of the International Union of Railways (UIC)
aimed at the harmonisation, joint development, and standardisation of IXL
and signalling systems in Europe. In particular, it has contributed to the
development of standardised file formats for IXL data exchange, and to
the construction of a generic simulation tool (exploiting the project-defined
location and IXL file formats) for the verification and validation of IXL rules.

EuRailCheck4 (European Railway Formalization and Validation): This was
a project of the European Railway Agency (ERA). The objective of this
project was the development of a methodology and supporting tools for
the formalisation and validation of (a subset of) the ETCS specifications.
Within the project, three main results were achieved: a methodology for the
formalisation and validation of the ETCS specifications that goes from the
informal analysis of the requirements to their formalisation and validation;
a set of support tools, covering the various phases of the methodology; and
a realistic subset of the formalised specifications.

INESS5 (INtegrated European Signalling System): The main goal of this EU
FP7 project was to extend and enhance the standardisation process defining
and developing specifications for a new generation of IXL systems. One of
its tasks was to identify safety requirements of the IXL model and their
representation in a formal format, as invariant state properties (using UML-
B). A prototypical tool for the verification of these invariants was developed.

EULYNX6 (European Initiative Linking Interlocking Subsystems): This was
an initiative of European Infrastructure Managers. The project aspired to a
mutually shared vision toward harmonisation of railway signalling systems,
their technical architecture, functions and interfaces. The project includes
items like system architecture, modelling and testing, data preparation,
interfaces between IXL systems, interfaces to track vacancy detection and
adjacent IXL or signalling subsystems: requirement management tools, UML
(Unified Modelling Language) and SysML (Systems Modelling Language)
modelling techniques were used to formalise unambiguous requirements.

ASTRail7 (SAtellite-based Signalling and Automation SysTems on Railways
along with Formal Method and Moving Block validation): This EU H2020
Shift2Rail project included (i) an analysis phase, dedicated to the compar-
ison and evaluation of the main formal methods and tools that were being

4 https://es-static.fbk.eu/projects/eurailcheck/.
5 https://www.iness.eu.
6 https://eulynx.eu.
7 http://www.astrail.eu.
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used at that time in the railway industry to guarantee that software design
and implementation criticalities do not jeopardise the safety, as well as (ii) an
application phase, in which selected formal methods were used to model and
analyse two main goals addressed by the project, namely moving block dis-
tancing and automatic driving. The aim was to validate that the formal
methods are not only able to guarantee safety issues, but also—more in
general—the long term reliability and availability of the software.

X2RAIL-28 (Enhancing Railway Signaling Systems): This EU H2020 Shift2-
Rail project carried out a survey to identify the railway signalling industry’s
expectations of formal methods and tools, in terms of their most impor-
tant characteristics, benefits and challenges. This survey [83] showed that
formal methods can provide significant benefits to railway signalling sys-
tem development in terms of improved safety, better requirement quality
and reliability and, finally, reduced time-to-market and cost. However, the
survey indicated that there are also significant obstacles increasing to the
widespread use of formal methods to gain such benefits. The main obstacle
is the high learning curve and indeed formal methods have the image of
being too difficult to apply for “ordinary engineers”. This survey moreover
showed that the use of formal methods would be helped by more standard-
ised interfaces.

4SECURail9 (FORmal Methods and CSIRT for the RAILway sector): This EU
H2020 Shift2Rail project addressed the development of a demonstrator for
the use of formal methods in the railway environment. This project provided
a demonstrator of state-of-the-art formal methods and tools to evaluate the
learning curve and to perform a cost-benefit analysis of the adoption of
formal methods in the railway industry. The demonstrator has been applied
to a railway signalling subsystem described using standard interfaces aimed
at illustrating some usable state-of-the-art techniques for rigorous standard
interface specification, as well as at supporting a cost-benefit analysis to
back this strategy with sound economic arguments.

PERFORMINGRAIL10 (PERformance-based Formal modelling and Opti-
mal tRaffic Management for movING-block RAILway signalling): This EU
H2020 Shift2Rail project aimed to deliver formal modelling and optimal traf-
fic management of a moving block railway signalling system using advanced
train positioning approaches that mitigate potential hazards in the diverse
market segments. It implemented a holistic system approach to address the
open challenges for the moving block and VC concepts in terms of safe
operational principles and specifications, reliable TIM technologies, high-
accuracy train localisation and optimised moving block traffic management
algorithms. The main objectives were to enhance and verify existing speci-
fications for moving block signalling, while developing formal models, algo-
rithms and proof-of-concepts to test and validate an integrated future mov-

8 https://projects.shift2rail.org/s2r ip2 n.aspx?p=X2RAIL-2.
9 http://www.4securail.eu.

10 https://www.performingrail.com.
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ing block system architecture that will provide safe and effective operational
performance.

X2RAIL-511 (Advanced Traffic Management & Control Systems): This EU
H2020 Shift2Rail project had the objective to improve the standardisa-
tion and integration of formal methods application in the development of
Europe’s rail control systems while reducing time to market and improv-
ing effectiveness in the introduction of new signalling and supervision sys-
tems. A particular project output was to propose and apply a methodology
and toolchain to automate the transformation of semi-formal (specification)
models into models suitable for formal verification. The objective was to cre-
ate a tool that can automatically translate the semi-formal SysML models
into a formal model, to obtain a more precise and rigorous representation
of the system, and to apply formal verification to prove properties against
the formal model. According to this, two toolchains were proposed for the
automated transformation of EULYNX SysML models into formal models.

3 ISoLA: Leveraging Applications of Formal Methods,
Verification and Validation

ISoLA is a highly successful symposium series12, currently at its 12th edition, for
developers, users and researchers to discuss issues related to the adoption and
use of rigorous tools, based on formal methods, for the specification, analysis,
verification, certification, construction, testing and maintenance of systems from
the perspective of their different application domains, instituted by Tiziana and
Bernhard Steffen.

The adoption of formal methods in railway signalling has been the subject of
specific tracks at ISoLA conferences for over a decade now. The “Formal Methods
for Intelligent Transportation Systems” track, held at ISoLA 2012 [41], focused
on railway applications, as a recognition of how much the railway signalling sector
has been a source of success stories on the adoption of formal methods. The
“Formal Methods and Safety Certification: Challenges in the Railways Domain”
track, held at ISoLA 2016 [40], addressed the many challenges posed by the
increasing scale and complexity of railway systems.

In 2019, a workshop colocated with the DisCoTec federated conference on
distributed computing techniques, coined DisCoRail (“Formal methods for DIS-
tributed COmputing in future RAILway systems”), was initiated. The aim of this
workshop series is to discuss how distributed computing is affecting the railway
signalling domain, given that the new technologies being applied in this domain
(with a main example represented by the wide deployment of ERTMS/ETCS
systems on high-speed lines as well as on freight corridors) have transformed
railways in a very large geographic distributed computing system.

It thus appeared evident that the high expectations on safety, but also on
availability and performance of future railway signalling systems, in the presence
11 https://verkehrsforschung.dlr.de/en/projects/x2rail-5.
12 https://www.isola-conference.org.

https://verkehrsforschung.dlr.de/en/projects/x2rail-5
https://www.isola-conference.org
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of a high degree of distribution, can only be addressed by the systematic adoption
of formal methods in the definition and development of such systems. This view
was shared by several projects within the Shift2Rail JU, which were represented
in the successive editions of the DisCoRail workshop, held at ISoLA 2020/21 [43]
as a track on “Formal methods for DIStributed COmputing in future RAILway
systems”, replicated at the ISoLA 2022 and 2024 editions [44,45].

4 Conclusion

The use of formal methods and tools is an essential step in the design process of
industrial safety-critical systems. Their successful application in the transport
domain has demonstrated several benefits, showing that the number of defects
in the code can be significantly reduced. The aim of this paper is to provide a
comprehensive presentation of where mainstream formal methods are currently
being used for designing railway applications, as well as future advanced railway
systems where their application might turn out useful. Yet there are significant
obstacles that hinder a greater use of formal methods to achieve benefits.

Presumably the greatest obstacle is the steep learning curve. A recent sur-
vey among 130 experts in formal methods (including—next to Tiziana—3 Tur-
ing Award winners13, all 5 FME Fellowship Award winners14, 17 CAV Award
winners15) investigated the factors limiting the uptake of formal methods in
industry [51, Section 5: Formal Methods in Industry]. These experts recognised
several limiting factors: “academic tools have limitations and are not profession-
ally maintained” (66.9%), formal methods “are not properly integrated in the
industrial design life cycle” (66.9%) and “have a steep learning curve” (63.8%).
Moreover, 62.3% of the respondents indicated that “developers are reluctant to
change their way of working.” Alas, formal methods have the image of being too
difficult. Yet, according to this expert survey, the key limiting factor for a wider
adoption of formal methods by industry, identified by 71.5% of the respondents,
is that “engineers lack proper training in formal methods”.

This conclusion is shared by numerous experts. A recent white paper [25],
which presents the outcome of a Workshop on Formal Methods, advocates “the
inclusion of a compulsory formal methods course in Computer Science (CS) and
software engineering curricula” based on the observation that “there is a lack of
CS graduates who are qualified to apply formal methods in industry”.

In the context of safety- and mission-critical applications, a very recent paper
recognises “an urgent need to emphasize and integrate formal methods into the
undergraduate curriculum in CS in the United States”, since “the lack of a well-
structured exposure to formal methods is a serious shortcoming in our computing
curricula” [79]: “We cannot expect graduates to become experts in program
verification as professionals if they never encountered the ideas as students”.

13 https://amturing.acm.org/byyear.cfm.
14 https://www.fmeurope.org/awards/.
15 http://i-cav.org/cav-award/.

https://amturing.acm.org/byyear.cfm
https://www.fmeurope.org/awards/
http://i-cav.org/cav-award/
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Finally, [12] advocates a prominent role of formal methods in the
ACM/IEEE-CS/AAAI CS2023 curriculum and provides concrete suggestions
for educators to incorporate formal methods into CS education without displac-
ing other engineering aspects of CS that are already widely accepted as essen-
tial. This paper is based on three accompanying papers which underline (i) the
importance of formal methods thinking in CS education [36], since it provides
the necessary rigour in reasoning about correctness which is a fundamental skill
for future software developers; (ii) that every computer scientist needs to know
formal methods [23], since the skills and knowledge acquired from studying for-
mal methods provide the indispensable solid foundation that forms the backbone
of CS practice; and (iii) the increasing use of formal methods in industry [13],
not limited to safety-critical domain, which demonstrates that formal methods
have wide-ranging practical value in a in a society that increasingly relies on
software.

Other significant obstacles to further adoption of formal methods in the
railway domain include the fact that applicable standards (such as CENELEC
EN 50128 [38]) are not sufficiently clear on how to actually use formal meth-
ods cost-effectively and the lack of a clear picture of what can be achieved
by using formal methods (in terms of benefits, both technical and economi-
cal; even though a recent study reports promising cost savings [19, Section 3:
Cost-Benefit Analysis]. This leads management to deem formal methods too
risky. The aforementioned survey among 130 experts in formal methods also con-
tained a question that asked the respondents to make an informal cost-benefit
analysis over time [51, Section 5.3: Return on Investment]. A small majority
of 58.5% of the respondents answered that the application of formal methods
is profitable in medium and long terms; 15% that they are immediately prof-
itable and 12.3% answered that they are profitable in the long term only, while
2.3% answered that there is no return on investment and 11.5% had no opinion.

Another obstacle to the widespread use of formal methods is the current
lack of commercial formal tools, easy to integrate in the software development
process and working on open standard formats [49]. The state-of-the-art of the
development tools market apparently sees either the offer of industry-ready, well-
maintained, and supported tools working on closed proprietary formats, or open-
source tools working on standard open format but offering a low level of support
and maintenance.

But the future is bright! The formal methods community recently received
support from The White House [82, Part II: Securing the Building Blocks of
Cyberspace—Formal Methods]: “Given the complexities of code, testing is a
necessary but insufficient step in the development process to fully reduce vul-
nerabilities at scale. If correctness is defined as the ability of a piece of software to
meet a specific security requirement, then it is possible to demonstrate correct-
ness using mathematical techniques called formal methods. [. . . ] While formal
methods have been studied for decades, their deployment remains limited; fur-
ther innovation in approaches to make formal methods widely accessible is vital
to accelerate broad adoption.”
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