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QFLan: Quantitative Analysis of Highly Reconfigurable Systems
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Feature Model
● Abstract and Concrete Features
● Cross-tree Constraints
● Quantitative Constraints

Behaviour
● Actions and Action Constraints
● Transitions
● Initial Configuration

MultiVeStA Analysis
• Analysis when a condition holds
• Analysis at varying of time

An Application to a Simple Security Scenario
• Schneier’s SafeLock Attack Tree

Outline

https://github.com/qflanTeam/QFLan/
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A simple vending machine product line
MultiVeStA Analysis: analysis of sold machines



Price Coffee Tea Cappuc
cino

Cocoa

price(machine)
<= 10 5.68 0.36 0.64 0.00 0.34

price(machine) 
<= 15 9.07 0.49 0.51 0.45 0.44

A simple vending machine product line
MultiVeStA Analysis: analysis of sold machines



Price Coffee Tea Cappuc
cino

Cocoa

price(machine)
<= 10 5.68 0.36 0.64 0.00 0.34

price(machine) 
<= 15 9.07 0.49 0.51 0.45 0.44

A simple vending machine product line
MultiVeStA Analysis: analysis of sold machines



A simple vending machine product line
MultiVeStA Analysis: analysis at varying of time

Price Coffee Tea Cappuc
cino

Cocoa

price(machine)
<= 10 5.68 0.36 0.64 0.00 0.34

price(machine) 
<= 15 9.07 0.49 0.51 0.45 0.44



A simple vending machine product line
MultiVeStA Analysis: analysis at varying of time

Price Coffee Tea Cappuc
cino

Cocoa

price(machine)
<= 10 5.68 0.36 0.64 0.00 0.34

price(machine) 
<= 15 9.07 0.49 0.51 0.45 0.44



A simple vending machine product line
MultiVeStA Analysis: analysis at varying of time



Feature Model
● Abstract and Concrete Features
● Cross-tree Constraints
● Quantitative Constraints

Behaviour
● Actions and Action Constraints
● Transitions
● Initial Configuration

MultiVeStA Analysis
• Analysis when a condition holds
• Analysis at varying of time

An Application to a Simple Security Scenario
• Schneier’s SafeLock Attack Tree

Outline



Schneier’s SafeLock Attack Tree
An application of QFLan to security

Schneier’s simple attack tree
www.schneier.com/academic/archives/1999/12/attack_trees.html
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Schneier’s SafeLock Attack Tree
An application of QFLan to security

Probabilities of successful attacks Costs of successful attacks



Continue investigating applicability to security domain
● Adapt QFLan to attack trees domain

● Defense/countermeasure nodes, defense effectiveness, attack detection rate...
● Feasibility investigated in an MSc thesis at DTU
● Papers and prototype tool under preparation

Relate the underlying theoretical model with MTS/FTS
Extend semantics with explicit notion of time
● For the analysis of time-related properties

Synthesis of constraints
• We had to relax the constraint “price(Machine) <= 10”
• Can we synthesize the ‘right’ constraints automatically?

Ongoing and future work



https://github.com/qflanTeam/QFLan/
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