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Abstract
Formal methods and tools are successfully applied to the development of safety-critical systems for decades now, in particular
in the transport domain, without a single technique or tool emerging as the dominant solution for system design. Formal
methods are highly recommended by the existing safety standards in the railway industry, but railway engineers typically
lack the knowledge to transform their semi-formal models into a formal model, with a precise semantics, that can serve as
input to formal methods tools. We share the results of performing empirical studies in the field, including usability analyses
of formal methods tools involving railway practitioners. We discuss, in particular with respect to railway systems and their
modelling, our experiences in applying formal methods and tools to a variety of case studies, for which we interacted with a
number of companies from the railway domain. We report on lessons learned from these experiences and provide pointers to
steer future research towards facilitating further synergies between researchers and developers of formal methods and tools
on the one hand and practitioners from the railway industry on the other.
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1 Introduction

For decades, railways are controlled by real-time computer-
based systems. To fulfil stringent safety requirements, rail-
way control systems require extensive verification and
validation, often relying on formal methods, as highly rec-
ommended by the CENELEC European standards [1, 2] for
the development of the most critical software for use in
the railway industry. This is demonstrated by hundreds of
recent projects financed by the European Shift2Rail Joint
Undertaking1 and its successor Europe’s Rail2 and by related
initiatives outside the EU, like the UK Rail Research and
Innovation Network (UKRRIN)3 and the Chinese State Key
Laboratory of Rail Traffic Control and Safety4.
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2 https://rail-research.europa.eu/
3 https://www.ukrrin.org.uk/
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We participated in the Shift2Rail projects ASTRail5 and
4SECURail6 and in the Italian regional projects TRACE-IT
(TRAin Control Enhancement via Information Technology),
SISTER (SIgnalling & Sensing TEchnologies in Railway
application), STINGRAY (SmarT station INtelliGent RAil-
waY) and SmaRIERS (Smart Railway Infrastructures: Effi-
ciency, Reliability and Safety). Currently, we are involved
in Spoke 4 on Rail Transportation of the National Cen-
tre for Sustainable Mobility (MOST), a NextGenerationEU
project formore sustainable and digital mobility, inwhichwe
contribute to the development of moving block signalling
systems, including satellite technologies for train position-
ing, and to the increase of rail transport digitalisation oriented
towards predictivemaintenance approaches based onbig data
analytics for safe and sustainable infrastructuremaintenance,
both with trackside and on-board systems. Through these
projects, we interacted with a number of companies from
the railway domain, which allowed us to apply more than
three decades of experience with formal methods and tools
accumulated in our research lab FMT (Formal Methods and
Tools) to a variety of case studies from the railway domain.

The main safety-critical railway signalling systems can
be classified in two large classes of applications: train

5 https://www.astrail.eu/
6 https://www.4securail.eu/
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movement and distancing control systems, including the
Automatic Train Control (ATC), Automatic Train Operation
(ATO), Automatic Train Protection (ATP) and Automatic
Train Supervision (ATS) subsystems, and interlocking sys-
tems. All these subsystems respect international standards
to ensure interoperability between the different subsystems
described. These include ERTMS/ETCS (European Rail
Traffic Management Systems/European Train Control Sys-
tem), its Chinese counterpart CTCS (Chinese Train Control
System), both focusing on interoperability for passenger,
high speed and freight lines, and CBTC (Communication-
Based Train Control) systems, mainly aimed at the automatic
operation of high capacity metro lines.

The above-mentioned classes of subsystems have been
subject to formal specification and verification for several
decades now, as witnessed by the many success stories of the
application of the formal method B, which include the veri-
fication of the ATP system for the RER Line A of Paris [3],
the Subway Speed Control System (SSCS) of the Calcutta
subway [4], and Line 14 of the Paris Metro [5], as well as
derivatives thereof, like line 1 or the NY Canarsie line [6],
and the driverless Paris–RoissyAirport shuttle [7].Moreover,
B was also used for an industrial scale analysis of Alstom’s
U400 system [8], which is in operation in about 100 metro
lines worldwide.

Further success stories of applying formal methods and
tools to railway systems include the metro control system of
Rio de Janeiro, with the support of Simulink/Stateflow [9],
the ERTMS/ETCS standard with NuSMV [10] and Hybrid
ERTMS/ETCS Level 3 with a variety of formal methods and
tools as part of the ABZ 2018 case study [11–18]. More-
over, in [19], the system structure of a movement authority
scenario of CTCS Level 3 was modelled in AADL [20] and
Hybrid CSP [21], and verified with the Hybrid Hoare Logic
Prover [22], an interactive theorem prover based on Isabelle/
HOL [23]. Recently, in [24], the autonomous positioning sys-
tem in development for the Florence tramways was verified
with the UPPAAL model checking toolset7.

In this paper, we first provide some background on for-
mal methods and tools in Sect. 2, after which we share the
results of performing empirical studies in the railwaydomain,
including usability analyses of formal methods tools involv-
ing railway practitioners, in Sects. 3 and 4. We then present
some applications of formalmethods and tools to case studies
from the railway domain in Sect. 5. Throughout the paper,
we report lessons learned from these experiences and pro-
vide pointers to drive future research, which we discuss in
more detail in Sect. 6, which is an original contribution, after
which we summarise the paper in the concluding Sect. 7.

7 https://uppaal.org/

2 Formal methods and tools

The development of industrial systems typically follows
some standardised methodology that distinguishes different
phases. In general, there is a requirements analysis phase,
an architecture and design phase, a detailed design phase, an
implementation phase, a testing, verification and validation
phase and a maintenance phase. Each phase yields a set of
artefacts (models). The methodology not only prescribes the
type of models delivered at each phase, but also the verifica-
tion and validation methods and activities needed to ensure
the internal consistency of a model as well as the consis-
tency of models across different phases. For instance, the
models produced during the requirements phase need to be
non-contradictory, while the models produced in the design
phase need to be consistent with the models delivered in the
requirements phase. Formal methods, and their implementa-
tion in tools, provide automated, repeatable, easily checkable
evidence to support these needs.

Formal methods are rigorous mathematics-based tech-
niques and tools for the specification (modelling) andmanual
or automated verification (analysis) of software or hardware
systems (designs) [25]. They encompass a wide choice of
techniques and tools, which are widely applied in indus-
try [26], in development phases ranging from requirements
elicitation and early design to deployment, configuration and
runtimemonitoring of actual systems. Formal methods allow
us to precisely specify the requirements and properties that
a system should satisfy, the environment in which the sys-
tem operates, the code embedded in the final implementation
and—most importantly—the models of the system used dur-
ing the various design steps andproper conformance relations
between these specifications. This requires formal models
with a precise semantics, i.e. unlike UML models which are
semi-formal.

More specifically, systems are interpreted as mathemat-
ically precise structures (e.g. state machines) describing
system behaviour, specifications are given in a mathemat-
ically precise manner (e.g. logical properties) and also the
notion of a system satisfying a specification is defined
mathematically. Formally verifying a system then involves
constructing a mathematical proof that the system satisfies
the specification (e.g. absence of deadlocks). The key moti-
vation for the use of formal methods is the strength of the
correctness guarantees they provide: a proof conclusively
demonstrates that the system under scrutiny, at the provided
level of abstraction, is correct with respect to its specification.
Formal methods may complement techniques like testing or
simulation [27]. These popular non-exhaustive methods for
verification reason over the input space of a system by pro-
ducing a set of individual system executions. By aggregating
a large set of such executions, these methods can provide
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probabilistic answers to questions like: how often/likely is it
for some behaviour to occur?

Since neither testing nor simulation explores all possible
system behaviour (state space), paraphrasing Dijkstra [28],
testing can provide a proof of the existence of erroneous
behaviour, such as a system execution that exhibits a fault,
but it can never show the absence of such behaviour. For
that, we need formal methods to exhaustively reason over
the entire behaviour space of a system. Formalmethods yield
Boolean (typically “yes”/“no”, not probabilistic) answers to
questions like: is it possible for something to occur? While
testing involves executing the system many times to gather
examples for verification, formal methods tools generally
execute once but reason exhaustively over the complete set
of system behaviour, covering all possible executions. This is
also why there is such a variety of formal methods: different
systems require different proof strategies to enable exhaus-
tive reasoning. Moreover, while testing basically concerns
supplying an input and checking the output, formal meth-
ods require some knowledge of the underlying system. In
practice, formal methods can prove both the presence and
the absence of given behaviour. Finally, by nature, formal
methods can also check systems being used in ways they
were not intended, whereas traditional testing easily ignores
unanticipated inputs.

There are two core formal methods: model checking [29,
30] and theorem proving [31, 32]. Theorem provers like
Coq [33], Isabelle [34], KeYmaera X [35, 36] or Z3 [37]
allow users to mechanically prove generic statements about
system models formalised as mathematical theories. Theo-
rem provers are quite powerful tools that can reason about
very large, or even infinite-state systems, but they require sub-
stantial user knowledge. Theorem proving are at the basis
of tool sets for state-based refinement like Atelier-B8 and
Rodin9.

Model checkers likeSPIN [38],NuSMV[39]/nuXmv [40],
ProB [41], UPPAAL [42–46], FDR [47], CADP [48] and
mCRL2 [49] provide a convenient “push-button” technol-
ogy: “the use of model checking requires neither a high
degree of user interaction nor a high degree of expertise” [29,
Section 1.2.2: Strengths and Weaknesses]. Model checking
addresses the verification problem: given a formal definition
of what a system does (a model) and what it should do (a
property), model checking shows that the model satisfies the
property, i.e. that the system does what you think it should
do and nothing else [30].

In this way, both theorem provers and model checkers
effectively prove both the presence and the absence of bugs.
However, both verify a model of the system rather than
the system itself and verify only stated requirements, mean-

8 https://www.atelierb.eu/
9 https://www.event-b.org/

ing that “any obtained result is thus as good as the system
model” and “there is no guarantee of completeness” [29,
Section 1.2.2: Strengths and Weaknesses]. Moreover, theo-
rem provers require guidance from a deeply-knowledgeable
user to structure and organise the specification and its proof,
while model checkers are sensitive to the shape and size of
the state space of the system, due to their exhaustive explo-
ration of the state space according to which the number of
states needed to model the system accurately may exceed the
amount of available computer memory.

Compared to model checking, which focuses on abso-
lute guarantees of correctness, probabilistic model checking
focuses onmodelling and analysing systems exhibiting prob-
abilistic behaviour [29, 50], which is essential in cases of
unreliable or unpredictable system behaviour and perfor-
mance evaluation. Rather than providing a Boolean answer
to the question as to whether a system model satisfies a
logic property (typically expressed in a probabilistic tem-
poral logic), the answers are of the form: with a likelihood of
99%, the model will satisfy the property.

Statistical model checking (SMC) [51, 52] uses a
simulation- and sample-based approach to reason about pre-
cise properties defined in a probabilistic temporal logic,
offering scalability advantages over exhaustive (or proba-
bilistic) model checking as there is no need to analyse full
state spaces. Moreover, while the output of sample-based
methods is not always correct, statistical inference allows
to quantify the confidence in the result, thus compensating
for the lack of exact results (100% confidence). However,
SMC is known to have difficulties in dealingwith rare events.
Arguably the best known tool is UPPAAL SMC [46].

Static analysis involves deriving properties of interest
from source code (or an intermediate representation) with-
out actually executing it [53], meaning precision is the price
to pay. Typically, one has to decide between under- and
overapproximations (e.g. abstract interpretation [54]) of all
possible behaviour, with the possibility of both false posi-
tives and false negatives. The choice depends on the specific
goals of the analysis and the trade-off between precision
and completeness, i.e. finding a suitable abstraction that is
both computationally feasible yet still provides meaningful
insights into the behaviour.

Finally,model-based testing is a formalmethods approach
to testing that complements formal verification and model
checking and increases the efficiency and effectiveness of
software testing [55]. It uses a formal or semi-formalmodel to
represent the desired behaviour of a system under test, which
serves as the basis for generating test cases and executing
tests. It is typically more efficient than traditional testing,
since it automates the test case generation process.Moreover,
by systematically deriving test cases from the model, often
a better coverage of system behaviour is achieved. However,
the models need to be kept up-to-date as the system evolves,
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which may require additional effort. Model-based testing is
part of the broader landscape of Model-Driven Engineering
(MDE) [56].

Concrete symbolic (concolic) testing is a hybrid verifi-
cation technique that performs symbolic execution along
concrete execution paths to systematically explore the exe-
cution of a program or software system, focusing on both
specific input values (as for traditional testing) and symbolic
representations of alternative paths, to achieve improved path
coverage compared to traditional testing. Scalability is a chal-
lenge due to the path explosion problem, i.e. the number
of possible paths grows significantly as the program’s com-
plexity increases [57]. Fuzzing is a more light-weight testing
technique focused on quickly exploring a large input space
by providing (semi-)random inputs, typically generated by
mutation-based or generation-based fuzzing, to discover vul-
nerabilities or unexpected behaviour [58].

3 Systematic mapping study

We conducted the first systematic mapping study10 on for-
mal methods in the railway domain [59], focusing on railway
signalling systems, with the goal to “identify, understand and
characterise studies on the application of formal methods to
the development of railway systems, identifying recent trends
and considering industrial applications, for the purpose
of supporting formal methods practice and research.”This
complements other empirical studies that we conducted,
considering the perspective of stakeholders [62, 63] and
surveying tools for railway system design [64–66] (cf. Sec-
tion 4). To address the above goal, we posed ourselves several
research questions (RQs), among which the following11:

RQ1: How is research demographically and empirically
characterised in the field of applications of formal
methods in the railway domain?

RQ2: What formalmethods are used in the railway domain?

RQ2.1: What is the degree of formality?
RQ2.2: What formal techniques are used?
RQ2.3: Which specification languages?
RQ2.4: Which tools?

RQ3: In which way are formal methods applied to railway
system development?

10 A variant of systematic literature reviews aiming at classifying the
literature [60, 61].
11 RQ1–RQ3are independent questions,whileRQ-I andRQ-T, instead,
are cross-cutting questions that aim to address industrial applications
and recent trends (e.g. certain formal methods identified in RQ2 may
be more trendy or industrially validated). As such, RQ-I and RQ-T are
answered in relation to RQ1–RQ3 to facilitate the interpretation of the
data and have a more concise visualisation of the statistics.

RQ-I: What are the characteristics of the studies reporting
industrial applications?

RQ-T: What are the emerging trends of the last 5 years?

Starting from the base terms “formal methods” (represent-
ing the object of research) and “railways” (representing the
domain of application), we used alternative keywords and
wildcards to elaborate the following search string:

“formal” OR “model check*” OR “model based”
OR “model driven” OR “theorem prov*”

OR “static analysis”
AND

“railway*” OR “CBTC” OR “ERTMS”
OR “ETCS” OR “interlocking”

OR “automatic train” OR “train control”
OR “metro” OR “CENELEC”

As shown inFigure 1, after originally retrieving 4346 stud-
ies from four main scientific databases, eventually 328
high-quality studies were selected from the literature for the
period 1989–2020. We analysed the 328 papers in detail.

Figure 2 answers RQ1 and contributes to answer RQ-I by
showing that formalmethods for railways is a hot topicwith a
strong industrial focus, given that 143 papers were published
solely during the last five years (44% of the total), while no
less than 79 papers (24%) involve industry (papers with at
least one industrial co-author).

Concerning the degree of formality of the methods used
in these papers, Fig. 2 answers RQ2.1 by showing that most
are strictly formal (212, 65%) and only a minimal part is
purely semi-formal (31, 9%). Interestingly, as a contribution
to answer RQ-I, semi-formal methods are more prominent in
industrial papers, of which only half use exclusively formal
methods (40, 51%), while the other half uses at least some
semi-formal method.

Figure 4 answers RQ2.2 and contributes to answer RQ-
I by showing that models are at the basis of practically
all papers and that formal verification and model checking
are the main analysis techniques [29, 30], but also simula-
tion [27], theorem proving [31, 32] and refinement [67–69]
are prominently applied techniques.

Figure 5 provides a further demonstration of the fact that
models are at the basis, given that the development phases
considered in the vast majority of the papers concern Archi-
tecture (218, 66%) and Detailed Design (149, 45%), thus
providing a partial answer to RQ3. To a certain extent, this
trend is followed by the industrial papers, even though these
focus more on later phases of system development and on
lower-level system representations. In particular, a relevant
number of industrial papers considers Validation (20 out
of 30, 67%) and Implementation (11 out of 14, 79%), while
a lower percentage of industrial papers considers Architec-
ture (47, i.e. 59% vs. 66%) and Detailed Design (36, 46% vs.
45%), thus contributing to answer RQ-I.
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Fig. 1 Process of study selection and numerical results. The value of TOTAL in the bottom-right table is obtained by summing-up the cells in
retrieved, included and selected from the other tables. ©2022 ACM. Reprinted (and annotated) with permission fromACMComputing Surveys [59]

Fig. 2 Studies by year. ©2022 ACM. Reprinted with permission from ACM Computing Surveys [59]

Fig. 3 Degree of formality. ©2022ACM. Reprinted (and adapted) with
permission from ACM Computing Surveys [59]

In terms of concrete languages and tools, Figs. 6 and 7
answer RQ2.3 and RQ2.4, respectively, and contribute to
answer RQ-I by illustrating that the landscape is highly
diversified, but the dominant modelling languages are the
semi-formal method UML (18% in total and 18% of the
industrial papers) [70–76] and the formal method B (15% in
total and 22%of the industrial papers) [7, 8, 16, 76–81],while
tools of the B family (i.e. ProB, Atelier-B and Rodin) clearly
dominate (18% overall and 20% of the industrial papers) [8,
12, 16, 18, 76, 78–80, 82–84], whereas the IBM Rational
family for UML and SysML models is hardly used. Interest-
ingly, UML is used in combination with all main tools even
though, with the exception of IBMRational, none of the tools
is specifically oriented to support UML. Typically, UML is
used tomodel the system, but then themodel is translated into
the input language of specific formalmethods tools. This is in

line with the fact that UML is the de facto industrial standard
for documentation and communication among stakeholders.

Our systematic mapping study shows that the empirical
maturity of the field is still limited, as many of the selected
papers present only examples or experience reports. We call
formore empirical rigour in thefield,with case studies,which
can leverage the strong link with industries, and for con-
trolled experiments, which can address issues related to the
learnability of formal methods and aspects related to human
factors. In fact, many papers do not focus on a particular rail-
way system or standard, but we signal an improvement with
high-quality papers on theERTMS/ETCS [16, 85], CBTC [8]
and CTCS [86] standards. Interlocking is still the most popu-
lar subject of study, but other railway subsystems (e.g. ATC,
ATO, ATP and ATS) are being considered more frequently
in recent years [74, 75, 87].

For an elaborate answer to RQ-T, we refer to [59], which
includes versions of Figs. 3–7 restricted to papers from the
last 5 years. Figure 2 does contribute to answer RQ-T by
showing an increase of papers during the last 5 years, totalling
almost half of the total number of papers (143, 44%), but a
decrease of industrial papers.

In recent years [59], the B language has surpassed UML
as the most common modelling language (20%) [8, 16, 76,
81], while a quantitative analysis tool like UPPAAL (20,
14%) [86, 87] has emerged over the last 5 years, closely
followed by the B model checker ProB (13%) [8, 16, 76].
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Fig. 4 Techniques. ©2022 ACM. Reprinted (and annotated) with permission from ACM Computing Surveys [59]

Fig. 5 Railway development phase. ©2022 ACM. Reprinted (and annotated) with permission from ACM Computing Surveys [59]

Fig. 6 Modelling language families considered in the studies. ©2022 ACM. Reprinted (and annotated) with permission from ACM Computing
Surveys [59]

Fig. 7 Tools. ©2022 ACM. Reprinted with permission from ACM Computing Surveys [59]
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Take-away messages [59]:
− The later phases of the development process, in par-

ticular testing, implementation and validation, are
currently not sufficiently addressed.

− Formal methods are typically applied on abstract,
high-levelmodels, and source code is onlymarginally
considered.

+ UML is typically used for high-level representation,
after which models are translated into the input lan-
guage of some specific formal methods tool.

+ Almost all core railway development phases can
be addressed with the support of formal methods,
which is in line with the recommendations of the
norms [1, 2].

4 Systematic evaluation and usability
analysis

We conducted the first systematic tool evaluation12 and
usability analysis of formal methods tools for railway sig-
nalling system design [66]. This complements other empir-
ical studies that we performed, which surveyed various
tools for railway system design [64, 65] selected based
on surveys with stakeholders [63, 89] and a literature
review [59] (cf. Section 3). The 13 selected tools are: SPIN,
Simulink [90], nuXmv, ProB, Atelier-B, UPPAAL13, FDR4,
CPN Tools [91], CADP, mCLR2, SAL [92], TLA+ [93] and
UMC [94].

The first seven tools plus CADP and UMC were reported
among the most mature formal tools for railways [65],
based on the fact that the first six tools and UMC were
top ranked in surveys with stakeholders [63, 89], while
FDR4 and CADP are representative tools for the analy-
sis of process algebras that are explicitly mentioned in the
railway norms [2]. The remaining four tools were added
in [66] to obtain a more representative set of the differ-
ent flavours of formal system modelling and verification.
In particular, CPN Tools was included as a representative
for the analysis of Petri Nets, which are widely used also
for railway modelling [63], mCLR2 as an open-source rep-
resentative for the analysis of process algebras, and SAL
and TLA+ as representatives of tools that integrate theo-
rem proving and model checking. The licensing costs did
not allow the inclusion of relevant commercial and industry-
relevant tools like SCADE, Systerel products, or Prover
in [66].

12 Based on the DESMET methodology for evaluating software engi-
neering tools [88].
13 In [66], UPPAAL denoted all variants now integrated in UPPAAL 5:
https://uppaal.org/ (i.e. UPPAAL 4.0 [43], UPPAAL SMC, UPPAAL
Stratego [45] and UPPAAL Tiga [44]).

We posed ourselves the following RQs [66]:

RQ1: Which are the features to consider for evaluating a
formal methods tool?

RQ2: How do different tools compare with respect to these
features?

RQ3: How do different tools compare with respect to their
usability?

Table 1 summarises the characteristics and expertise of the
participants who evaluated the tools based on hands-on expe-
rience. Next to the assessors and academic experts (including
the authors of [66]), we involved nine railway practitioners,
who had no prior experience with applying formal methods
tools yet over 10 years of experience in the railway domain,
as industry experts.

The systematic feature evaluation was performed by the
assessors, after elicitating the features with a collaborative
approach inspired by the KJ method14 [96]. During a 3-
hour workshop, the assessors, the academic experts, and two
industry experts came upwith 33 features that should be con-
sidered when evaluating a formal methods tool for railway
system design, hierarchically categorised into functional,
expressiveness, and quality features, comprising 8 subcat-
egories. The assessors produced an evaluation sheet for each
tool based on the following use:

1. Install and run the tool;
2. Consult the tool’s website for official documentation;
3. Search for additional documentation useful to fill the eval-

uation sheet;
4. Consult the 114 papers on formal methods and railways

from the literature review [89] to check for the tool’s appli-
cation in railways;

5. Perform some trials with the tool to confirm the claims
reported in the documentation, and assign the value to
those features that required hands-on activity to be eval-
uated;

6. Report the evaluation on the sheet, together with links
to the consulted documents and papers, and appropriate
notes when the motivation of an assignment needed clar-
ification.

The evaluation sheets were revised after face-to-face meet-
ings to align visions and balance judgements and reviewed
externally as part of a deliverable of the ASTRail project;
they are publicly available [64]. Figure 8 reports the table
resulting from the feature evaluation activity.

14 The KJ method is an exploratory and creative requirements elicita-
tion technique, according to which requirements are first individually
written on cards and then collectively discussed and grouped [95, Chap-
ter 23.4: KJ Method].
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Table 1 Characteristics and expertise of the study participants

ID Role in Study Milieu Main function Age Sex Years of experience in

Formal Railway FM in

methods (FM) industry railways

1 Assessor Academic Workpackage leader 39 M > 13 3 13

2 Assessor Academic Tool developer 62 M > 20 0 9

3 Assessor Academic Researcher 36 M > 6 0 4

4 Expert Academic Group leader 48 M > 15 0 9

5 Expert Academic Project leader 66 F > 30 0 > 25

6 Expert Academic Professor 65 M > 30 0 > 25

7 Expert Industry System engineer NA M 0 > 10 0

8 Expert Industry System engineer 52 M 0 > 10 0

9 Expert Industry System engineer 48 M 0 > 10 0

10 Expert Industry Software developer 43 M 0 > 10 0

11 Expert Industry Product manager NA M 0 > 10 0

12 Expert Industry System engineer 48 M 0 > 10 0

13 Expert Industry Innovation engineer NA M 0 > 10 0

14 Expert Industry Software developer 45 M 0 > 10 0

15 Expert Industry Innovation engineer NA F 0 3–10 0

©2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. Reprinted (and adapted) with permission from
IEEE Transactions on Software Engineering [66]

Fig. 8 Evaluation table. ©2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. Reprinted with per-
mission from IEEE Transactions on Software Engineering [66]

We selected a subset of seven tools for the usability eval-
uation, excluding those requiring advanced mathematical
background (except for Atelier-B, as it is one of the few

tools used in the development of real-world railway products,
cf. “Integration in the CENELEC process”, Figure 8) and
those that are known from the literature to be inadequate for
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Fig. 9 SUS scores for the different tools. ©2021 IEEE. Personal use
is permitted, but republication/redistribution requires IEEE permission.
Reprinted (and annotated) with permission from IEEE Transactions on
Software Engineering [66]

handling industry-size problems. We performed the usabil-
ity evaluation of the resulting seven tools (SPIN, Simulink,
nuXmv, ProB, Atelier-B, UPPAAL and UMC) with railway
experts adopting the following methodology.

First, the assessors developed amodel of themoving block
system for eachof the tools. The expertswere already familiar
with the sample system, which has moreover been used as a
reference by other papers in the literature [11, 65].

Next, using the predeveloped models as reference, the
different characteristics of the tools were illustrated dur-
ing a 3-hour meeting with the experts. They were asked
to evaluate the usability of each tool based on their first
impression. After an introduction, each tool was presented
in a 15-minutes demo, covering its general structure, then
opening, navigating and describing the model, followed
by a guided simulation and a description and presentation
of a formal verification session. After each tool’s presen-
tation, the experts filled a usability questionnaire for the
tool.

We used the widely adopted System Usability Scale
(SUS) questionnaire of Brooke [97, 98] and his guidelines
to calculate the SUS scores and Bangor et al. [99] for
the interpretations: 100 = Best Imaginable; 85 = Excellent;
73 = Good; 52 = OK; 39 = Poor; 25 = Worst Imaginable.

Figure 9 presents the results of the SUS questionnaire.
The tool that clearly stands out as being considered the
most usable is Simulink (SUS Score = 76.39), a formal
model-based development tool, with an appealing GUI and
powerful simulation capabilities, followed by two other tools
that score above 60. ProB (62.22) requires input mod-
els in textual form but presents simulation results also in
graphical form, whereas UPPAAL (61.67) is entirely graph-
ical and presents a graphical simulation style reminiscent
of message sequence charts, which are well known by
railway practitioners. Overall, tool usability is acceptable,

given the average SUS Score (56.67) between OK and
Good.

Take-away messages [66]:
− Many of the formal methods tools lack support for

development functionalities andprocess-integration
aspects.

− Most of the formal methods tools are independent
ecosystems, with unique, non-standard languages
and specialised verification capabilities.

+ Formal methods tools are mature, as highly desired
by railway industry [62, 63].

+ Most usability aspects appear to be low in principle,
but, when the formal methods tools are assessed by
railway practitioners, usability is considered accept-
able.

5 Success stories

In this section, we briefly discuss some of our experi-
ences in applying formal methods and tools to case studies
that resulted from our participation in European Shift2Rail
projects like ASTRail and 4SECURail and Italian regional
projects like TRACE-IT, SISTER, STINGRAY and SmaRI-
ERS with industrial partners from the railway domain. We
report on lessons learned from these experiences and provide
pointers to steer future research.

5.1 Next-generation railway signalling systems

The railway domain is known to be cautious concern-
ing the adoption of technological innovations, in particular
when compared with other transport domains. Hence, while
satellite-based positioning systems are in use for quite some
time now in the avionics and automotive domains, cur-
rent railway signalling systems still typically use traditional
ground-based train detection systems with fixed block dis-
tancing. So-called ERTMS/ETCS Level 2 signalling systems
make use of trackside equipment like track circuits or axle
counters for exact train position detection and train integrity
supervision and of fixed blocks starting and ending at sig-
nals, with the block sizes being determined by parameters
like the speed limit, the train’s speed and braking character-
istics and the drivers’ sighting and reaction times. Yet, the
faster trains are allowed to run, the longer their worst-case
braking distance, resulting in an increased safety distance and
a decreased line capacity. Therefore, to increase the competi-
tiveness, robustness and attractiveness of the railway domain,
a recognised challenge consists of transitioning to the next
generation of railway signalling system based on effective,
precise moving block signalling systems by GNSS-based
satellite positioning [100, 101].
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Fig. 10 ERTMS/ETCS Level 3 moving block railway signalling
(reprinted from [102])

Fig. 11 Safety train separation with fixed block and moving block sig-
nalling systems (Image by Israel.abad/WikimediaCommons distributed
under CC BY-SA 3.0 license)

Such next-generation ERTMS/ETCS Level 3 signalling
systems no longer rely on trackside equipment for train
position detection and train integrity supervision, but an on-
board odometry system monitors the train’s position, which
it receives from a satellite, and autonomously computes
its current speed. This on-board unit frequently sends the
train’s position to a radio block centre which, in turn, sends
each train a movement authority (cf. Fig. 10), computed by
exploiting its knowledge of the position of the rear end of
the train ahead. The resulting moving block signalling sys-
tems allow trains in succession to close up, since a safe zone
around the moving trains can be computed, thus consider-
ably reducing headways between trains, in principle to the
braking distance (cf. Fig. 11). This allows for more trains to
run on existing railway tracks and the removal of trackside
equipmentmoreover results in lower capital andmaintenance
costs [100].

Since our involvement in ASTRail, we have contributed
to the many experiments and case studies that are being
conducted and validated before actually starting to adopt
ERTMS/ETCS Level 3 signalling systems [11–18, 85, 103–
106]. We developed UPPAAL models by means of model
transformations [105, 106], starting from (i) a Real-Time
UML (RT UML) [107, 108] model provided by the project’s
industrial partners and (ii) a Simulink model obtained from
a requirements elicitation and refinement activity performed
with the project’s industrial partners, which was carried out
to consolidate an initial set of requirements for the moving
block signalling system into an executable specification. Our
task thus consisted of translating the semi-formal UML and
Simulink models into a formal model of (stochastic) timed

automata15, amenable to formal verificationbyUPPAAL.We
chose UPPAAL SMC since it allows for real-time as well as
probabilistic aspects, both of which occur in RT UML mod-
els. The model transformation from RT UML to UPPAAL
was rather straightforward, except for a few issues concern-
ing the precise meaning of (time-related) modelling choices
which had to be cleared with our industrial partners. The
fact that UPPAAL’s automata models are similar to UML
state machine diagrams eased understanding by our partners;
UPPAAL’s feature to visualise them as message sequence
charts also helped.

Simulink includesStateflow, agraphical language inspired
by Harel’s hierarchical statecharts [109]. The fact that both
formalisms use state machines simplified the model transfor-
mation from Simulink/Stateflow to UPPAAL (cf, e.g. [110]).
We enriched the UPPAAL models with probabilities and
stochastic events, taken from additional specifications of the
moving block system by our industrial project partners. The
UPPAAL models in [105, 106] concern a simplified moving
block specificationwith only one train, andweusedUPPAAL
SMC for formal verification and sensitivity analysis based on
SMC.

We presented an extension and refinement of the afore-
mentioned UPPAAL models, considering more trains which
concurrently communicate with the same (trackside) radio
block centre [102]. The movement authority that was previ-
ously considered constant was now computed dynamically
according to the traffic on the railway line, and in partic-
ular the tail of the train ahead. The physical behaviour of
the trains was tuned and validated according to parameters
about high-speed trains from the literature [111]. We for-
mally verified the correctness of the function that computes
the movement authority, formalised in first-order logic. The
concurrent nature of the radio block centre led to the detection
and mitigation of corner cases. We also carried out experi-
ments to validate candidate parameter set-ups to reduce the
risk of trains exceeding their movement authority.

5.2 Synthesis of autonomous driving strategies

We performed the first application of synthesis techniques to
autonomous driving for next-generation railway signalling
systems [112]. As described in Section 5.1, the RT UML,
Simulink and UPPAAL SMC models from [105, 106]
offered the possibility to fine-tune communication parame-
ters that are fundamental for the reliability of their operational
behaviour; however, they did not account for the synthesis
of autonomous driving strategies. We presented a UPPAAL
Stratego model (i.e. a stochastic priced timed game) of
a satellite-based moving block railway signalling system
that does account for autonomous driving. The autonomous

15 Finite-state machines extended with clock variables [42].
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driving module was not modelled manually, but it was
synthesised automatically as a strategy based on a safety
requirement that the model must respect, after which both
standard model checking and SMC were applied under the
resulting (safe) strategy. We moreover considered reliability
aspects, and the autonomous driving strategy also provided
guarantees for the minimal expected arrival time. It must be
noted that the original model had to be simplified consid-
erably to undergo strategy synthesis and verification, since
UPPAAL SMC scales well to large systems by applying sim-
ulations rather than full state-space explorations, whereas
UPPAAL Stratego requires full state-space exploration of
the timed game for strategy synthesis.

This was our first experience with strategy synthesis and
optimisation of a case study from the railway domain and
also with UPPAAL Stratego. This is a rather recent formal
methods tool which has not been much experimented with.
In fact, while developing the model we ran into corner cases
that needed interactions with the developers, which led to
the release of new versions, with patches fixing the issues
discovered through our modelling efforts.

In an attempt to be able to model more complex case stud-
ies from the railway domain, we mentioned that a promising
line of future researchwould be to adapt the statistical synthe-
sis techniques [113] to learn safety objectives, thus avoiding
the full state-space exploration (as performed in UPPAAL
Stratego at that time) while guaranteeing the scalability of
SMC. In the work of Gu et al. [114–116], this idea has been
successfully worked out in detail and integrated in UPPAAL
Stratego by replacing the exhaustive graph search for synthe-
sis with random simulation and reinforcement learning, i.e.
the model’s state space is explored randomly using a rein-
forcement learning algorithm to generate a strategy, which is
then verified by model checking to ensure its correctness.

5.3 Smart railway systems and stations of the future

Traditionally, railway stations have a private energy distri-
bution and communication system, mainly to ensure unin-
terrupted power supply and security. However, there are
important drawbacks, such as prohibiting proper integration
in the smart cities concept based on exploiting informa-
tion between different transport systems (e.g. bike sharing,
car sharing, urban transport) and failing to benefit from
state-of-the-art energy-saving techniques. In STINGRAY
and SmaRIERS, we aimed to enhance the integration of rail-
way stations into smart cities of the future and study advanced
energy-saving techniques. In this section, we report work on
two project case studies on smart energy consumption and on
a railway positioning case study from SISTER, which inves-
tigated the substitution of track circuits installed on tramway
lines with an integrated on-board solution including (satel-
lite) positioning.

Fig. 12 Gas switch heating (Image by FabiBerg/Wikimedia Commons
distributed under CC BY-SA 3.0 license)

First, we compared two formal methods tools [117]
by experimenting the modelling and analysis features of
UPPAAL SMC andMöbius [118]. As for the systematic tool
evaluation described in Section 4, we applied both tools to
the same case study. This time, the features on which we
compared them ranged frommodelling (e.g. communication
primitives and delay distributions) to property specification
(e.g. measures of interest) and experiments and presentation
of results (e.g. experiment parameter set-up).

The case study is a cyber-physical system from the rail-
way domain, viz., a railroad switch heater that is meant to
assure the correct operation of switches in case of snow
and ice (cf. Fig. 12) through a central control unit in charge
of managing policies of energy consumption while satisfy-
ing reliability constraints. It contains physical components
(the heater), cyber components (the heating policies and the
related coordinator), stochastic aspects (failure events and
weather forecasts), and logical/physical dependencies. The
models and analyses with stochastic activity networks and
Möbius were originally presented in [119], whereas those
with stochastic hybrid automata and UPPAAL SMC were
originally presented in [120].

To improve their usability, we concluded that Möbius
could provide primitive support for non-anonymous repli-
cas and channel communication (a suggestion which has
since been implemented by the tool’s developers) and prim-
itive support for ordinary differential equations, whereas
UPPAAL SMC could provide primitive support for batches
of experimentswith different parameters (a suggestionwhich
was well received by one of the tool’s main developers) and
further distribution delays (e.g. deterministic time).

Second, we addressed the design of future smart station
lightingmanagement applications [121],which aim to reduce
station illumination whenever (time) and wherever (space)
possible while guaranteeing minimum illumination levels as
required by current legislation. The (ceiling) lights (LEDs)
along a station’s platforms are equipped with a data acqui-
sition module called MADILL. A C-MAD unit collects the
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Fig. 13 Illustration of an experiment aimed at identifying poorly illu-
minated platform areas.Top-left: Pistoia station. Blue squares: a design
with MADILL units, clearly insufficient in number. Red squares: some
C-MAD units. Green squares: indicate the platforms open to the public.
Top-right: illumination computed using an attenuation formula with
VoxLogicA (overlay is made with an external program). Bottom-left:

by a threshold on the illumination value, areas that are sufficiently illu-
minated have been computed (output fromVoxLogicA).Bottom-right:
the parts of the platforms that are not sufficiently illuminated are com-
putedusingVoxLogicA (shown inwhite). (Colorfigure online, reprinted
from [121].)

messages from eachMADILL and it is equipped with bright-
ness sensors and commands to switch lights on, off or dim
them—either individually or for groups of lights.

We considered user-experience-related requirements like
“passengers should always be able to rely on an illumi-
nated pathway when getting on or off a train, from the main
entrance, to the platform”, to avoid passengers transiting or
waiting in non-illuminated areas, with the associated risks
(e.g. theft or injury), or “there should be an illumination level
greater than x on platforms where a train is about to arrive,
even if the train is late”. Such requirements are inherently
spatial or spatio-temporal, as they dealwith the possibly com-
plex reachability relations and pathways of a train station.We
envisioned how to tackle these concretely by applying spa-
tial model checking techniques and the VoxLogicA model
checking tool [122, 123], as illustrated in Figure 13 through
images produced by VoxLogicA.

Third, we built a toolchain from CATLib [124] and Vox-
LogicA for modelling and solving mobility problems in
which positioning plays an important role, introducing an
original approach to combine strategy synthesis with spatial
model checking [125]. We performed an experiment involv-
ing a realistic scenario from the railway domain [24]. This
scenario, depicted in Fig. 14, concerns an ATP system in
which physical track circuits detecting the occupancy of por-

tions of the railway track are substituted by virtual track
circuits (VTCs) given as positions on a map. One junction
area (commanded by one interlocking) is composed of two
VTCs and there is one train outside the junction area and one
train inside, viz., Train 2 traverses its assigned route while
Train 1 is waiting at a red signal for its route to be assigned.
VTC0 is used to detect route occupation, whereas VTC1 is
used to detect a route’s release.

Initially, both trains are located behind the semaphore.
Then, the first train communicates its route to the inter-
locking, which sets the route, possibly moving the junction
point. Once set, the interlocking signals this to the train by
opening the semaphore, after which the train enters the junc-
tion point and the semaphore is closed again. While the first
train traverses its route, the second train stops at the (closed)
semaphore to ask for its route. Once assigned, the junction
point moves, and the semaphore opens only after the first
train has exited the junction area. Otherwise, moving the
junction point could cause the derailment of the train inside
the junction area.

We modelled this scenario using images. In our exper-
iment, the PNG map image used as planimetry is derived
from the junction scenario in Fig. 14. The image represent-
ing the initial configuration of this experiment is depicted in
Fig. 15 (left): both trains (green and red) are waiting to enter
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Fig. 14 The railway scenario from [24], with Train 1 waiting to enter
a junction area, while Train 2 is traversing it. (Color figure online,
reprinted from [126].)

Fig. 15 Illustration of an experiment from the railway domain. Left:
initial configuration of the scenario. Middle: the junction area empha-
sised. Right: a final configuration with both trains exiting the junction
from the same route. (Color figure online, reprinted (and adapted)
from [125].)

the junction area, whose access is signalled by a semaphore
(blue); whenever the semaphore is present (blue), it models
the red signal (closed), while its absence models the green
signal. The VTC0 detecting the occupancy of the junction
area is at the right side of the semaphore, as emphasised (in
purple) in Fig. 15 (middle), while the last two pixels on the
right borders of the image are both assumed to contain VTCs
for realising the junction. Figure 15 (right) shows a final con-
figuration in which both trains have exited the junction area
from the same exit.

We successfully synthesised a strategy such that both
trains can safely traverse the junction area (for a game in
which the semaphore is the player and the opponents are
the trains): once the semaphore is opened and the first train
enters the junction area, the semaphore is closed prior to the
second train entering the junction area. After the first train
has exited the junction area, the semaphore is opened again,
and the second train can reach the exit of the junction area.
In this case, trains cannot travel backwards (from right to
left). The successful final states are those where both trains
have exited the junction area, i.e. they both reach the right
side of the image, without traversing forbidden states. The
forbidden states are those in which both trains are inside the
junction area as well as those in which one train is inside the
junction area, the other train is before the semaphore, and the
semaphore is open (thus creating a hazardous scenario).

6 Discussion and future work

Railway transportation by train, metro or tram is among the
most energy-efficient and environmentally friendly means
of transportation. In the near future, the railway domain is

expected to contribute significantly to the European Green
Deal by improved digitalisation and big data analytics16.

To start with the latter, as confirmed by a recent survey of
AI applications in railway systems covering 139 papers from
the literature for the period 2010–2020 [127], AI research
in railways is still in its early stages, yet major efforts are
being dedicated to the use of AI for innovating rail mainte-
nance policies. This is not surprising, since the deployment
of effective and efficient maintenance strategies holds the
promise of minimising the downtime of equipment and thus
reducing the high operational costs that are characteristic of
the railway domain.

In particular, predictive maintenance aims to detect fail-
ures before they actually occur. The development of effective
and efficient predictive maintenance solutions for the rail-
way domain is a challenging and emerging research field, as
witnessed by 24 papers in the literature for the period 2016–
2021 [128]. Typically, one distinguishes several classes
of predictive maintenance on the basis of how the data
is collected and exploited to implement the prognostics
application [129, 130], i.e. (physical) model-based [131,
132], data-driven-based [133], knowledge-based [134] and
digital twin-based [135]. To produce the predictions, model-
based approaches use the provided input data on a previ-
ously defined physical or mathematical model; data-driven
approaches use a statistical model inferred from the data that
was available at the time of the training of the prognos-
tics application; knowledge-based approaches use domain
knowledge (e.g. ontologies) or expertise of the system; and
digital twin-based approaches use a real-time digital repre-
sentation of the physical system to generate data imitating
the real events.

In the context of the NextGenerationEU project on Rail
Transportation of the National Centre for SustainableMobil-
ity (MOST), we have started to work on predictive mainte-
nance approaches based on big data analytics for safe and
sustainable infrastructuremaintenance.More effort is needed
to drive this research further.

We are currently developing a data-driven approach to
define cost-effective predictive maintenance strategies for
on-board equipment, focusing for now on the railway Trac-
tion Control Unit (TCU) and the Door Control Unit (DCU)
of local commuter trains. The goal is to identify operational
anomalies and potential defects in the data logs of these on-
board units, enabling the scheduling of maintenance ahead
of time [136].

The traction system is important since it enables adher-
ence to acceleration and deceleration values mandated by the
regulations, whereas the door system is related to the safety,
security and efficiency of railway operations, implying that

16 https://transport.ec.europa.eu/system/files/2021-04/2021-
mobility-strategy-and-action-plan.pdf
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its failure can lead to operational disruptions or delays that
may propagate through the railway network, thus causing
economic loss and bad social reputation. Surprisingly, the
door system is responsible for 30– 60% of the total failures
in railway vehicles [137]. This high failure rate is due to the
complexity of the system’s mechatronic structure as well as
to the high stress during its lifecycle (e.g. frequent opening
and closing due to high passenger flow, in particular on local
commuter trains).

Other project partners work on the development of model-
based prognostic techniques for the TCU andDCU. The goal
is to identify correlations of diagnostic events in the data
to extract a fault tree, enabling analysis with the MDE tool
FaultFlow [138].

While data-driven approaches require huge amounts of
data to correctly infer a statistical model, model-based
approaches are less dependent on data. Yet model-based
solutions can become quite complex in case the modelled
system is complex, whereas the domain-agnostic nature of
data-driven solutions guarantees instant applicability on the
data without the need of a model or detailed knowledge of
the system.

Finally, one of the current challenges for the use of
improveddigitalisation to further increase the levels of safety,
security, reliability and comfort in the railway domain con-
cerns the extension of formal methods and tools to cope with
AI-based systems, such as equipping verification tools with
certificate generation in case of a “yes”-answer for improved
trustworthiness (e.g. through explainability or certifiedmodel
checking) and the integration of AI-based systems into the
CENELEC standards [139, 140]. There are, however, several
limiting factors to an increased adoption of formal methods
and tools in industry, not limited to the railway domain nor
to the integration of AI-based systems. More effort is needed
to tackle these limitations.

First, we need to close the gap between the semi-formal
models that are popular and suitable to communicate with
industry and the formal models that are required to apply for-
mal methods tools in safety-critical domains, like railways.

Furthermore, each formal methods tool currently requires
modelling expertise in a different input language and expert
knowledge of different analysis techniques, making it impor-
tant to pick the right tool based on input from industry and
the requirements at hand. While it is no problem, or even a
plus, for our FMT lab (and for other research groups on for-
mal methods and tools worldwide) to host researchers with
many different and complementary kinds of expertise, in-
house expertise on formal methods tools is rare in industry
(companies like AWS andASML are notable exceptions [26,
141–145]).

7 Conclusion

We presented and discussed the results and lessons learned
from two major empirical studies that we performed on the
use of formalmethods and tools in the railway industry. These
papers contain extensive threats to validity sectionswhichwe
decided not to repeat here. We also presented and discussed
lessons learned from several experiences in projects involv-
ing railway practitioners in which we successfully applied
formal methods and tools. Throughout these presentations,
we provide pointers to steer future research on the applica-
tion of formal methods and tools in the railway domain, after
which we discuss a number of specific challenges for future
work.

The road to the successful application of formal meth-
ods and tools, possibly integrated with AI-based systems,
in industries like railways, that we foresee is to start from
the basis. Together with many experts [25], we advocate
a prominent role of formal methods in computer science
education [146], for several reasons. First, because of the
importance of formal methods thinking in computer sci-
ence education [147], since it provides the necessary rigour
in reasoning on correctness and the fundamental skill of
abstraction [148, 149], which is at the heart of MDE [150,
151]. Then, because of the importance of knowing formal
methods [152], since the skills and knowledge acquired from
studying formal methods provide the indispensable solid
foundation that forms the backbone of computer science
practice. This is confirmed by the recent increase in using
formal methods in industry [25, 26], not limited to the safety-
critical domain.
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