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ABSTRACT

We propose an emerging solution technique, pushing the
application of model-checking techniques to the design and
validation of variability in a product line (PL), mainly aimed
at those industrial domains where model-based development
is adopted for the development of safety-critical systems.

Categories and Subject Descriptors

D.2.4 [Software Engineering]: Software/Program Verifi-
cation—Formal methods, Model checking

General Terms

Design, Experimentation, Verification

Keywords
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1. INTRODUCTION

A common problem addressed by many companies work-
ing in domains regulated by standards, such as safety-critical
domains like avionics and railways, and that slows down the
application of PL-based technologies in these domains, is the
high cost of validation and certification efforts. In such do-
mains, every product has to pass a costly certification stage,
even in case it belongs to an established family of products
for which certification efforts have already been performed.

A significant advancement in certification was the intro-
duction of model-checking techniques, which allow proper-
ties (e.g., safety properties) to be proved over (a model of)
the system to be certified. Model checking in itself obvi-
ously does not resolve the repeated certification problem in
a PL: satisfaction of a property by a product in general does
not imply the satisfaction of the same property by a differ-
ent product. A possible way out is to investigate how to
validate, by proper model-checking techniques, that possi-
ble variability that is present in a product family does not
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violate any desired property. This would allow one to for-
mally prove that whenever certain (safety) properties hold
for a product family, they continue to hold for every product
generated according to the variability rules of that family.

For this purpose, we launched a research effort to, on
the one hand, investigate the most promising existing mod-
elling structures that allow (behavioural) variability to be
described and product derivation to be defined, and, on
the other hand, develop a proper temporal logic that can
be interpreted over such structures and which can express
interesting properties over families and products. We re-
cently proposed a temporal logic for modelling variability
in product families [2, 3] by taking advantage of the way in
which deontic logic formalises concepts like violation, obliga-
tion, permission, and prohibition. In [4,5], we extended this
logic to capture also the behaviour of product families, using
modal transition systems as the underlying semantic model,
and we developed efficient algorithms to derive valid prod-
ucts of families as well as to verify properties over products
and families, based on existing model checkers.

We refer to [2,3] and in particular [4] for detailed refer-
ences to the concepts, models, logics, etc., used throughout
this paper, while related work is briefly discussed in Sect. 6.

2. TECHNICALITIES: MTS

A Modal Transition System (MTS) is a Labelled Transition
System (LTS) which distinguishes may and must transitions,
which can thus model optional or mandatory features of
a PL in a natural way. Technically, it is a directed edge-
labelled graph whose nodes represent states and whose edges
model transitions (labelled with the actions executed as the
result of a state change). Formally, all must transitions are
also may transitions. A sequence of state changes is a path.

Figure 1 is an example of an MTS: its dashed edges are
(possible) may transitions that are not must transitions,
while its solid edges are (mandatory) must transitions. Un-
fortunately, MTSs cannot fully characterize the constraints
regarding alternative features nor those regarding the re-
quires and excludes inter-feature relations [4].

To model product families as MTSs one thus needs a
‘translation’ from features to actions (not necessarily a one-
to-one mapping) and the introduction of a behavioural rela-
tion (temporal ordering) among them. A family’s products
are then considered to differ w.r.t. the actions they are able
to perform in any given state of the MTS. This means that
the MTS of a product family has to accommodate all the
possibilities desired for each derivable product, predicating
on the choices that make a product belong to that family.



3. RUNNING EXAMPLE

We consider a family of section controllers from the do-
main of railway interlocking systems. An interlocking is the
safety-critical system that controls the movement of trains in
a station and between adjacent stations. It monitors the sta-
tus of the objects in the railway yard (e.g., points, switches,
track circuits) and allows or denies the safe routing of trains.

The controller we consider approaches the interlocking
problem from a geographical and distributed point of view [6]
as it associates a controller to each prominent geographical
entity of a railway line. In particular, it allows or denies
the access of a train to a section of a line, thus guaranteeing
a minimal distance between consecutive trains. This kind
of controller may be subject to different configurations due
to the different track layouts that occur in practice: to be
generic, we consider a family of section controllers. In order
to keep it simple for the sake of the presentation, we con-
sider only two variability options. Moreover, to reduce the
complexity for the sake of the presentation, some simplifica-
tions are applied to obtain the model that we will present
shortly. However, the model is not far from the actual im-
plementation techniques of this class of systems [8].

3.1 Family of Section Controllers

A section controller takes as input an access request to
the section (from a train or an operator), and can sense the
occupancy of the section by means of a ‘track circuit’ sensor.
The permission to access the section is given by a protection
signal. These features are mandatory for any control element
of the family. A level crossing (LC) may be present on the
section (optional feature) and it may come in two alternative
variants: with or without barriers. A blinking (red) light
for the road vehicles is a further optional feature which,
adopting the typical terminology of feature diagrams, is a
feature that requires the presence of the LC feature.

The (behavioural) requirements for section controllers are:

e The section is unidirectional (traversed from left to
right) with at its entrance a protection signal that only
grants permission upon requests (by incoming trains);

e The permission is shown by a green light of a protec-
tion signal, and otherwise the signal shows a red light;

e The permission is granted only if the (left) section is
free and the next section (on the right) is free as well;

e The section controller can ask the section controller on
the right if that section is free (analogously, it can be
asked itself from the left section controller if it is free);

e The actual occupancy/freeness of the section is sensed
by a track circuit sensor;

e It is supposed (simplifying assumption) that when a
train leaves the section, it does so because it has been
given the permission to enter the right section (i.e., no
backward movement is allowed) and as a result of this
event, the track circuit switches from occupied to free;

e A LC may be present with or without barriers;

e In case of an unprotected LC, a mandatory red light
for the road vehicles is switched on from when the train
approaches until when the train frees the track circuit;
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Figure 1: MTS of a family of section controllers.

e In case of a LC with barriers, the controller, when it
is asked for an access permission, first issues the clos-
ing command to the barriers and then checks whether
the LC is actually closed by means of a proper sensor.
When the train leaves the section (freeing the track
circuit) a command ‘open’ is sent to the LC which, op-
tionally, is provided with a blinking red light for road
vehicles, which blinks while the barriers are closing;

The MTS in Fig. 1 models the family of section controllers.
Note that the free_right and free_left actions have a comple-
mentary role in synchronizations between adjacent section
controllers: the free_right action has to synchronize with the
free_left action of the section to its right, etc.

4. TECHNICALITIES: vACTL

VACTL is a variability and action-based branching-time
temporal logic interpreted over MTSs. It contains the box
and diamond modal operators from Hennessy—Milner logic,
both with and without a deontic interpretation, existential
and universal state operators (quantifying over paths) from
CTL, and an action-based Until operator, again with and
without a deontic interpretation.

Technically, VACTL consists of state formulae (denoted
by ¢), path formulae (denoted by =), and action formu-
lae (boolean compositions of actions, denoted by ¢) defined
over a set of atomic actions {a,b,...}. Besides the standard
operators of propositional logic (i.e., negation (—), conjunc-
tion (A), disjunction (V), and implication (=>)) it allows
the following operators:

e (a) ¢: a next state exists, reachable by a may transi-
tion that executes action a, in which ¢ holds;

[a] ¢: in all next states, reachable by a may transition
that executes action a, ¢ holds;

(a)® ¢: a next state exists, reachable by a must tran-
sition that executes a, in which ¢ holds;

[a]” ¢: in all next states, reachable by a must transi-
tion that executes a, ¢ holds;

e [ m: there exists a path on which 7 holds;

e Am: on all possible paths, 7w holds;



o & {p}U{¢'} ¢': in a state of a path reached by an
action satisfying ¢’, ¢’ holds, whereas ¢ holds in all
preceding states and all actions executed meanwhile
along the path satisfy ¢

o o {p}U" {¢'} ¢': the only difference with the previous
operator is that the path entails only must transitions

Further operators can now be derived in the usual way. F' ¢
abbreviates (true U ¢): there exists a future state in which
¢ holds. AG ¢ abbreviates “EF —¢: in every state on every
path, ¢ holds. F{p} true abbreviates true {true} U {¢} true:
there exists a future state reached by an action satisfying ¢.
F° ¢, AG" ¢, and F° {} ¢ are derived likewise.

VACTL formulae can express properties over product fam-
ilies of the following nature (see below):

e It is allowed that in some products of the family, the
action a is never executed (or a feature a never occurs);

e All products of the family should be such that execu-
tion of action c is always preceded by that of action b.

VACTL formulae/patterns for expressing such properties are:
e An a is never executed: = EF" {a} true;

e Execution of a c is always preceded by that of a b
(i.e., it is impossible that a ¢ is not preceded by a b):
= E [true {—b} U {c} true].

At the same time, the typical constraints that are used to
characterize the products allowed by a product family or by
one of its subfamilies can be described using the following
VACTL templates:

Template ALT Features F1 and F2 are alternative:

(EF" {F1} true V EF" {F2} true) A
—(EF {F1}true N EF {F2} true)

Template EXC Feature F1 ezcludes feature F2:

((EF {F1}true) = (AG — (F2) true)) A
((EF {F2} true) = (AG —(F'1) true))

Template REQ Feature F1 requires feature F2:
(EF {F1} true) = (EF" {F2} true)

Hence, vACTL is able to complement the behavioural de-
scription of an MTS by expressing constraints over the gen-
eral model of a product family, modelling in this way the
constraints that an MTS cannot express.

‘We appropriately adapted the use of the on-the-fly model
checker FMC [22] to enable efficient verification of vVACTL
formulae. The advantage of an on-the-fly approach is that,
depending on the formula, only a fragment of the overall
state space might need to be generated and analysed in or-
der to produce the correct result. The basic idea underlying
FMC is that, given a state of an MTS, the validity of an
VACTL formula in that state is evaluated by analysing the
transitions allowed from that state and the validity of a cer-
tain subformula in only some of the next reachable states, all
this recursively. FMC’s on-the-fly model-checking algorithm
is of linear complexity.
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Figure 2: FMC screenshot of section controller.

5. OUR PROPOSAL

We now propose our solution technique for the design and
validation of variability in a PL, hoping for feedback on this
technique’s applicability to current industrial problems.

The idea is to start from a given feature diagram (or sim-
ply from a set of requirements) of a product family, as de-
veloped by a PL engineer. With the help of proper guide-
lines, and possibly using high-level formalisms that in the
end boil down to MTSs as the underlying semantic models,
a PL engineer then produces an MTS model of this product
family, together with a set of VACTL formulae. The latter
can straightforwardly be obtained by filling in a number of
template formulae (so-called temporal logic patterns), like
those presented in the previous section.

At this point, FMC can be used to automatically validate
the resulting set of properties over the MTS.

The screenshot in Fig. 2 shows the family of section con-
trollers specified in the CCS-like input language of FMC as
well as the property “A train can enter the section only if it
has been granted permission”, which fits the second vACTL
formula/pattern above:

—FE [true {—signal_to_green} U {track_circuit_occupied} true]
This formula can be translated as follows in FMC’s syntax:

not E [true
{not (may(signal_to_green) or must(signal_to_green))} U

{must(track_circuit_occupied)} true]

This is a property that should obviously hold for this family.

Upon verifying this property, FMC produces the result
shown in the screenshot in Fig 3: the formula is true over
the MTS depicted in Fig. 1, from which we conclude that
the property holds for the family of section controllers.

A property that clearly does not hold for the family of
section controllers, but that should hold for a subfamily (of
products), namely those with a LC, is the property “A train
can enter the section only if the LC barriers are closed”. Also
this property ‘fits’ the second VACTL formula/pattern:

—E [true {~LC._closed} U {signal_to_green} true] (1)



eo0o FMC
[ B s vt imeivs.0 fme o )@
FMC v5.0b The Formula:
o0 not Eftrue {not may(signal_to_green) or

musi(signal_to_green)} U {must(track_circuit_occupied)}irue]
is TRUE

(states generated= 6, computations fragments generated= 6)

Edit Current Model
Explore the Model

Show Abstract LTS
Show Abstract Traces|

Welcome

Quit

Logical Formula

) not E [true -
{not (may(signal_to_green) or must(signal_to_green))} U || Check [Explain
{must(track_circuit_occupied)} true] The | the

[Formula | Result

Figure 3: FMC screenshot of verification result.

Note that, compared to the previous formula, we now use
our deontic interpretation of the Until operator to express
that we want to limit verification of Formula 1 to subfamilies
and products in which the optional LC feature is present.
This formula can be translated as follows in FMC’s syntax:*

not E [true {must(x) and not must(LC_closed)} U

{must(signal_to_green)} true]

Upon verifying this formula, FMC returns true, which con-
firms that it is possible that signal_to_green is not preceded
by LC.closed (as is in fact the case in section controllers
without a LC), i.e. it is confirmed that the property “A train
can enter the section only if the LC barriers are closed” does
not hold for the entire family of section controllers. Below
we will discuss its validity for subfamilies and products.

We recall that MT'Ss are not sufficient to describe all types
of variability in product families: while they can model both
optional and mandatory features, MTSs alone cannot model
the constraints in feature diagrams regarding alternative fea-
tures nor those regarding the requires and excludes inter-
feature relations. In Sect. 4, we showed that VACTL can,
and to help PL engineers we formalised these types of con-
straints as the VACTL templates ALT, EXC, and REQ.

If we consider the template REQ and instantiate F1 as
blink_light and F2 as LC_close_command, then we have for-
malised the requirement that the blinking light feature re-
quires the presence of the LC feature (cf. Sect. 3.1):

(EF (blink_light) true)=(EF"(LC_close_command)" true)
This formula can be translated as follows in FMC’s syntax:

(EF (may(blink_light) or must(blink_light)) true) implies
(E [ true {must(x)} U {must(LC_close_command)} true])

This property of course does not hold for the family of sec-
tion controllers, while it trivially holds for subfamilies or
products in which the blinking light is absent. Furthermore,
if we consider a product of the family of section controllers
which is obtained (cf. Fig. 1) by turning the may transition
labelled with LC close command as well as the one labelled

'In our formulae, the wildcard * stands for any action.
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with blink light into must transitions, then the property can
be shown to hold over this particular product by FMC.
The latter is an example of a requires relation between
features. Such a relation does not imply an ordering of the
features: a controller blinking a red light after the level
crossing has been closed cannot be excluded as a product of
the family of section controllers on the basis of this relation.
Such orderings must be imposed by the behavioural descrip-
tion of a product (family) as provided by an LTS (MTS).
As anticipated, a PL engineer can also use FMC to check
whether or not a certain product or a subfamily is part of
a family. A subfamily (product) is obtained from a family
by preserving at least all must transitions and turning some
of the may transitions that are not must transitions into
must transitions (and removing all of the remaining may
transitions). This task is not difficult for a PL engineer, and
visual assistance for this task is planned to be included in a
future release of FMC. In Sect. 7, we discuss scalability.
For instance, the product obtained by turning both may
transitions labelled skip into must transitions and removing
all others (i.e., a section controller without LC) is depicted
in Fig. 4. When asked to verify Formula 1 over this product,
FMC returns false (as this product has no LC barriers).
When asked to verify Formula 1 over a subfamily or prod-
uct which does have a LC, FMC correctly returns t¢rue.
VACTL can be used to guide the derivation of products
that satisfy constraints by construction. In [5], we designed
an algorithm to automatically derive, from an MTS descrip-
tion of a product family and a set of VACTL formulae ex-
pressing further constraints for this family, all correct prod-
ucts (a set of LTS descriptions of products, each correct
w.r.t. all VACTL constraints). The algorithm’s complexity
is bounded by O(nxmxw), with n the number of transitions
of the MTS (family), m the number of LTSs (products) re-
turned, and w the maximum width of may transitions with
labels referred to in the VACTL formulae (constraints).

6. RELATED WORK

In [1-5,11,12,14,19,20,24], MTSs and variants are used
to model and analyse product families. We previously men-
tioned our recent work [2-5] towards a modelling and ver-
ification framework capable of addressing both static and
behavioural conformance of products of a product family.
In [15], automatic verification is limited to structural con-
formance of a PL and its products w.r.t. a feature model.



In general, modelling and verifying static constraints over
products of a product family requires separate expressions
in a first-order logic [7,13,21], while modelling and verifying
behavioural constraints over the products of a product fam-
ily is typically not addressed in feature modelling. In [11,12],
we extended MTSs to model variability constraints regard-
ing alternative features. In [17,18], an algebraic approach
to behavioural modelling and analysis of product families
was developed. In [23], (Dynamic) Feature Petri Nets were
introduced to model the behaviour of product families with
a high degree of variability.

We now discuss the three approaches closest to ours in
some more detail.

In [14], the authors present an algorithm for checking con-
formance of LTSs against MTSs according to a given branch-
ing relation, i.e. checking conformance of the behaviour of
a product against that of its product family. It is a fixed-
point algorithm that starts with the Cartesian product of
the states and iteratively eliminates pairs that are invalid
according to the given relation. The algorithm is imple-
mented in a tool that allows one to check whether or not a
given LTS conforms to a given MTS according to a number
of different branching relations.

In [20], variable I/O automata are introduced to model
product families, together with a model-checking approach
to verify conformance of products w.r.t. a family’s variabil-
ity. This is achieved by using variability information in the
model-checking algorithm (while exploring the state space
an associated variability model is consulted continuously).
Properties (expressed in CTL) are verified by explicit-state
model checking, progressing one state at a time.

In [9], an explicit-state model-checking technique to ver-
ify properties (expressed in LTL) over Featured Transition
Systems (FTSs) is defined. This results in a means to check
that whenever a behavioural property is satisfied by an FTS
modelling a product family, then it is also satisfied by every
product of that family, and whenever a property is violated,
then a counterexample is provided as well as the products
violating the property. In [10], this approach is improved
by using symbolic model checking, examining sets of states
at a time, and a feature-oriented version of CTL. In [5], we
compare the approach of [9] with ours, while a comparison
with the (not yet published) [10] is left for future work.

7. CONCLUSIONS

In this paper, we propose a solution technique for the de-
sign and validation of variability in a PL that has emerged
from our recent research [2-5,11,12,22]. Note that our
proposal uses a unique formal framework, namely a logic
(VACTL) with its natural interpretation structure (MTSs).
The notion of product derivation is defined inside this frame-
work and logical formulae are used both as constraints and
as properties, to be proved for families and products alike.

We are particularly interested in obtaining feedback on
this technique’s applicability to current industrial problems.

In this context, it is important to underline that MTSs
are not intended to be used directly by PL engineers, but
rather to be considered as the proper underlying semantic
framework: in practice, behavioural descriptions are to be
given as high-level formalisms used in model-based devel-
opment (e.g., statecharts, UML state diagrams) augmented
with mechanisms to express variability analogous to those
employed by MTSs. Similarly, the use of VACTL is to be fa-
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cilitated by appropriate template formulae (temporal logic
patterns) in order to hide the logic from the PL engineers.
Working this out in detail is left for future work.

Since MTSs cannot model constraints regarding alterna-
tive features nor those regarding inter-feature relations like
requires and excludes, we started to use an Extended MTS
(EMTS) as the semantic model underlying vaCTL [11,12].
An EMTS is an MTS in which subsets of the outgoing may
transitions in a state can be defined to be such that at
least or at most one of the outgoing transitions is required.
EMTSs can model alternative features in a natural way and
we are currently studying a way to model the requires and
ezxcludes inter-feature relations as well.

Finally, another future research direction concerns scal-
ability. Our running example is very small, but current
model-checking techniques allow to deal with huge state
spaces and there is no reason for which such techniques can-
not be applied to MTSs (checking an MTS can be reduced
to twice checking an LTS [14]). The actual issues to be ad-
dressed are twofold:

1. Address the exponential blow-up of products when a
large number of features is considered. Note, however,
that MTSs already embed a combinatorial number of
products (LTSs) in a single structure;

2. How to express families of complex systems, which are
typically described through compositions of transition
systems. For instance, an interlocking system control-
ling a line composed of several sections like that of our
running example, could be built by synchronizing these
section controllers. Synchronization and parallel com-
position of MTSs has been addressed in [1,16], but we
still need to gain more insight into coping with vACTL
requirements and properties over such compositions.
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