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Industrial context: next generation railway signalling
Current ERTMS/ETCS signalling systems max. level 2:

fixed blocks (based on line’s speed limit, train’s speed/braking, etc.,
thus faster trains imply longer blocks imply lower track occupancy)
trackside equipment for train positioning (with costly maintenance)

Next generation railway signalling systems from level 3:
moving blocks (safe zone based on rear position of train ahead, thus
reducing trains’ headways, in principle to braking distance)
onboard odometry for train positioning (no trackside equipment)
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ERTMS/ETCS levels L1, L2, and L3
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H2020 Shift2Rail initiative: e920 million (2014–2020)

“Formal methods are fundamental for safe and reliable technological
advances to increase the competitiveness of the European rail industry”

Goal: analyse the suitability of formal methods in the transition to the
next generation ERTMS/ETCS signalling systems, with satellite-based
positioning, moving block distancing, and automatic driving

Challenge: effective and precise moving block signalling systems by
means of GNSS-based satellite positioning, leveraging on an integrated
solution for signal outages (e.g. tunnels) and the multipath problem

ASTRail (SAtellite-based Signalling and Automation SysTems on
Railways along with Formal Method and Moving Block Validation):
Requirements analysis plus safety, hazard and performance analyses
of moving block signalling scenarios with formal methods and tools

Istituto Superiore Mario Boella sulle Tecnologie dell’Informazione e delle Telecomunicazioni (ISMB, Italy, coordinator),
SIRTI S.p.A. (Italy), Ardanuy Ingeniería S.A. (Spain), École Nationale de l’Aviation Civile (ENAC, France), ISTI–CNR (Italy),
Union des Industries Ferroviaires Européennes (UNIFE, Belgium)
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Involvement Formal Methods & Tools lab at ISTI–CNR

WP4: Formal Methods for the railway field: identify most mature ones
systematic literature review on applications of formal methods in railways (submitted)

trial applications of formal methods and tools to ERTMS L3 moving block system
survey with practitioners to investigate uptake of formal methods in railway industry

Basile et al., On the Industrial Uptake of Formal Methods in the Railway Domain: A Survey with Stakeholders @ iFM’18

WP2: Safety analysis of moving block signalling system

Input: Real-Time UML (RTUML) model from industrial partners

Output: Uppaal SMC model
capable of natively accommodating both real-time and probabilistic aspects
like UML state machine diagrams, easing understanding by industrial partners

Simplified: parameters like probability of failures of devices (e.g. GNSS
receivers) to be instantiated with data provided by vendors
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Main components L3 moving block signalling system

OBU train’s onboard unit measures the train’s current speed
and verifies the train’s integrity

LU train’s localisation unit uses a GNSS-based positioning
system to determine the train’s location

RBC wayside radio block centre communicates continuously
with OBU and LU

receives data regarding the train’s position and the train’s
integrity from the train
sends speed restrictions, route configurations, and MAs
(movement authorities) to the train
computesMAs by communicating with neighbouring RBCs
and with a RouteManagement System (RMS) for positions
of switches and other trains (head and tail position)

Model abstraction: RMS, communication among neighbouring RBCs
consider train to communicate with one RBC, based on a seamless hand-
over when the train moves from one RBC supervision area to the adjacent

UNISIG: Functional Interface Specification for the RBC/RBC handover, 2014
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Model transformation: RT UML → Uppaal
From RT UML state machine diagrams to stochastic timed automata

each parallel region of the RT UML model translated into a separate automaton

(pseudo) states and (probabilistic) transitions are in one-to-one correspondence

failure probabilities currently set to placeholder value 10−5, awaiting refinement

guards and triggers modelled as input and output broadcast channels, implying
synchronous communication, discarding messages if receiver not ready to receive
fresh MA sent by RBC to OBU will supersede older MA if latter was not yet received

straightforward, except a few time-relatedmodelling choices, clearedwith partners
timed events RTat of stereotype «RTevent», used to trigger transitions based on
event’s timing information, are modelled as invariant conditions and clock guards,
forcing transitions to be executed when the precise moment in time is reached
probabilistic delayed events RTduration of stereotype «RTdelay», used to add
durations to actions/transitions, are modelled as probabilistic delays: when an
action/transition is enabled, the time at which it is fired is probabilistically
distributed

failure probabilities and rates of probabilistic distributions will be further refined
based on input from our project partners
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Uppaal model of moving block signalling scenario (1/2)

Generate location request Send location request

Calculate location Send location

Industrial partners: freq_req = 5 sec., initial value clock c1 is freq_req
M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway SignallingAnalysis withUppaal SMC ISoLA 2018 9 / 25



Uppaal model of moving block signalling scenario (2/2)

Send MA request Calculate MA

Send MA Control MA freshness

Industrial partners: timeout= 3×freq_req, initial value clock counter is 5
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Preliminary hazard analysis by industrial partners

Goal: evaluate safety level of a moving block signalling system

Procedure: identify and analyse hazards (e.g. GNSS-related errors,
communication failures, faulty states)

risk assessment: probability of occurrence of a hazard and severity
of its consequences
risk qualifying according to CENELEC EN 50126 standard (RAMS:
Reliability, Availability, Maintainability and Safety)

Outcome: hazard log
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Examples from the hazard log

Requirements:
“Communication between RBC and OBUmust be safe and continuously
supervised, if the connection is lost an alarm must be triggered.”

“OBU device must be SIL 4 device. Once OBU receives the alarm [...]
it must immediately send an alarm to RBC.”

Mitigation: “In case of communication loss enter in safe state mode.”

Safety Related Application Conditions:
“If train position cannot be received within the maximum time limit,
the OBU shall generate an alarm and must transit to degraded mode.”

“If Train Integrity cannot be confirmed within the maximum time limit,
the train shall be stopped.”
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Analyses with Uppaal SMC

1 It must always be the case that eventually either a MA is received or
the train enters a safe state Stop:

A♦ (ReplyMA.ReplyRequest ‖ Controlling.Stop)

Uppaal SMC reports that this CTL property holds

2 Probability that the train enters a safe state Stop upon a timeout:

PM(♦≤(timeout) Controlling.Stop)

Uppaal SMC reports that this probability is in the interval [0,9.99994e-005],
with confidence 0.995 and obtained from 59912 runs in ± 5 min.

Uppaal SMC v4.1.19 (rev. 5649) with statistical parameters: lower and upper probabilistic deviation (−δ,+δ): 0.001;
probability of false negative and false positive (α, β): 0.005; probability uncertainty (ε): 5.0−5.
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Uppaal SMC: evaluating the freshness of the MA

Requirements: OBU attempts for three times to compute the train’s
location and receive the MA

Model: first attempt at time 0, after which OBU attempts again each
5 sec. until timeout at time 15

Goal: which of the three attempts has higher probability of success?

E [≤ timeout; 10000](max : Controlling.counter)

This evaluation computes in the interval of time of timeout (i.e. 15 sec.)
the average of the maximum value of clock counter, using 10,000 runs ;
Since counter is reset each time a new MA is received, its average value
is the average time in which a new MA is received

Result: MA messages have a higher probability of being received between
the first and the second attempt
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Uppaal SMC: evaluating the freshness of the MA
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Future work: adding a spatial dimension?
Use spatial information like train location (their coordinates in a map)

“where does property φ hold?”, in which property φ could be, e.g.,
“the train is allowed in the current location”
“does φ hold near to where ψ holds?” or “are the locations where
φ holds surrounded by locations where ψ holds?”

Now assume
φ expresses the presence of a single train in a specific area
ψ expresses the absence of trains in a specific area

Then such formulae could be used to check whether it is true that
∀ train (travelling at a specific speed)
@ other train around it (given a specific diameter of distance)

⇒ guarantee a safety distance between trains during operation
(i.e. moving block!) and compute MA messages
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Spatial logic (topological spaces)
Graphs, reachability properties (discretisation of physical space)

Derived operators, like interior: IΦ = ¬N¬Φ

Rail networks are (Euclidean) graphs!

Aiello, Pratt-Hartmann, van Benthem (eds.), Handbook of Spatial Logics
Ciancia et al., Spatial Logic of Closure Spaces @ LMCS’16
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Topochecker

In-memory explicit-state spatio-temporal model checker

Spatial logic + branching-time temporal extension (CTL)

Efficient: millions of states / points analysed per second

Models: graphs, pictures or multi-dimensional (medical) images

0 1

19

2

20

3

21

4

22

5

23

6

24

7

25

8

26

9

27

10

28

11

29

12

30

13

31

14

32

15

33

16

34

17

35

18

36 37

38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56

57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75

76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94

95 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111 112 113

114 115 116 117 118 119 120 121 122 123 124 125 126 127 128 129 130 131 132

133 134 135 136 137 138 139 140 141 142 143 144 145 146 147 148 149 150 151

152 153 154 155 156 157 158 159 160 161 162 163 164 165 166 167 168 169 170

171 172 173 174 175 176 177 178 179 180 181 182 183 184 185 186 187 188 189

190 191 192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207 208

209 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227

228 229 230 231 232 233 234 235 236 237 238 239 240 241 242 243 244 245 246

247 248 249 250 251 252 253 254 255 256 257 258 259 260 261 262 263 264 265

266 267 268 269 270 271 272 273 274 275 276 277 278 279 280 281 282 283 284

285 286 287 288 289 290 291 292 293 294 295 296 297 298 299 300 301 302 303

304 305 306 307 308 309 310 311 312 313 314 315 316 317 318 319 320 321 322

323 324 325 326 327 328 329 330 331 332 333 334 335 336 337 338 339 340 341

342 343 344 345 346 347 348 349 350 351 352 353 354 355 356 357 358 359 360

361 362 363 364 365 366 367 368 369 370 371 372 373 374 375 376 377 378 379

380 381 382 383 384 385 386 387 388 389 390 391 392 393 394 395 396 397 398

399 400 401 402 403 404 405 406 407 408 409 410 411 412 413 414 415 416 417

418 419 420 421 422 423 424 425 426 427 428 429 430 431 432 433 434 435 436

437 438 439 440 441 442 443 444 445 446 447 448 449 450 451 452 453 454 455

456 457 458 459 460 461 462 463 464 465 466 467 468 469 470 471 472 473 474

475 476 477 478 479 480 481 482 483 484 485 486 487 488 489 490 491 492 493

494 495 496 497 498 499 500 501 502 503 504 505 506 507 508 509 510 511 512

513 514 515 516 517 518 519 520 521 522 523 524 525 526 527 528 529 530 531

532 533 534 535 536 537 538 539 540 541 542 543 544 545 546 547 548 549 550

551 552 553 554 555 556 557 558 559 560 561 562 563 564 565 566 567 568 569

570 571 572 573 574 575 576 577 578 579 580 581 582 583 584 585 586 587 588

589 590 591 592 593 594 595 596 597 598 599 600 601 602 603 604 605 606 607

608 609 610 611 612 613 614 615 616 617 618 619 620 621 622 623 624 625 626

627 628 629 630 631 632 633 634 635 636 637 638 639 640 641 642 643 644 645

646 647 648 649 650 651 652 653 654 655 656 657 658 659 660 661 662 663 664

665 666 667 668 669 670 671 672 673 674 675 676 677 678 679 680 681 682 683

684 685 686 687 688 689 690 691 692 693 694 695 696 697 698 699 700 701 702

703 704 705 706 707 708 709 710 711 712 713 714 715 716 717 718 719 720 721

↘
topochecker already applied to smart buses

Ciancia et al., Spatio-temporal model checking of vehicular movement in public transport systems @ STTT ’18

https://github.com/vincenzoml/topochecker, http://topochecker.isti.cnr.it
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Topochecker: features and applicability

Efficient linear algorithms

topological operators (e.g. near, surrounded, reachable)
collective operators (e.g. group, connected, regions)
metric-based formulae (Maurer’s distance transforms)
imaging operators (statistical texture analysis / similarity search)

Statistical spatio-temporal model checking
“tool-chained” execution mode using MultiVeStA

Sebastio & Vandin, MultiVeStA: Statistical Model Checking for Discrete Event Simulators @ VALUETOOLS’13

applied to spot congestion in bike sharing systems
Ciancia et al., ATool-Chain for Statistical Spatio-Temporal Model Checking of Bike Sharing Systems@ ISoLA’16

! spatio-temporal requirements are subtle:
“eventually close to a congestion” vs. “close to an eventual congestion”

https://github.com/vincenzoml/topochecker, http://topochecker.isti.cnr.it
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Statistical spatio-temporal model checking @ ISoLA’16
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Spatio-temporal analysis with Uppaal SMC?

M.H. ter Beek et al. (CNR–ISTI / UNIFI) Railway SignallingAnalysis withUppaal SMC ISoLA 2018 20 / 25



Encoding in Uppaal SMC? (1/2)

Encode the spatial model as a ‘grid of variables’and the spatial model checker
as a Boolean function

encode spatial logic primitives as Uppaal functions and the spatial structure
as a discrete graph, using variables of the model checker and a function to
identify the neighbourhood relation between points (i.e. use spatial properties
in Uppaal formulae, as if they were atomic properties of temporal states)

U simplicity of approach

D very complex to achieve (reimplementation of a spatial model-checking
algorithm in Uppaal)

D only simple properties (no nesting of temporal formulae inside spatial
connectives)

? efficiency and computational feasibility for large spatial structures
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Encoding in Uppaal SMC? (2/2)
Spatial model checking using continuous variables (and difference equations)
to encode the movement of entities

encode space as an Uppaal process, acting as primary observer, so that
spatial properties (e.g. reachability in space) can be checked by Uppaal ;
use continuous clock variables to represent movement in space, with each
clock corresponding to a spatial dimension, and connect ODEs to spatio-
temporal features of Uppaal processes (i.e. position, speed, acceleration)

U apparently more promising

D also requires quite some work (design a suitable spatial language,
define appropriate observers that allow to represent nested spatio-
temporal formulae which need to be encoded in Uppaal’s logic)

D still limited properties (purely spatial properties nested inside
temporal properties, but not the opposite)

? efficiency (e.g. can it handle grids of a million nodes?)
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Outlook

Future work: apply Uppaal SMC to a more elaborated version of the
ASTRail case study and to a case study from Tuscany region’s project
SISTER (SIgnaling & Sensing TEchnologies in Railway applications):
Apply innovative signalling solutions to Light Rail Transit infrastructures

Collaboration (ongoing): profit from Axel Legay’s expertise on (Uppaal)
SMC and his experience with SMC in the railway domain

Cappart et al., Verification of Interlocking Systems Using Statistical Model Checking @ HASE’17

Tool support: can spatial model checking become a first class citizen in
a continuous time model checker?
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Thanks for your attention!
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Topochecker already applied to smart buses

Ciancia et al., Spatio-temporal model checking of vehicular movement in public transport systems @ STTT ’18
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