Communication Requirements for
Team Automata

Maurice H. ter Beek®  Josep Carmona?
Rolf Hennicker®*  Jetty Kleijn*

1ISTI-CNR, Pisa, ltaly
2Universitat Politécnica de Catalunya, Barcelona, Spain
3Ludwig—Maximilians—Universitéit Miinchen, Germany

4LIACS, Leiden University, The Netherlands

LIACS, Leiden University
7 May 2018

1/75



Topics of the talk

e Systems of communicating components which interact through
message exchange.

e Here: Synchronous communication, i.e., outputs and inputs of
the same message are performed simultaneously.

e Consideration of a wide range of synchronization types

(peer-to-peer, multicast, broadcast, gathering, ...).

Overall goal:

Safe communication, i.e., avoidance of communication errors.
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Typical communication errors

e A component wants to send a message to another component
which is not ready to receive it (missing reception).

OO Gee

Literature: [Brand, Zafiropulo 1983], [de Alfaro, Henzinger 2001],
[Carmona, Cortadella 2002], [Larsen, Nyman, Wasowski 2007], ...

Point-to-point communication

o A component waits for a message from another component
which does not send it (missing response).

verifyPin!
CED2® Do
notOk?

Literature: [Carrez, Fantechi, Najm 2003], [Duran, Ouederni, Salaiin 2012]
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Contribution of our work

e Uniform formalism for the specification of various
synchronization types.

e Investigation and formalization of receptiveness and
responsiveness requirements (communication requirements).

e Communication requirements depend on the particular type of
synchronization used in a system.

— We show how to derive communication requirements from any
particular synchronization type.
— Generic theory for communication-safety (compatibility):

synchronization type A — compatibility notion A
synchronization type B — compatibility notion B
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Formal foundations

Component automaton is a tuple A = (Q, ¢°, X, —) such that
e Qis a set of states, q° € Q is the initial state,
e Y is the disjoint union of sets ¥;n5, Lout, ine of input,
output, and internal actions,
e -+ C QXX x Qis a labelled transition relation.
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Formal foundations

Component automaton is a tuple A = (Q, ¢°, X, —) such that
e Qis a set of states, q° € Q is the initial state,
e Y is the disjoint union of sets ¥;n5, Lout, ine of input,
output, and internal actions,
e -+ C QXX x Qis a labelled transition relation.

Component system is an indexed set S = { A; | i € | } of
component automata A; = (Q;, q°, ¥;, —;) such that
the internal actions of all A; are unique within the system.

System state is a tuple (¢g;)ic; with g; € Q; for all i € I.
System transition is a transition between system states
a
(9i)ier — (ai)iel

such that some components perform simultaneously a transition
with shared action a (and the others do nothing).

Not all system transitions are meaningful!
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Example: system transitions

start? @\f uny start? @\" un finish? /@ finish?
> — > — >
finish! finish! start!

Runnery Runners Controller
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Example: system transitions
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Example: system transitions

>
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Team automata
Let S={A;| i€} beacomponent system and ¢ be a set of
system transitions.

The team automaton over S with synchronization policy § is the
component automaton

T = (H Qi (af)ier, ,9)

icl
such that ¥ = X, U X0yt U Xjne with
- Zinp = (Uiel Zi,inp) \ Yout,
- Your = Uiel zi,out,
= Zint = Ujes Ziint-

Communication actions: Ycom = (Ujc; Ziout) N (Uics Ziinp)
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Let S={A;| i€} beacomponent system and ¢ be a set of
system transitions.

The team automaton over S with synchronization policy § is the
component automaton

T = (H Qi (af)ier, ,9)

icl
such that ¥ = X, U X0yt U Xjne with
- Zinp = (Uiel zi,inp) \ Yout,
- Your = Uiel zi,out,
= Zint = Ujes Ziint-
Communication actions: Ycom = (Ujc; Ziout) N (Uics Ziinp)

How to specify synchronization policies?
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Synchronization types

Idea:

Specify how many senders and how many receivers are allowed to
participate in a system transition (g;)jc; —— (9))ier.

Formally:
A synchronization type is a pair (snd, rcv) consisting of

— a sending multiplicity snd and
— a receiving multiplicity rcv
where a multiplicity has one of the following forms:
— [min,max] with min € N,;max € NU {*} such that min < max,
— ai “action indispensible”, or

— si “state indispensible”.
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Team automata and synchronization types

e For each system transition
a
t:(qi)ier — (q})ies
— the group of components participating in t by outputting a is
denoted by Out(t) C S,
— the group of components participating in t by inputting a is
denoted by In(t) C S.
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t:(ai)ier — (q))ies
— the group of components participating in t by outputting a is
denoted by Out(t) C S,
— the group of components participating in t by inputting a is
denoted by In(t) C S.
(!) A team automaton 7 with synchronization policy 4 is of type
(snd, rev) if
(i) for all transitions t € § labeled with a € ¥ o,
Out(t) fits to snd and In(t) fits to rcv, and

(ii) ¢ contains all such transitions.
e Out(t) fits to snd if
— if snd = [min, max] then min < |Out(t)| < max,
— if snd = ai then Out(t) ={ A €S| a€ Xou},
— if snd = si then “as above” + a is enabled in g;.

e In(t) fits to rcv is defined analogously.

38/75



Teams with familiar synchronization types

([1,1],[1,1])  binary, peer-to-peer communication
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Teams with familiar synchronization types

([t.1],[0,1])
([0,1], [0, 1])
(11, 1], [1, %))
([1,1],s1)

binary, peer-to-peer communication, lossy
non-blocking peer-to-peer (CCS)
multicast, strong

broadcast
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Teams with familiar synchronization types

([1,1],[0,1])  binary, peer-to-peer communication, lossy
([0,1],][0,1])  non-blocking peer-to-peer (CCS)
([1,1],[1,%])  multicast, strong

([1,1],21) broadcast, strong

([1,%],[0,%])  master-slave communication,
‘slaves never proceed alone’
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Teams with familiar synchronization types

([t,1],[0,1])
([0,1], [0, 1])
(11, 1], [1, %))
([1,1],21)

(2, ], [1,%])

(ai,ai)
([1,+],[1,1])
([0, ], [0, %])

binary, peer-to-peer communication, lossy
non-blocking peer-to-peer (CCS)
multicast, strong

broadcast, strong

master-slave communication, strong,
‘slaves must obey (at least one)’

full synchronization (FSP)
gathering

all system transitions
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Receptiveness requirements

Basic idea:

Whenever (a group of) components want to send a message,
there should be (a group of) components ready to receive the
message in conformance with the synchronization type.

Example with synchronization type ([1,1],a1):

start? @\f uny start? @\’ un finish? /@ finish?
> >

. . .. >
finish! finish! start!

Runnery Runners Controller
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Basic idea:
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Receptiveness requirements: definition

Let S={A;| i€} beacomponent system and
T a team automaton with synchronization type (snd, rcv).

Receptiveness requirement:

For any reachable state (g;);e; of 7 and for any action a € X com
we require:

If there is a group of components G = { A; | j € J C | } having
a as an output action such that

e ais enabled in each local state g; with j € J and

e G fits to snd (!),
then there exists a group of components H = { Ay | ke K C I}
having a as an input action such that

e ais enabled in each local state g, with kK € K and

e H fits to rev (!).
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Receptiveness requirements: definition

Let S={A;| i€} beacomponent system and
T a team automaton with synchronization type (snd, rcv).

Receptiveness requirement:

For any reachable state (g;);e; of 7 and for any action a € X com
we require:

If there is a group of components G = { A; | j € J C | } having
a as an output action such that

e ais enabled in each local state g; with j € J and

e G fits to snd (!),
then there exists a group of components H = { Ay | ke K C I}
having a as an input action such that

e ais enabled in each local state g, with kK € K and

e H fits to rev (!).

Hence, the team can perform a transition (g;)ic; —— (q})ics
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Responsiveness requirements

Basic idea:

Whenever (a group of) components wait to receive one of the
messages ai, . . ., an, there should be (a group of) components
able to send (at least) one of the messages aj, ..., a, in
conformance with the synchronization type (external choice).

Example with synchronization type ([1, 1], a1):

start? funl start? : \ "V finish? finish?
fail?
>
finish! : : . start!
fa//'
Runnery
/
Runner’ Controller’
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Responsiveness requirements

Basic idea:

Whenever (a group of) components wait to receive one of the
messages ai, . . ., an, there should be (a group of) components
able to send (at least) one of the messages aj, ..., a, in
conformance with the synchronization type (external choice).

? finish?
a||7 fail?

51.‘art|

Example with synchronization type ([1, 1], a1):

start? run1 start? @\an finish?
>
finish!

Runnery

fa//'

Runner?, Controller’
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Responsiveness requirements

Basic idea:

Whenever (a group of) components wait to receive one of the
messages ai, . . ., an, there should be (a group of) components
able to send (at least) one of the messages aj, ..., a, in
conformance with the synchronization type (external choice).

Example with synchronization type ([1, 1], a1):

finish?

start? f uny start? : \ fun2 finish?
ail?
finish! : : .

Runnery

fall'

Runner?, Controller’
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Responsiveness requirements: definition

Let S={A;| i€} beacomponent system and
T a team automaton with synchronization type (snd, rcv).

Responsiveness requirement:
For any reachable state (g;);c; of 7 and for any set of actions
ai,...,an € Xcom We require:

If there is a group of components G = { A; | j € J C | } having

ai,...,anp as input actions such that
e exactly all a1,...,a, are enabled in each local state g; with
Jj € Jand

e G fits to rev (1),
then there exists a group of components H = { Ay | ke K C |}
having (at least) one a € {a1,...,a,} as output action such that
e ais weakly enabled in each local state g, with kK € K and
e H fits to snd (!).
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Responsiveness requirements: definition

Let S={A;| i€} beacomponent system and
T a team automaton with synchronization type (snd, rcv).

Responsiveness requirement:

For any reachable state (g;);c; of 7 and for any set of actions
ai,...,an € Xcom We require:

If there is a group of components G = { A; | j € J C | } having

ai,...,anp as input actions such that
e exactly all a1,...,a, are enabled in each local state g; with
Jj € Jand

e G fits to rev (1),
then there exists a group of components H = { Ay | ke K C |}
having (at least) one a € {a1,...,a,} as output action such that
e ais weakly enabled in each local state g, with kK € K and
e H fits to snd (!).

Hence, the team can perform a transition (g;)ic/ LN (9)ier )
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Example: non-responsive system

Use synchronization type ([1,2],ai) instead of ([1, 1], ai)
in the system:

start? " uny start? f uny finish? /@ finish?
>
finish! ( : finish! : ) . start!

Runnery ‘Runner?2 Controller
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Example: non-responsive system
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Example: non-responsive system
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Example: non-responsive system

Use synchronization type ([1,2],ai) instead of ([1, 1], ai)
in the system:

start? "””1 start? un ﬁnish'?/@ inish?
finish! . finish! . start!
Runnery ‘Runner?2 Controller
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Example: non-responsive system

Use synchronization type ([1,2],ai) instead of ([1, 1], ai)

in the system:
art? @\“’”1 art? @\runz finish?/. ‘Eﬁnish?

st St
> - : ) > | : ) >
finish! finish! start!

Runnery ‘Runner?2 Controller
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Conclusion

¢ Meta-theory for communication-safety (compatibility) in
multi-component systems applicable to many concrete
synchronization types.

e Thus we have a means to compare compatibility notions
from the literature (for closed/open systems, pessimistic/
optimistic receptiveness, strong/weak compatibility).

e Next steps:
— larger case studies,
— asynchronous communication,
— synchronization types per action,

— encapsulation and hierarchical constructions.
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Teaser: a distributed chat system

confirm! confirm!
/eave7
t/meout timeout
grant, ! ask? timeout msg?
(a) Arbiter
fwdmsg!
- ) ask;!
Jjoin! confirm? msg!
grant i?
> - /;\ 2 fwdmsg?
conf/rm?U leave!
(b) Client; (o) Serverj

Automata Arbiter, Client; and Server;, with 1 <i<mand1<;<n

Messaging protocol: clients communicate messages (msg) to the
servers (several for robustness) which, upon approval by the arbiter,

broadcast the messages (fwdmsg) to all clients in the chat. )
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Teaser: a distributed chat system

confirm! confirm!
/eave7
t/meout timeout
grant,! ask? - timeout msg?
(a) Arbiter
fwdmsg!
- ) ask;!
Jjoin! confirm? msg!
grant i?
> - /;\ 2 fwdmsg?
conf/rm?u leave!
(b) Client; (o) Serverj

Problems with team 7x,: with synchronisation type ([1, 1], [1, ]):

1. Server (after communication with client and arbiter) in state 5

not ready to receive join? from another client who wants to join!

(The server would be allowed to move to state 0 with an internal action,

but not upon communicating with other clients [Hennicker, Knapp 2015]) 74 /75



Teaser: a distributed chat system

confirm! confirm!
kave7
tuneout timeout
grant,! ask? - timeout msg?
(a) Arbiter
fwdmsg!
Join! confirm? msg!
gmnt7
> - //;\\ 2 fwdmsg?
conf/rm?\_/ leave!
(b) Client; (c) Serverj

Problems with team 74,: with synchronisation type ([1, 1], [1, %]):
2. A client may send a message to two servers, who both forward it!
(This could be avoided by defining synchronization types per action, since

this would allow to define synchronization type ([1,1],[1, 1]) for msg)
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