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Background



Software Product Lines (SPLs)

e Configurable (software) system whose variants (products) differ by the
provided features, i.e. the functionality that is relevant for an end-user
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Feature models

dead feature false optional feature

Benavides et al., Automated Analysis of Feature Models 20 Years Later: a Literature Review. Inf. Syst., 2010



SPL analysis

e Popularin embedded / critical systems domain: formal modelling and

analysis techniques to prove SPL behaviour correct are widely studied
Thiim et al., A classification and survey of analysis strategies for SPLs. ACM Comput. Surv., 2014

e Challenge known formal methods & tools by potentially high number

of different variants, each giving rise to a large state space, in general

10



Scalability is an issue

(examples by C. Kastner, CMU, Pittsburgh, USA)

33 features

a unique configuration/variant for every

person on this planet
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2 optional, independent
3 O features

more configurations/variants than estimated

'atoms in.l the universe




SPL analysis

Lift success stories known for single systems (products) to sets of
products (families) by exploiting variability modelling and analysis
13



Product-based analysis:

I'= Simple, brute-force approach

= Make use of standardly available, highly optimised analysis tools

14



Product-based analysis: inefficient, if not infeasible

(example by S. Apel, Saarland University, Germany)

= Simple, brute-force approach

I'= Make use of standardly available, highly optimised analysis tools
I = Number of product variants is exponential in number of features
I = Same piece of behaviour or code is verified numerous times, as

many times as the number of variants that are able to execute it

Now
1.37 * 10" years Time line

1 (. 1
I LI T

Big bang °

Birth of Earth

| SQLite (88 features) ’ 109\"93"5 3

Measurement finished
2.9 * 10* years
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Solution: family-based analysis

I~ Beneficial in case of many products with substantial similarities
I'= Same piece of behaviour (or code) is verified only once,
regardless of how many variants can produce it

15



Solution: family-based analysis

I~ Beneficial in case of many products with substantial similarities
I'= Same piece of behaviour (or code) is verified only once,
regardless of how many variants can produce it

I > More complex analysis tasks
I = Requires (compact) family models (superimposed, 150% models)

15



Solution: family-based analysis

I~ Beneficial in case of many products with substantial similarities
I'= Same piece of behaviour (or code) is verified only once,
regardless of how many variants can produce it

I > More complex analysis tasks
I = Requires (compact) family models (superimposed, 150% models)

>~ Dedicated variability-based models, logics, and model checkers
(e.g. FTSs, Feature Nets, PL-CCS, fLTL, fCTL, v-ACTL, QFLan, SNIP, VMC)

15



Solution: family-based analysis

I~ Beneficial in case of many products with substantial similarities
I'= Same piece of behaviour (or code) is verified only once,
regardless of how many variants can produce it

I > More complex analysis tasks
I = Requires (compact) family models (superimposed, 150% models)

>~ Dedicated variability-based models, logics, and model checkers
(e.g. FTSs, Feature Nets, PL-CCS, fLTL, fCTL, v-ACTL, QFLan, SNIP, VMC)

I Dedicated model checkers need to be maintained and optimised

15



Solution: family-based analysis

I~ Beneficial in case of many products with substantial similarities
I'= Same piece of behaviour (or code) is verified only once,
regardless of how many variants can produce it

I > More complex analysis tasks
I = Requires (compact) family models (superimposed, 150% models)

~~. Dedicated variability-based models, logics, and model checkers
(e.g. FTSs, Feature Nets, PL-CCS, fLTL, fCTL, v-ACTL, QFLan, SNIP, VMC)

I Dedicated model checkers need to be maintained and optimised

Dimouvski et al., Family-based model checking without a family-based model checker @ SPIN’15
Chrszon et al., Family-based modeling and analysis for probabilistic systems: featuring ProFeat @ FASE'16
“\y/~ ter Beek et al., Family-Based Model Checking with mCRL2 @ FASE'17
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ter Beek et al., Family-Based SPL Model Checking Using Parity Games with Variability @ FASE'20
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Key idea and aim of our SPLC’19 paper

>~ Mimick anomaly detection known from feature model analysis
in behavioural SPL models (FTSs) by automated static analysis:

1. dead transitions
2. false optional transitions

3. hidden deadlock states
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Key idea and aim of our SPLC’19 paper

>~ Mimick anomaly detection known from feature model analysis
in behavioural SPL models (FTSs) by automated static analysis:

1. dead transitions
2. false optional transitions
3. hidden deadlock states

@) Catch and offer means to remove possible ambiguities in FTSs:

1. Ambiguous FTSs are undesired: provide unclear ideas of the SPLs

2. Unambiguous FTSs pave way to efficient family-based verification

16



Featured Transition Systems (FTSs)
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Labelled Transition System (LTS)

A Labelled Transition System (LTS) is a quadruple (S, X, s, §) with
states S, actions X, initial state sy, and transitions § C S x ¥ x S

\8)
open A8) take 9
close
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Labelled Transition System (LTS)

A Labelled Transition System (LTS) is a quadruple (S, X, s, §) with
states S, actions X, initial state sy, and transitions § C S x ¥ x S

\8)
open A8) take 9
close

NONONORENGONO
T

pay change o open take close
S0 \‘\A®
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Doubly-Labelled Transition System (L2TS)

A Doubly-Labelled Transition System (L>TS) is a sextuple (S,X,s0,0,AP,L)
in which (S, X, sp,0) is an LTS, AP is a set of atomic propositions, and
L: S — 2APisafunction labelling each state with a set of AP (here singleton)

De Nicola & Vaandrager, Three Logics for Branching Bisimulation. J. ACM, 1995
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Kripke structure: only state labelling, no transition labelling 19
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in which (S, X, sp,0) is an LTS, AP is a set of atomic propositions, and
L: S — 2APisafunction labelling each state with a set of AP (here singleton)

De Nicola & Vaandrager, Three Logics for Branching Bisimulation. J. ACM, 1995

erving served taken
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L served taken
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Kripke structure: only state labelling, no transition labelling 19



From LTS to FTS

An FTS addstoan LTS a feature model and so-called feature expressions

Classen et al., Model checking lots of systems @ ICSE'10, FTSs. IEEE TSE, 2013

Wendinghdachine
v
. \n

Beverages FreeDrinks CancelPurchase:
/‘\ ‘ r-
Sada Tea /T\ AN é
5 t and or optional

return|c cancel|c

sodals serveSodals

free|f
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@ serveTealt
take|f

close|—~f
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Featured Transition System (FTS)

A Featured Transition System (FTS) is a sextuple (S, X, s, 4, F, A)
with states S, actions X, initial state sp, (featured) transitions

d CSxXxB(F)xS, with Boolean (feature) expressions B(F)
over features F, and (product) configurations AC {A: F > B}

return|c cancel|c

freelf e serveSodals

7). (7).
"2 A8)

pay|—f change|—f open|—f take|—f

serveTealt
take|f

close|—f
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Featured Transition System (FTS)

A Featured Transition System (FTS) is a sextuple (S, X, s, 4, F, A)
with states S, actions X, initial state sp, (featured) transitions

d CSxXxB(F)xS, with Boolean (feature) expressions B(F)
over features F, and (product) configurations AC {A: F > B}

return|c cancel|c

free|f e serveSodals

(7).
A8)

2)
= take|—f

pay|—f change|—f open|—f

serveTealt
take|f

close|—f

LTS F|x specified by configuration A € A is called a product of F
[remove: 1) all featured transitions whose feature expressions are not

satisfied by A; 2) all unreachable states and their outgoing transitions]
21



FTS of example SPL: a vending machine

Wendinghdachine
Feature model: /l
o \n

| Beverages | | FreeDrinks | | CaneelPurchase
/‘\ : -
| Soos | | Tea | /T}
5 t an ar optional
12 valid products e.g., {v,b,s,t}, {v,b,s,c}

22



FTS of example SPL: a vending machine

Wendinghdachine
Feature model: |

] T~

Beverages FreeDrinks CancelPurchase
/‘\ ‘ L
Soda Tea /T\
5 t and or optional

FTS of 12 valid products (LTSs) e.g., {v,b,s,t}, {v,b,s,c}

return|c cancel|c
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FTS of example SPL: a vending machine

Wendinghdachine
Feature model: /l
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5 t and or optional
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pay change

close
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FTS of example SPL: a vending machine

Wendinghdachine
Feature model: /l
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Beverages FreeDrinks CancelPurchase:
/x\ ‘ r-
Soda Tea /T\
5 t and or optional
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Ambiguities in behavioural models
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Ambiguous FTS

dead transition
an FTS transition not reachable in any product (LTS)
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Ambiguous FTS

dead transition
an FTS transition not reachable in any product (LTS)

false optional transition a featured FTS transition which is

1. not dead
2. not annotated with feature expression T (true, i.e., selected)
3. presentin every FTS product in which its source state is present

hidden deadlock state an FTS state which is

1. not a deadlock (i.e., it has outgoing transitions) in the FTS
2. adeadlock (i.e., no outgoing transitions) in some FTS product

Deadlock freedom is an important safety property: a system should not reach a state
where no further action is possible, thus guaranteeing progress or liveness; for config-
urable systems, this extends to guaranteeing liveness for all system variants (products)



Ambiguous FTS — unambiguous FTS

Transformation:

1. remove dead transitions
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Ambiguous FTS — unambiguous FTS

Transformation:

1. remove dead transitions

2. turn false optional transitions into must transitions (i.e.,
labelled with T)

3. make hidden deadlock states s explicit:
3.1 add a deadlock state s; ¢ S
3.2 Vs: add a deadlock transition from s to s; labelled with t ¢ %

and with a feature expression that negates the disjunction of
the feature expressions of all outgoing transitions of s

Step (3) must be performed only for the hidden deadlock states that have not yet

become explicit deadlock states upon the removal of dead transitions in step (1) 25



Example transformations
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Efficient static analysis of FTSs
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One-by-one vs all-in-one

Recall: family-based (all-in-one) analysis

e The analysis of ambiguities for a single SPL's product is an
expensive (feasible) task that can be automatised

e To apply the “brute force” by analysing all products of an SPL
is too expensive to be used in concrete cases

e However products of an SPL share a common “piece of code”,
thus analysing each product individually (brute-force analysis)

would involve a lot of redundancy

How to leverage this commonality and analyse the whole product
line at once, bringing the total analysis time down, is a our goal

28



Satisfiability

We used a SAT tooll

e The satisfiability problem (SAT problem) is the problem of
determining if there exists an interpretation that satisfies a

given Boolean formula

e A SAT solver is a program that takes as input a formula and
that returns as output TRUE iff the formula is satisfiable
(in the positive case a witness interpretation is returned)

e To discover the discussed ambiguities we use a SAT solver

(we used 73 in experiments)

29



SAT solving

1. SAT solving is an expensive task, since each additional
propositional-atom added to the considered formula doubles
up the number of possible interpretations
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SAT solving

1. SAT solving is an expensive task, since each additional
propositional-atom added to the considered formula doubles
up the number of possible interpretations

2. On the theoretical side, SAT problems fall in the family of
intractable problems because of their exponential complexity;
Indeed, NP-complete

3. Luckily, the use of SAT solvers for software verification is

currently quite satisfying, and successfully used in practice

30



SAT solver technologies

e SAT solvers have countless applications, spanning from
software verification to artificial intelligence, algorithms,
hardware design, ...

e Since 2002, the International SAT Competition is organised,
which is a competitive affair for evaluating the progress in the
state-of-the-art for SAT solvers and to highlight the
development of SAT tools

e Most SAT solvers are based on developments of the original
DP and DPLL algorithms but include heuristics, stochastic
approaches . ..new ideas

M. Davis & H. Putnam, A Computing Procedure for Quantification Theory. J. ACM, 1960
M. Davis & G. Logemann & D. Loveland, A Machine Program for Theorem Proving. C. ACM, 1962

31



FTS representation

Our algorithm assumes that the considered FTS is represented by
the global data structure fts that includes 4 fields:

1.

states stores the set of all states in the FTS
transitions stores the set of all transitions in the FTS
initial stores the initial state of the FTS

fm stores the formula fm, which is a formula in B(F) that

represents the feature model of the FTS

32



FTS representation (state)

Each state is represented by a data structure that includes 3 fields:

1. in_trs stores the set of incoming transitions of this state
2. out_trs stores the set of outgoing transitions of this state

3. hdead is a Boolean flag used to record whether this state is a

hidden deadlock

32



FTS representation (transition)

Each transition is represented by a data structure including 4 fields:

1. bx stores the feature expression labelling the transition, i.e.,
a propositional formula in B(F)

2. source stores the source state of the transition

3. dead is a Boolean flag used to record whether this transitions
is dead

4. false_opt is a Boolean flag used to record whether this
transitions is false optional

32



o Let T be the set of the names of the transitions of the FTS;

Recall that an interpretation for a propositional formula in
B(FUSUT)isafunctionZ: (FUSUT) — {T,L1}

o Let F=(S,X,%,d,F,A) be an FTS:
e fts.states is used for S
e fts.transitions is used for T

e fts.initial is used for sy

e Let inner_states denote the set fts.states\ {fts.initial},
An initial path is a path that starts from the initial state

33



Useful formulas

® (iniriar IS the formula fts.initial
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Useful formulas

® (iniriar IS the formula fts.initial

® (Pimner IS /\ (s = atLeastOneTransitionOf(s.in_trs)), where
sCinner_states

atLeastOneTransition0f(X) is a placeholder for
Viex(tox A t A t.source)

® ¢oingie i the formula A atMostOne0f(s.out_trs), where

scfts.states

atMostOne0f (X) is a placeholder for A,y t = (A,cx (g 7t)

e end(s) is the formula s A (A,c, oo ore )

34



Useful formulas

Lemma

Let fts represent the FTS and let T be an interpretation; Then:

1.

2.

T fts.fmiff A\ € A
I ): ¢initial IffI(ftsznztzal) = T

A ): Dz I'ff, for all s € inner_states, ifI(S) = T then
there is at least a transition t € s.in_trs such that:
7 ): t.bz, Z(t) = T, and I(t.sou'rce) =

T |= singie iff, for all s € inner_states, there is at most one
transition t € s.out_trs such that Z(t) = T

T = end(s) iff, Z(s) = T and Z(t) = L, for all t € s.out_trs,
where s € fts.states
34



Formula

is_useful_state(s)is the formula fts.fm A ¢initiar A Ginner A @single N end(s)

This formula is satisfiable (i.e., valid in some interpretation Z ) iff
in at least one LTS product there is a simple path (i.e., a path with
no repeated states) that starts from the initial state and ends in s

35



Formula (example)

Consider the FTS on the right: @;”\_T@:) AT

It has no features and just one product configuration which yields
the LTS consisting of the initial state sp; Namely, fts.fm =T

The formulas is_useful_state(s) and is_useful_state(s;) are not

satisfiable
To see this, let us call:

e t the transition from sy to s

e t; the transition from s; to s;

35



Ambiguities encoding

We can straightforwardly define the formulas for checking the
behavioural ambiguities by exploiting the formula is_useful_state(s)

e cxists_deadlock(s) is the formula

is_useful_state(s) A A,c, oue trs DX

® is_not_dead_transition(t) is the formula

is_useful_state(t.source) A t.bx

® may_be_opt_transition(t) is the formula

is_useful_state(t.source) A —t.bx

36



Ambiguities encoding (example 1)

F fim=1L&hH ]:‘/\1 }—'Xz
|f |f

*8—’.—'“31@ () *

a|f alf

a

Let tg, t1, to, and t3 be the transitions of F from left to right:

® is_not_dead_transition(ts)is not satisfiable (therefore t3 is dead)

e cxists_deadlock(sy) is satisfiable (therefore state s, is a hidden

deadlock)
® is_not_dead_transition(t,) is satisfiable (therefore t; is not dead)

® may_be_opt_transition(t2) is satisfiable (therefore t, is false
optional)
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Ambiguities encoding (example 2)

fm = f; f;
F m 1@ ]_—/|)\1 -F/‘Az

32%) OOy »g—a»@

Let tg, t1, to, and t3 be the transitions of F’ from left to right:

e is_not_dead_transition(ts) is not satisfiable (therefore t3 is dead)

e both formulas exists_deadlock(s;) and exists_deadlock(s:) are
satisfiable (therefore both s; and s, are hidden deadlocks)
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Correctness

Theorem (Correctness of the formulas for checking the
behavioural ambiguities)

Let fts represent the FTS F = (S, X, sp,0, F,A) and s be a state:

1. exists_deadlock(s) is satisfiable iff there is a configuration
A € A s.t. the state s is a deadlock in F|y
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Correctness

Theorem (Correctness of the formulas for checking the
behavioural ambiguities)

Let fts represent the FTS F = (S, X, sp,0, F,A) and s be a state:

1. exists_deadlock(s) is satisfiable iff there is a configuration

A € A s.t. the state s is a deadlock in F|y

2. is_not_dead_transition(t) IS satisfiable iff there is A\ € A s.t.

the LTS transition corresponding to transition t is reachable in
Fx
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Correctness

Theorem (Correctness of the formulas for checking the
behavioural ambiguities)

Let fts represent the FTS F = (S, X, sp,0, F,A) and s be a state:

1. exists_deadlock(s) is satisfiable iff there is a configuration
A € A s.t. the state s is a deadlock in F|y

2. is_not_dead_transition(t) IS satisfiable iff there is A\ € A s.t.
the LTS transition corresponding to transition t is reachable in
Fx

3. may_be_opt_transition(t) is satisfiable iff there is a A € A s.t.
the state t.source is reachable in F|x and the LTS transition
corresponding to transition t is not reachable in F|y 37



Ambiguities discovery algorithm

for s in fts.states:
if(s.out_trs = @) :
s.hdead < False
else:
s.hdead <check(exist_deadlock(s))

S OB W N
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Ambiguities discovery algorithm

1
2
3
4
5
6
7
8
9

e el =
w NN = O

for s in fts.states:
if(s.out_trs = @) :
s.hdead < False
else:
s.hdead <check(exist_deadlock(s))

for s in fts.states:
for t in s.in_trs:
t.dead <not check(is_not_dead_transition(t))
if(t.dead or tbx=T):
t.false_opt < False
else:
t.false_opt <-not check(may_be_opt_transition(t))
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FTS ambiguity detection: NP-hard

For every propositional formula ¢ with variables in F, the FTS

({s0. 5} {a}, 0. {5}, F, 2)
is such that its (unique) transition is:

(i) dead iff ¢ is not satisfiable (i.e. =¢ is valid)
(i) false optional iff —¢ is not satisfiable (i.e. ¢ is valid)

Moreover, state sp is a hidden deadlock iff ¢ is not satisfiable

Thus, the FTS ambiguity detection problem is NP-hard
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FTS ambiguity detection: NP-hard

NP NP-Hard

NP-hard is formed by complexity problems that are informally at
least as hard as the hardest problems in NP
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FTS ambiguity detection: NP-complete

Consider this slight modification of our algorithm:

1
2
3
4
5
6
7
8
9

10

for s in fts.states:
if(s.out_trs = @) :
s.hdead_formula < False
else:
s.hdead_formula <—exist_deadlock(s)

for s in fts.states:
for t in s.in_trs:
t.dead_formula <is_not_dead_transition(s)

t.false_opt_formula <—may_be_opt_transition(s)
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FTS ambiguity detection: NP-complete

Consider this slight modification of our algorithm:

for s in fts.states:
if(s.out_trs = @) :
s.hdead_formula < False
else:
s.hdead_formula <—exist_deadlock(s)

for s in fts.states:

for t in s.in_trs:

© 0 ~N O a0 b W N

t.dead_formula <—is_not_dead_transition(s)

—
o

t.false_opt_formula <—may_be_opt_transition(s)

This algorithm reduces in polynomial time (in the size of fts) the
ambiguity detection problem for F to n+ 2 x m SAT problem

Therefore, the FTS ambiguity detection problem is NP-complete
40



Implementation in Z3

e We implemented our algorithm in Z3

e We made our implementation publicly available, including all
examples used in the rest of these slides

e Our original artefact received the following badge:

[SPLC'19]
Z3 is a cross-platform Satisfiability Modulo Theories (SMT) solver
(that includes a SAT solver) developed by Microsoft:

e it is freely available under the MIT license

e it supports arithmetic, fixed-size bit-vectors, extensional arrays,
datatypes, uninterpreted functions, and quantifiers

e its typical applications are static checking, test-case

generation, and predicate abstraction
41



Examples and Experiments




Part |

e Behavioural variability modelling and analysis

e Product- vs family-based analysis

e Featured Transition System (FTS)

e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs

e Detecting ambiguities: criteria, SAT solving, implementation

e Disambiguating FTSs: examples and benchmark experiments
Part Il

e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]
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Example static analysis: vending machine

Feature Model: sV t

return|c

free|f

@) @
pay|—f e change|—f open|—f = take|—f

close|—f

Result of static analysis on FTS

Vending Machine: live

LIVE STATES = [1,2,3,4,5,6,7,8,9]

DEAD TRANSITIONS = []

FALSE OPTIONAL TRANSITIONS = [(2,3),(4,1),(5,7),(6,7),(8,9),(9,1)]
HIDDEN DEADLOCK STATES = []
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Example static analysis: mine pump (1/2)

Feature Model: (¢ <+ (ctVep)) Al

7| T

{sNotRunning| cj setReady|cp
13 Tote)

isRunning| cp

isReady|cp

TsNotRunning| ct TIT

isRunning|ct pumpStop|ct setStop|ct
S10 S11

S9
TIT
TsNotRunning| m
receiveMsg| T
S6 s7 516 S17 S18 S19
palarmMsg| m i ing|m |m [
%
%,
‘o) isReady|lh setReady| lh isReady|lh pumpStart| Ih setRunning] Ih
% 2 522 S24 525 526
L2 \\\\“ isLowStopl| Il tMethaneStop|m
o
o isNotReady| Ih
o
)
isMethaneStop|m T|T

isRunning|Ih  isStopped| Ih

] | tLowStop)| Il
528 520

isNotRunning| Il
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Example static analysis: mine pump (2/2)

Result of static analysis on FTS

Mine Pump: not live
LIVE STATES = [S6,S7,58,89,S10,511,S12,813,514,S15,516,5S17,518,
$19,5821,822,823,524,525,526,527,528,529, 5301

DEAD TRANSITIONS = []

FALSE OPTIONAL TRANSITIONS = [(S10,S11),(S11,S12),(S13,514),
(813,815, isReady) , (S13,S15,isRunning) , (S14,S15), (S16,517),
(816,818),(817,518),(S18,S19), (821,822, isReady) ,

(821,526, isRunning) , (521,526, isStopped) , (522,523, setReady),
(823,524), (s23,526) , (524,525) , (S25,526) , (527,528) , (S27,530) ,
(828,829), (829,830), (87,520) , (89,810), (89,811)]

HIDDEN DEADLOCK STATES = [S20] 45



Benchmark experiments (1/3)

FTS characteristics results of static analysis computational effort
. #false  #thidden run- memory
. live- # dead . .
Model S| 4] |Z] . optional  deadlock time usage
ness transitions "
transitions  states (s) (Mb)
Vendi hi
S 9 13 12 yes 0 6 0 026  29.765
Classen, PhD thesis, 2011
Coff hi
? ‘ee mac mfe 14 23 15 yes 0 14 0 0.29 30.305
Asirelli et al. @ SPLC'11
Soup component 13 28 18 yes 0 7 0 0316 3085
Belder et al. @ FMSPLE'15
Mine pump (system)
) 25 41 22 no 0 25 1 0.344  31.704
Classen, PhD thesis, 2011
Mine pump (controller) 5
) 77 104 22 no 0 59 4 0.548  36.295
Classen, PhD thesis, 2011
Coffee/Soup machine o) 601 33 yes 8 284 0 37.766  119.427
Belder et al. @ FMSPLE'15
Mine pump (complete) o) e o6 ves 0 308 0 98.994  119.127
Classen, PhD thesis, 2011
Claroli
aronne 107 11,236 106 yes 0 259 0 24138 2010.229

Devroey et al. @ VaMoS'14

The experiments were performed on a virtual machine Gentoo 201905, CLI Version VirtualBox (VDI)
64 bit, with 2048 Mb of allocated memory on a Windows 10 Pro 64 bit with 16 Gb of RAM and
CPU AMD Ryzen 7 1700X (8 core, 16 threads, 3.4 Ghz) 46



Benchmark experiments (2/3)

FTS characteristics computational effort results

implementation [SPLC19] implementation [EMSE21]

Model IS| 19] =] i) memory dire@ memory runtime
runtime (s runtim
usage (Mb) . SE usage (Mb) speedup

Vending machine 9 13 12 09 38.230 0.26 29.765 3.54x
Classen, PhD thesis, 2011
Coffee machine

o ) 14 23 15 2.822 40.140 0.29 30.305 9.72x
Asirelli et al. @ SPLC'11
S t

D 13 28 18 2544 40.870 0.316 30.85 8.05x
Belder et al. @ FMSPLE'15
Mi t

ne pump (system) 04 2102 41.899 0.344 31.704 6.37x
Classen, PhD thesis, 2011
Mine pump (controller) 210, 0 g1p 49.001 0.548 36.295 14.82x
Classen, PhD thesis, 2011
Coffee/S hi

offee/Soup machine 10> 601 33 timeout - 37.766  119.427  57200.00x
Belder et al. @ FMSPLE'15
Mi let

ine pump (complete) )0 4 oee 96 timeout - 98.994 119127  >7200.00x
Classen, PhD thesis, 2011

laroli
Claroline 107 11236 106 timeout - 24138 2010.229  >7200.00x

Devroey et al. @ VaMoS'14

The experiments were performed on a virtual machine Gentoo 201905, CLI Version VirtualBox (VDI)
64 bit, with 2048 Mb of allocated memory on a Windows 10 Pro 64 bit with 16 Gb of RAM and 47
CPU AMD Ryzen 7 1700X (8 core, 16 threads, 3.4 Ghz)



Benchmark experiments (3/3)

FTS characteristics computational effort results

full-fledged implementation specialised implementation

Model S| 18 |=) )
runtime (S) memory runtime (S) memory runtime
! usage (Mb) usage (Mb)  fraction
Coffee/Soup machine
‘ 182 691 33 37.766 119.427 2.288 61.620 6.06%
Belder et al. @ FMSPLE'15
Mi let
ine pump (complete) ., poe o 98.994 119.127 2.048 68.969 2.97%
Classen, PhD thesis, 2011
Claroli
arone 107 11,236 106 24138 2010.229 86.752 551.888 3.50%

Devroey et al. @ VaMoS'14

The experiments were performed on a virtual machine Gentoo 201905, CLI Version VirtualBox (VDI)
64 bit, with 2048 Mb of allocated memory on a Windows 10 Pro 64 bit with 16 Gb of RAM and 48
CPU AMD Ryzen 7 1700X (8 core, 16 threads, 3.4 Ghz)
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Detect and remove ambiguities

remove

ambiguities

with
FTS4VMC

W seicio @

49


https://github.com/fts4vmc/FTS4VMC

model checking MTSv

verify
SPLC'14

product-based [tool]

with VMC

remove

ambiguities yes

with
FTS4VMC

W seicio @ ne "

verify family- ‘ yes
based ¢ = True?
with VMC

¢ holds for

all variants

49


https://github.com/fts4vmc/FTS4VMC

VMC: model checking MTSv

verify

product-based SF[’:;Z]M
with VMC
remove - FTS4VMC

ambiguities spLCt
with ftool]

FTS4VMC

W seicno @

transform T famil
veri Hy-
YES| FTS into lz,s d ¥ ¢ holds for
ase

MTS with all variants
y ith VM :
FTS4VMC with VMC :

verify with
external tool

(e.g. ProVeLines)

49
The FTS4VMC implementation is freely available online: ht

github.com/fts4vmc/FTS


https://github.com/fts4vmc/FTS4VMC
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e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments
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e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]
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VMC: model checking MTSv

verify

product-based SF[’:;Z]M
with VMC
remove - FTS4VMC

ambiguities spLCt
with ftool]

FTS4VMC

W seicio @

transform T famil
veri Hy-
YES| FTS into lz,s d ¥ ¢ holds for
ase

MTS with all variants
y ith VM :
FTS4VMC with VMC :

verify with
external tool

(e.g. ProVeLines)

51
The FTS4VMC implementation is freely available online: ht

github.com/fts4vmc/FTS


https://github.com/fts4vmc/FTS4VMC

Modal Transition Systems (MTSs)
with variability constraints (MTSv)
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e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments

Part [l

e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]

52



Another behavioural variability model: MTSs for SPLE

Main ingredient: Modal Transition System (MTS)

e LTS recognising admissible (may) and necessary (must) transitions
Larsen & Thomsen, A Modal Process Logic @ LICS'88

e Shown to be a useful formalism to describe in a compact way the
possible behaviour of all the products (LTSs) of a product family

Fischbein et al., A foundation for behavioural conformance in SPL architectures @ ROSATEA’'06

Fantechi & Gnesi, A behavioural model for product families @ ESEC/FSE’07
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Another behavioural variability model: MTSs for SPLE

Main ingredient: Modal Transition System (MTS)

e LTS recognising admissible (may) and necessary (must) transitions
Larsen & Thomsen, A Modal Process Logic @ LICS'88

e Shown to be a useful formalism to describe in a compact way the
possible behaviour of all the products (LTSs) of a product family

Fischbein et al., A foundation for behavioural conformance in SPL architectures @ ROSATEA’'06

Fantechi & Gnesi, A behavioural model for product families @ ESEC/FSE’07
I > MTS cannot model variability constraints regarding alternative
features, nor regarding requires/excludes inter-feature relations,
resulting in several variants and extensions

Larsen et al., Modal 1/O Automata for Interface and Product Line Theories @ ESOP'07
Lauenroth et al., Model Checking of Domain Artifacts in Product Line Engineering @ ASE’'09
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Another behavioural variability model: MTSs for SPLE

Main ingredient: Modal Transition System (MTS)

e LTS recognising admissible (may) and necessary (must) transitions
Larsen & Thomsen, A Modal Process Logic @ LICS'88

e Shown to be a useful formalism to describe in a compact way the
possible behaviour of all the products (LTSs) of a product family

Fischbein et al., A foundation for behavioural conformance in SPL architectures @ ROSATEA’'06

Fantechi & Gnesi, A behavioural model for product families @ ESEC/FSE’07
I > MTS cannot model variability constraints regarding alternative
features, nor regarding requires/excludes inter-feature relations,
resulting in several variants and extensions

Larsen et al., Modal 1/O Automata for Interface and Product Line Theories @ ESOP'07
Lauenroth et al., Model Checking of Domain Artifacts in Product Line Engineering @ ASE’'09

['= Our solution: add a set of variability constraints to the MTS to
be able to decide which derivable products (LTSs) are valid ones

Asirelli et al., Formal Description of Variability in Product Families @ SPLC’11

53
ter Beek et al., Modelling and analysing variability in product families. JLAMP, 2016



MTSv: MTS with. ..

Recall:
An LTS (Q, X, sp, —) with states, actions, initial state, and transitions

A Modal Transition System with variability constraints (MTSwv) is a sex-
tuple (S, X, so, =g, —o, 1) such that (5, X, sp, 2o U —¢) is an LTS
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MTSv: MTS with. ..

Recall:
An LTS (Q, X, so, —) with states, actions, initial state, and transitions

A Modal Transition System with variability constraints (MTSwv) is a sex-
tuple (S, X, so, =g, —¢, 1) such that (S,X, sp, > U —¢) is an LTS
Formally, an MTS has two distinct transition relations:

1. may transition relation —¢ C Sx X x S: admissible transitions

2. must transition relation —5 C S x ¥ x S: necessary transitions

By definition, any necessary transition is also admissible: —5 C —¢
We denote the transitions --» = —¢ \ — as optional transitions
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MTSv: MTS with. ..

Recall:
An LTS (Q, X, sp, —) with states, actions, initial state, and transitions

A Modal Transition System with variability constraints (MTSwv) is a sex-
tuple (S, X, so, =g, —o, 1) such that (5, X, sp, 2o U —¢) is an LTS

Practically:

return

“open e take 9

close

plus an additional set of variability constraints T, defined next
54



. variability constraints (accepted by VMC)

Variability constraints T of form Al Ternative, EXCludes, REQuires, ...

a; ALT---ALT a, : precisely one among the n > 2 actions ax, ..., an
is reachable in £ (i.e., the label of a reachable transition)
by OR---0R b,, where b; is either a; or —a; : at least one among
the conditions on n > 2 actions by, ..., b, holds, i.e.
b; = aj is reachable or b; = — a; is not reachable (in £)
a; EXC ap : at most one of the actions a; and ay is reachable (in £)
a; REQ ap : action ay is reachable whenever a; is reachable (in £)
a; REQ (a2 ALT---ALT a,) : precisely one among the n > 2 actions
ay, ..., ap is reachable if a; is reachable (in L)
a; REQ (a2 OR---0R a,) : at least one among the n > 2 actions
ay, ..., ap is reachable if a; is reachable (in £)

VMC accepts aj IFF ax as shorthand for (a; REQ ax) A (ax REQ aj)
55



MTSwv of example SPL (example from VMC)

S1
52
S3
sS4
S5
S6
S7
S8
S9

takepaid

6 serveTea
takef{sﬁ)

close

pay(may) .S2 + free(may).S3

change (must) .S3

cancel(may) .54 + soda(may).S5 + tea(may).S6
return(must) .S1

serveSoda (must) .S7

serveTea(must) .57

takefree(may) .S1 + open(may) .S8
takepaid(must) .S9

close (must) .S1

net SYS = Si1 // initial state

56



MTSwv of example SPL (example from VMC)

takepaid

6 serveTea
takef{sﬁ)

close

net SYS = S1 // initial state

Constraints {

pay ALT free // precisely one must be present
soda OR tea // at least one must be present
takefree IFF free // either both or none are present

open ALT takefree // precisely one must be present
} 56



Derive products (implemented in VMC)

Intuitively, a product LTS is obtained from a family MTSwv as follows:

include all (reachable) must transitions

include subset of (reachable) optional transitions, remove rest
satisfy assumptions of coherence and consistency

satisfy variability constraints

Each selection gives rise to a different variant

o
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Derive products (implemented in VMC)

Intuitively, a product LTS is obtained from a family MTSwv as follows:

include all (reachable) must transitions

include subset of (reachable) optional transitions, remove rest
satisfy assumptions of coherence and consistency

satisfy variability constraints

Each selection gives rise to a different variant

o

Formally, let (S, X, so, 0%, 6% T) be a coherent MTSw, i.e. 3 N LN
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Derive products (implemented in VMC)

Intuitively, a product LTS is obtained from a family MTSwv as follows:

include all (reachable) must transitions

include subset of (reachable) optional transitions, remove rest
satisfy assumptions of coherence and consistency

satisfy variability constraints

Each selection gives rise to a different variant

o

Formally, let (S, X, so, 0%, 6% T) be a coherent MTSw, i.e. 3 N LN

Then the set {P; = (5, X, s0,0;) | i > 0} of product LTSs is obtained
by considering each pair of S; C S and §; C §° U 6 to be defined s.t.
every s € S; is reachable in P; from sq via transitions from §;
there exists no (s, a,s’) € 67\ d; such that s € S;

LTS is consistent: both -2» ~» -2+ and >i< not allowed

P; satisfies all variability constraints in T

= @ [ =
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Product LTSs of MTSv of example SPL
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Product LTSs of MTSv of example SPL

takepaid

6 serveTea
takef{ff)

close

=)

v5)
1 ©

pay change open &/ takepaid

close
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Product LTSs of MTSv of example SPL

takepaid

6 serveTea
takef{ff)

close

i(8)
cpon o takepaid

\(3)
12)

change

close
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MTSuws are equally expressive as FTSs

Theorem (FTS2MTSwv transformation sound and complete)

Let F be an FTS and let M be the MTSv generated from F
according to the FTS2MTSv model transformation algorithm.

Then the sets of derived variants Its(F) and lts(M) coincide,
up to dummy transitions and action relabelling.

ter Beek et al., From FTSs to MTSs with Variability Constraints @ SEFM'15
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MTSuwvs are equally expressive as FTSs

Theorem (FTS2MTSwv transformation sound and complete)
Let F be an FTS and let M be the MTSv generated from F
according to the FTS2MTSv model transformation algorithm.

Then the sets of derived variants Its(F) and lts(M) coincide,
up to dummy transitions and action relabelling.

ter Beek et al., From FTSs to MTSs with Variability Constraints @ SEFM'15

Theorem (MTSv2FTS transformation sound and complete)

Let M be an MTSv and let F be the FTS generated from M
according to the MTSv2FTS model transformation algorithm.

Then lts(M) = Its(F).

ter Beek et al., On the Expressiveness of MTSs with Variability Constraints. SCP, 2019 59



Model checking principles
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e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments
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e Modal Transition System with variability constraints (MTSwv)
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e VMC: family-based model checking of MTSs [demo]
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What is model checking?

(taken from Baier & Katoen, Principles of Model Checking, MIT, 2008)

requirements

G

Formalizin%

prop

erty

specification

Modeling

system model

Model Checking

violated +
counterexample




Model checking process

(taken from Baier & Katoen, Principles of Model Checking, MIT, 2008)

Modelling phase:

e model the system under consideration using the model description language of

the model checker at hand
e as a first sanity check and quick assessment of the model perform some

simulations
e formalise the property to be checked using the property specification language

Running phase:

e run the model checker to check the validity of the property in the system model

Analysis phase:

e property satisfied? — check next property (if any)
e property violated? —
1. analyse generated counterexample by simulation
2. refine the model, design or property
3. repeat the entire procedure
e out of memory? — try to reduce the model and try again
62



(taken from

and weaknesses

Baier & Katoen, Principles of Model Checking, MIT, 2008)

General verification approach, applicable to a wide range of applications

(e.g., embedded systems, software engineering, hardware design)

Supports partial verification, i.e. properties can be checked individually,
allowing to focus on essential properties first (no complete requirement
specification needed)

Not vulnerable to likelihood that an error is exposed; this contrasts with testing
and simulation that are aimed at tracing the most probable defects

Provides diagnostic info in case a property is invalidated: very useful for
debugging

Potentially a “push-button” technology, requiring neither a high degree of
user interaction nor a high degree of expertise

Enjoys a rapidly increasing interest by industry: several companies have started
their in-house verification labs (e.g., Amazon), frequent job offers with required
skills in model checking, and commercial model checkers have become available
Easy integration in existing development cycles: its learning curve is not very
steep, empirical studies indicate that it may lead to shorter development times
Sound and mathematical underpinning, based on theory of graph algorithms,

data structures and logic
63



Strengths and weaknesses

(taken from Baier & Katoen, Principles of Model Checking, MIT, 2008)

° requiring neither a high degree of
user interaction nor a high degree of expertise
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(taken from Baier & Katoen, Principles of Model Checking, MIT, 2008)

e Mainly appropriate to control-intensive applications and less suited for
data-intensive applications as data typically ranges over infinite domains

e Applicability subject to decidability issues: for infinite-state systems or reasoning
about abstract data types (which requires undecidable or semi-decidable logics),
model checking is in general not effectively computable

e Verifies a system model, and not the actual system (product or prototype) itself:
any obtained result is thus as good as the system model (need complementary
techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW)

e Checks only stated requirements, i.e. no guarantee of completeness, since the
validity of properties that are not checked cannot be judged

e Suffers from state space explosion problem: number of states needed to model
the system accurately may easily exceed the amount of available computer
memory (despite the development of several very effective methods to combat
this problem, models of realistic systems may still be too large to fit in memory)

e |ts usage requires some expertise in finding appropriate abstractions to obtain
smaller system models and to state properties in the logical formalism used

e Correct results not guaranteed: like any tool, it may contain software defects

e Does not allow checking generalizations: in general, checking systems with an
arbitrary number of components, or parameterized systems, cannot be treated 64



Strengths and weaknesses

(taken from Baier & Katoen, Principles of Model Checking, MIT, 2008)

e Verifies a , and not the actual system (product or prototype) itself:

(need complementary

techniques, like testing, to find fabrication faults (for HW) or coding errors (for SW)

e Checks only , e, , since the
validity of properties that are not checked cannot be judged

64



Temporal logic: LTL, (A)CTL, v-ACTL




Part |

e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments

Part Il

e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]
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Doubly-Labelled Transition System (L2TS)

A Doubly-Labelled Transition System (L>TS) is a sextuple (S,X,s0,0,AP,L)
in which (S, X, sp,0) is an LTS, AP is a set of atomic propositions, and
L: S — 2APisafunction labelling each state with a set of AP (here singleton)

De Nicola & Vaandrager, Three Logics for Branching Bisimulation. J. ACM, 1995

taken

close

AP paid ready e served taken
L served taken
@ ® - ©
paid ready

Kripke structure: only state labelling, no transition labelling 66



Temporal logic

We have seen that possible system evolutions can be described by a
directed graph (LTS, LTS, FTS, ...), where nodes and edges may
be labelled with properties and events

served taken

\3)
e 9

open

close

We can reason on the properties of such graphs by evaluating,
starting from the initial state, temporal logic formulas
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Temporal logic operators

Temporal logic formulas are formed by composing temporal operators,
the most classical of which are of the form:

ALWAYS G ¢, meaning ¢ is Globally true from now on
EVENTUALLY F ¢, meaning ¢ is eventually true in the Future
NEXT X ¢, meaning ¢ is true in the neXt state
UNTIL @1 U ¢, meaning ¢ is eventually true, and

Until that point ¢; is always true
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Temporal logic operators

Temporal logic formulas are formed by composing temporal operators,
the most classical of which are of the form:

ALWAYS G ¢, meaning ¢ is Globally true from now on
EVENTUALLY F ¢, meaning ¢ is eventually true in the Future
NEXT X ¢, meaning ¢ is true in the neXt state
UNTIL @1 U ¢, meaning ¢ is eventually true, and

Until that point ¢; is always true

Depending on the formal verification framework, formulas are evaluated:

e Independently, on all elements of the set of possible execution sequences,
without considering the branching structure of the system evolutions

e Or considering the actual branching structure of the system evolutions

And these operators can refer to just the names of events, to just the

properties of states, or to both 68



Temporal logic operators: linear-time examples

Linear Temporal Logic (LTL)

Pnueli, The temporal logic of programs @ FOCS'77

selected

soda serveSoda
e serving served taken
taken : hange selected open take
tea @ serveTea

take

close

G (serving = (F taken)): for all paths, it is always (globally) true
that a state satisfying serving is eventually followed by a (future)

state satisfying taken
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Temporal logic operators: linear-time examples

Linear Temporal Logic (LTL)

Pnueli, The temporal logic of programs @ FOCS'77

taken

close

G (serving = (F taken)): for all paths, it is always (globally) true
that a state satisfying serving is eventually followed by a (future)
state satisfying taken

(F taken) = (F serving): for all paths, if the path eventually
contains a (future) state satisfying taken, then it must contain also

a (future) state satisfying serving
69



Temporal logic operators: branching-time examples

Computation Tree Logic (CTL)

Clarke & Emerson, Design and Synthesis of Synchronization Skeletons Using
Branching-Time Temporal Logic @ Logic of Programs Workshop'81

cancel
selected

served taken

close

AG EF taken: for all (A) paths it is globally (G) true that there exists (E)
a possibility to eventually (F) reach a (future) state satisfying taken
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Temporal logic operators: branching-time examples

Action-based Computation Tree Logic (ACTL)

De Nicola & Vaandrager, Three Logics for Branching Bisimulation. J. ACM, 1995

selected

soda serveSoda
e serving served taken
2 4 i(8) 9
taken i r selected open & take
tea e serveTea

take
close

AG EF taken: for all (A) paths it is globally (G) true that there exists (E)
a possibility to eventually (F) reach a (future) state satisfying taken

AFiakev cancel: all (A) paths eventually (F) lead to a (future) transition

for which take or cancel holds

[pay] EXchange: if pay holds for one of the next transitions, then after it,
there must exist (E) a next (X) transition for which change holds

[act] ¢ is a shorthand for = EX e ¢ 70



v-ACTL: variability-aware ACTL

ter Beek et al., Modelling and analysing variability in product families. JLAMP, 2016

ACTL + dedicated variability-aware versions of temporal operators, e.g.:

FE ¢, meaning ¢ is eventually true in the Future, and until that point,
all transitions are must transitions

O . O o .
Fy &, meaning the same as FB ¢, but that point is reached by executing
an action satisfying

X ¢, meaning ¢ is true in the neXt state, reached by a must transition

X ¢, meaning the same as X" ¢, but that neXt state is reached by a
must transition labelled with an action satisfying x

X denotes a Boolean composition of actions (transition labels) 71



v-ACTL: variability-aware ACTL

ter Beek et al., Modelling and analysing variability in product families. JLAMP, 2016

ACTL + dedicated variability-aware versions of temporal operators, e.g.:

FE ¢, meaning ¢ is eventually true in the Future, and until that point,
all transitions are must transitions

O . O o .
Fy &, meaning the same as FB ¢, but that point is reached by executing
an action satisfying

X ¢, meaning ¢ is true in the neXt state, reached by a must transition

X ¢, meaning the same as X" ¢, but that neXt state is reached by a
must transition labelled with an action satisfying x

v-ACTLive” is a specific subset of v-ACTL with the following property:
any formula that is true for a live MTSw, is also true for all product LTSs

X denotes a Boolean composition of actions (transition labels) 71



v-ACTLive:

1. Universal (A) properties that hold for all execution paths (thus

also for the subset of MTSw paths corresponding to a product)
2. Properties that hold for must paths (thus present in all products)
3. Negationsof existential (E) properties that do not hold on any path

72



v-ACTLive": family-based model checking with VMC

1. Universal (A) properties that hold for all execution paths (thus

also for the subset of MTSw paths corresponding to a product)
2. Properties that hold for must paths (thus present in all products)
3. Negationsof existential (E) properties that do not hold on any path

Example v-ACT Live™ formulas of properties that can thus be verified
in a family-based manner with VMC (with a linear complexity)

“open O takepaid ©
. e serveTea
takef{gﬁj

********************* close

1. AG AFtakefree \ takepaid \ cancel T
2. [pay] EXGange (also [pay] AXchange, but not [pay] EXchange Seen before)

3. AG [tea] —E [ canceU S1] 7



VMC




Part |

e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments

Part Il

e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]
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Dedicated Variability Model Checker VMC

ter Beek & Mazzanti, VMC @ FM’12, SPLC’14

e VMC is not an industry-ready production/verification tool

e VMC is an academic prototype for research and education

74
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Dedicated Variability Model Checker VMC

ter Beek & Mazzanti, VMC @ FM’12, SPLC’14

e VMC is not an industry-ready production/verification tool

e VMC is an academic prototype for research and education

VMC:

Part of the KandISTI framework, developed by the FMT lab
at ISTI-CNR (https://fmt.isti.cnr.it/kandisti)

Freely usable online (https://fmt.isti.cnr.it/vmc)

Command line based executables freely downloadable (Linux,
Mac, Windows)

Available as a local web server for MacOS
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Variability analysis strategies supported by VMC

VMC:

e Input models in the form of a set of process-algebraic definitions
e Displays all possible family evolutionsin the form of an MTS graph

e Supports a comprehensive temporal logic interpreted on °TSs

VMC offers product- and family-based model checking of MTSwvs:

e Allows to verify (some of the) properties such that they hold
for all LTS products of the MTS family ... and to receive
feedback when such properties do not hold (‘family-based’)

e Allows to generate all the valid products of an MTS family

...and to separately verify properties on them (product-based)
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Textual model encoding as process definitions

VENDTNG MACHINE MTS

1

2

£}

4 51 = pay(may) .52

S + free{may) .53
& 5& = change{mist} .53
]

2

1@

w
]
"

cancel{may] .54
+ sodalmay) .55
+ tealmay) .56 a2

= return(mst) .S1
11 55 = servedoda(must) .57
12 56 = serveTea(must) .57
13 57 = takefree(may) .51

14 + open{may) .58

15 58 = tokepoid{must) .59
16 59 = close(mist) .51
17
— —_— 13 5
Welcome 18 net 5Y5 = S1
Quit = .

21 Constraints {
22 pay ALT free
3 sada OR tea
24 takefree IFF free
3 open ALT tokefree
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Graphical model displayed as MTSv

W(g1;§6'5 Abstract Model Evolutions Chart
o 000 Zoom Out || Zoom In
Edit Model

Wiew Current Model
Explore the MTS
Draw Fanuly MTS

\

Modelcheck MTS ...
Generate Products | 52

¥ ¥ |
e o |
155 156 | |
vl Lo ¥
serveSoda servelen r:’llln
= 1
Click over a node to view the detaials of the i

View the graph miZI]IfurmnnriuMpdfpwm oras phmﬁ_{}liﬂa.
7




Family-based model checking with VMC

Which properties on the MTSwv are preserved for all LTS products
of the family?

Those holding for all possible executions, and making use of a live
fragment of the MTSwv (recall: live implies no hidden deadlocks)

@ a2l executions execute a loop that returns
in the initial state
AG AF 51
@ each execution loop contains either a
serveSoda, a serveTea or a cancel action
AF {serveSoda or servaTea or cancel)
@ =ach pay action is always eventually
followed by a takepaid action
AG [pay] AF {takepaid)
FALSE for the MTS, and actually FALSE for some products

@ for each cycle, if an action free is performed,
no action takepaid can be performed

[free] A [ {not takepaid} U 51]

= TRUE for all products, but FALSE for the MTS
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Vending Machine: confirmation of validity

VMC notifies whenever preservation of an analysis result applies

- wMmeves [
(2'0'191'- . The Formula: AF {serveSoda or {serveTea or cancel|} rue
o ce® "¢ ;
The formula holds for ALL the MTS variants I I
Edit Modzl {evaluation time= 0062 sec.)
View Current Model :Icr::lll states d=18, P i o 12, total & ion time= 1,062
Explore the MTS SR
Drow Family MTS
Generate Products
Welcome
Quit
T Pl vt O
AF {serveSoda or serveTea or cancel} | | Check |[Explain |
The the
Result
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Vending Machine: explanation of results

VMC explanation for the formula AG [pay] AFiakepaid T

VMCVG.S * The formula:
L A AG [pav] AF {rakepaid) rue
® @@ | isFOUND FALSE in State C1

This kappens becanse the subformula:

HiSE A Ipey) AF {rakepaid} ieie
is already Not Satisfied

In State C1

View Current Model

Explore the MTS The formula:
Diraw Family MTS fpay| AF {rakepaid} irue
s FOUND_FALSE in State C1

Gieneeate Products

This happens because
CI = T3 {may, pay}
Wekeome the lahel satisfies the action expresaion poy
Quin hut in State C2 the subformula:

AF {rakepaid} irwe  Ts Mot Sutlsfied .

Thie Formuka:
AF {rakepaid] e
ks FOUUND_FALSE in State C2

This huppens becanse there is at least one maximal path from C2 in which all
transitions IO NOT satisly the action expression takepaid,
For exampie:
L2 -> €3 {change}
C3 - €4 [cancel, may)
L4 -> £ {retarn}
Ll - €2 [maypay} (C2closesalooph
is one of the above mentioned failing paths,
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nding Machine: product-based model checking

VMC lists for each product the action labels of all may transitions
that have been preserved (as must transitions) in that product

VMCVG‘S Evaluation of the formula "[free] A[{not takepaid} U S1]" on all family
o “o0 |
: productcancelsfreessodastakefreestes 12 Formula evilugtes TRUE
New Model ... product+cancel+free+soda+iakefree U8 Formula evaluates TRUE
Edit Current Model product4canceldfree+tukefree+tea 10 Formula evalustes TRUE
Explore the MTS product+cancel+openspay+sodatiea 06  Formola evaluates TRUE
product+cancel+opens pay-+soda (12 Formula evaluates TRUE
View Current Model product+cancelopen+pay-tiea 04 Formula evaluates TRUE
Draw Family MTS product+iree+sndatiakelreeties 11 Formula evaluates TRUE
Generate Products product+frec+sodatiakefres 07 Formmla evaluates TRUE
product+ree+takeiree+ies (19 Formula evaluates TRUE
Elcatn producttopenspaytsodaica 03 Formula evaluates TRUE
productropenrpay+soda 01 Formula evaluates TRUE
product+open+payvitea 03 Formula evaluates TRUE
Logic Formula for all Products
[free] A[{not takepoid} U 51] Check
The -
Formula| Resull
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Family-based model checking FTSs




Part |

e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments

Part Il

e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]
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Family-based model checking (1/2): v-ACTLive"

Note

1. Any FTS F can trivially be transformed into an MTS FuTs
(must — necessary transitions, featured — optional transitions,

all transitions admissible, remove all feature expressions)

2. If the FTS is unambiguous, then the corresponding MTS s live

(as it has no hidden deadlocks, and all must transitions are necessary)
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This allows to carry over a result for MTSwvs to unambiguous FTSs:
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Family-based model checking (1/2): v-ACTLive"

Note

1. Any FTS F can trivially be transformed into an MTS FuTs
(must — necessary transitions, featured — optional transitions,

all transitions admissible, remove all feature expressions)

2. If the FTS is unambiguous, then the corresponding MTS s live

(as it has no hidden deadlocks, and all must transitions are necessary)

This allows to carry over a result for MTSwvs to unambiguous FTSs:

ter Beek et al., Modelling and analysing variability in product families. JLAMP, 2016

Any formula ¢ of v-ACTLive® is preserved by live FTSs: given a live
FTS F, whenever Fuyrs = ¢, then F|y |= ¢ for all products F|y of F

A

Novel feature of VMCv6.5: Constraints { LIVE } explicitly declares an MTSwv to be live 33



FTS4VMC: front-end for VMC




Part |

e Behavioural variability modelling and analysis
e Product- vs family-based analysis
e Featured Transition System (FTS)
e Ambiguities: dead/false optional transitions, hidden deadlocks
e Automated static analysis of FTSs
e Detecting ambiguities: criteria, SAT solving, implementation
e Disambiguating FTSs: benchmark experiments

Part Il

e Modal Transition System with variability constraints (MTSwv)
Model checking principles, temporal logic: LTL, (A)CTL, v-ACTL
VMC: family-based model checking of MTSs [demo]
Family-based model checking of FTSs

FTS4VMC toolchain [demo]

84



FTS4vMC

A research tool developed in Python to model check properties on
FTSs expressed in v-ACTLive" in a family-based manner with VMC
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FTS4vMC

A research tool developed in Python to model check properties on
FTSs expressed in v-ACTLive" in a family-based manner with VMC

Where | can get it?

Source code is available on Preconfigured Docker
GitHub image on DockerHub
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FTS4vMC
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FTS4vMC

1. Provide a simple Ul to work with the proposed toolchain
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FTS4vMC

1. Provide a simple Ul to work with the proposed toolchain

2. Implements automatic ambiguities removal using the

previously shown procedure
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FTS4vMC

1. Provide a simple Ul to work with the proposed toolchain

2. Implements automatic ambiguities removal using the

previously shown procedure

3. Convert unambiguous FTSs into MTSs compatible with VMC
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Toolchain

remove
:| ambiguities
: with

i FTS4VMC

.

no. (MTSv) no  (MTSv)

transform

i yes verify yes :
I\};"ll:z lvrvlit?h ——>| family-based 5 dilholds for
FTS4VMC with VMC all v:

verify with
external tool <&
(e.g. ProVeLines)

The blocks are automated by the toolchain (FTS4VMC+VMC)
The blue and green steps (applied to FTSs) are realised by FTS4VMC

no | (FTS)

The FTS4VMC implementation is freely available online: https://github.com/fts4vmc/FTSAVMC 87


https://github.com/fts4vmc/FTS4VMC

FTS4VMC: static analyser integration (1/2)

The static analyser is used inside FTS4VMC to detect the 3 types
of ambiguities that may appear inside an FTS

After clicking on

or :
the analyser’s output is
shown in the console tab

The analyser's load_dot
method is used to
determine wether the
uploaded dot file

contains an FTS
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FTS4VMC: static analyser integration (2/2)

Ambiguities found are stored into dictionaries

For ambiguities inside a transition:
{src, dst, label, constraint}

| PRSWT—
i s

For ambiguities about a state: {id}

This conversion process enables to

easily create JSON objects that can

be manipulated using JavaScript

Upon analysis, FTS4VMC returns a | ,
JSON object called ambiguities that
contains 3 arrays, one for each type

of ambiguity
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FTS4VMC: VMC integration (1/5)

VMC is used inside FTS4VMC
to verify properties

Since VMC is developed in
Ada, the current
implementation spawns a
sub-process that executes VMC
on an MTS model and property
stored into a file and then
parses the results to extract
the elements used inside the Ul

 MTS

E Analysis of vendingnew.dot

Results

i vt AT A
R TS —
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FTS4VMC: VMC integration (2/5)

VMC requires an MTS to work on, thus FTS4VMC converts in the
background FTSs into MTSs

digraph TEST {
FM="f1 xor f2";
name="TEST";
rankdir=TB;
node [shape=circle];
FeatureModel [label="FM = f1 xor
CO [initial=True];
CO -> CO [label="a | f2"];
CO -> C1 [label="a | True"];
Cl -> C2 [label="a | f1"];
Cl -> DEAD [label="DEAD | not(f1)"];
} 01

FM = f1 xor £2



FTS4VMC: VMC integration (3/5)

CO = a(may).CO + a(must).Cl

C1 = a(may) .nil + DEAD(may) .nil
SYS = CO

Constraints { LIVE }

Both of C1's outgoing transitions "" ‘”'“‘D

reach nil since the states C2 and :
DEAD have no outgoing transitions °
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FTS4VMC: VMC integration (4/5)

After converting the FTS into
an MTS, FTS4VMC executes
the following command:

Analysis of vendingnew.dot
| MTS

Results

e st AR g )

vmc mts-model -z prop.txt

[EETETE T F—

where prop.txt is a file that
contains a property expressed
in v-ACTLive” and mts-model
is a file that contains an MTS
in the previously shown format e
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FTS4VMC: VMC integration (5/5)

FTS4VMC parses VMC output and it can render the counterexample
graph for false properties

IR ayais of vandingnew.dot IR aysis of vandingnew.dot
 MTS  MTS
Results
Tt A GERTAT Lesiat)
e
e

=3

(e
T

T
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Conclusion and Outlook




Conclusion and Outlook

1. Efficient static analysis of FTSs:

o scalable algorithm
e proof of correctness
e benchmark experiments
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Conclusion and Outlook

1. Efficient static analysis of FTSs:

o scalable algorithm
e proof of correctness
e benchmark experiments

2. Efficient verification of FTSs:

e a kind of family-based model checking
e both linear- and branching-time properties

3. Automated by a toolchain:
o publicly available front-end tool FTS4VMC

4. Ongoing work:
e integrating FTS2PROMELA transformation

95



Family-based model checking (1/2): v-ACTLive"

Note

1. Any FTS F can trivially be transformed into an MTS FuTs
(must — necessary transitions, featured — optional transitions,

all transitions admissible, remove all feature expressions)

2. If the FTS is unambiguous, then the corresponding MTS s live

(as it has no hidden deadlocks, and all must transitions are necessary)

This allows to carry over a result for MTSwvs to unambiguous FTSs:

ter Beek et al., Modelling and analysing variability in product families. JLAMP, 2016

Any formula ¢ of v-ACTLive® is preserved by live FTSs: given a live
FTS F, whenever Fuyrs = ¢, then F|y |= ¢ for all products F|y of F

A

Novel feature of VMCv6.5: Constraints { LIVE } explicitly declares an MTSwv to be live 96



Family-based model checking (2/2): LTL

A path in an LTS is maximal if it cannot be extended further

Model checking LTL formulas on an LTS reduces to analysing its ma-
ximal paths: an LTL formula is valid if it holds for all maximal paths
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Family-based model checking (2/2): LTL

A path in an LTS is maximal if it cannot be extended further

Model checking LTL formulas on an LTS reduces to analysing its ma-
ximal paths: an LTL formula is valid if it holds for all maximal paths

Note

1. Trivially carries over to FTSs, by ignoring the feature expressions

2. If the FTS is live, then the set of maximal paths of any product
is a subset of the set of maximal paths of the FTS
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Family-based model checking (2/2): LTL

A path in an LTS is maximal if it cannot be extended further

Model checking LTL formulas on an LTS reduces to analysing its ma-
ximal paths: an LTL formula is valid if it holds for all maximal paths

Note

1. Trivially carries over to FTSs, by ignoring the feature expressions

2. If the FTS is live, then the set of maximal paths of any product
is a subset of the set of maximal paths of the FTS

Thus:

Any formula ¢ of LTL is preserved by live FTSs: given a live FTS F,

whenever Fi1s |= ¢, then F|\ |= ¢ for all products F|y of F o



Family-based model checking with SPIN ...

Example LTL formulas that can thus be verified with SPIN (for instance):

http://spinroot.com/
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Family-based model checking with SPIN ...

Example LTL formulas that can thus be verified with SPIN (for instance):

http://spinroot.com/

selected

soda serveSoda
served taken
2 3 5(8) 9
taken selected open & take

tea e serveTea
take

close

98


http://spinroot.com/

Family-based model checking with SPIN ...

Example LTL formulas that can thus be verified with SPIN (for instance):

http://spinroot.com/

selected

soda e serveSoda
served taken
2 3 5(8) 9
taken selected open & take
tea e serveTea

take

close

1. G (selected = F served): after a beverage has been selected, the vending
machine will always eventually have served a beverage

2. G (served = F taken): after a beverage has been served, a customer will
always eventually have taken the beverage

98
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Family-based model checking with SPIN ...

Example LTL formulas that can thus be verified with SPIN (for instance):

http://spinroot.com/

o selected
soda e serveSoda
served taken
2 3 5(8) 9
taken selected open & take
tea e serveTea

take

close

1. G (selected = F served): after a beverage has been selected, the vending
machine will always eventually have served a beverage

2. G (served = F taken): after a beverage has been served, a customer will
always eventually have taken the beverage

with F live?,
e S formula? with SPIN variants

no
verify with
external tool
(e ProVeLines)

remove % v
s is ¢ an veri olds
ambiguities es es es
wg:wsa\ 8! is the % L & (o eret] & e true? ¥6 for all
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Thanks for your attention!

We hope to meet many of you at ‘here’ in Florence

Florence
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PC chairs: Paolo Arcaini, National Institute of Informatics, Japan
and Xavier Devroey, University of Namur, Belgium

Organiser: Alessandro Fantechi (University of Florence, Italy) et al.
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